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1 PYKOBOACTBO CUMCTEMHOINO AOMNHUNCTPATOPA

BRI

YMPABJIEHUE YMPABJIEHUE YMPABJIEHUE
NPEANPUATUEM NPOW3BOACTBOM PEMOHTAMM U TO

OUHAHCOBbIN YNPABJIEHUE
MEHEXMEHT LIENOYKAMU NOCTABOK

WNMS § PDM § MDM

YNPABJEHUE YNPABJIEHME
CKJIAJIOM JAHHBIMW OB U3AENWAK

YMNPABJIEHUE
MAGTEP-JJAHHbIMK

CNCTEMA GLOBAL

global-system.ru

2 Onwucanue Global ERP

2.1 Ha3snaveHune n dyHKUUUN cuCTEeMBbI

Cucrema Global ERP - poccuiickas mpowmbiniienHas wHMOPMAIMOHHAS CHCTEMa, I YIIPABIECHUS MPEI-
npusTueM. ZBJIgercs KOMIIEKCHBIM HWH(MOPMAIMOHHBIM TIPOILYKTOM, CHCTEMa COCTOUT U3 Habopa Ou3Hec-
NPUIOXKEHUH, KaxK/10e U3 KOTOPBIX peaiu3yer 6usHec-PyHKIMHA U IPEIHA3HAYEHO /I UCIOJIb30BaHUs OlIpe-
JeJIeHHOW KaTeropuei noJjib30BaTesei.


https://global-system.ru/
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2.2 KoMnoHeHTbl cuctemsl

st paborsr Global ERP Tpebytorcs ciieayronme KOMIIOHEHTbI:

KomnoHeHT

KpaTkoe onucaxme

CYB/ PostgreSQL Cucrema ynpasienusi 6a3aMu JTAHHBIX

Global3 SE

Cepeep mnpunoxkenuii | IIporpaMMHBIH KOMIIJIEKC, BBITOTHSAIOMINN OU3HEC JIOTHKY

rpy3KU

Banancuposmuk  wHa- | IIporpamma, pacrnpenensionas moab3oBaTeaeill MeK/Iy SK3eMILIIpaMyu cepBepa

npuioxkenuit. Ucnonb3yercs 6amancupoBiuk haproxy

Ocnacrka ggs ynpas- | Mncrpymenrapuii Jjis aiMuHUCTPUpPOBanus y3i0B Kiacrepa Global ERP
JIEHUST KJIACTEPOM

2.3 TpeboBaHus K NporpaMMHOMY 1 annapaTtHOMY obecrne4eHuto

Cepsep npunoxeHnii

Xapakre- Pekomengyembie napametpei

prcTuka

cepBepa

oC Astra Linux / Debian / ALT Linux (B KauecTBe OCHOBHOI1 ucmomb3yeM Astra Linux)

CPU 4 - 32 anep 2.5 GHz niu Gosee

Omnepa- 4 — 128 Gb (mampsiMyio 3aBUCHT OT KOJMYECTBA OJHOBPEMEHHO DAOOTAIONINX B CHCTEME
THBHAs rosib3oBareeii)

MaMsITh

MamsaTs Teepaorensusbrii Hakonurenb SSD 60Gb unn Gosbie

Tamsars Ecmu daitmopoe xpanunuiie Global 6ymer pacmosararbcs JOKATBHO HA CepBEPE MPUITOKE-
nnsg  ¢aii- | Huit, 910 obecmednT O6osiee OBLICTPBIA AOCTYI K paitjaaMm, TO JOMOJHUTEIHHO MOTPEOyeTCs
JIOBOI'O OT/e/bHbLI HUCK i Xpanenus daitios Ha 50 Gb uim 6osbue (pekomenayercs raid Jsio6oit
XPaHUJIH- KOHMUTYpAIUY WU 00IAUHOE XPAHUIIUIIE).

ma




Cepsep CYB/[,

XapaKTepucTuka cepsepa

PekomeHpyemble napameTpel

0oC Astra Linux / Debian / ALT Linux (B KadecTBe OCHOBHOIL
ncnonb3yeMm Astra Linux)
CPU 8 — 16 suep 2.5 GHz uu Gonee

OneparnBHast TaMATh

Munumym 4 Gb (HAIpsaMyro 3aBUCHT OT KOJHMYECTBA OIHO-
BPEMEHHO PabOTAIOIIUX B CUCTEME II0JIb30BaTEIEl )

ITamars

SSD raid wim rubpugmeiii Mmaccu muauMyM 100Gb cBOGOI-
HOTO MecTa A7 Xxpaneaus B[

OrjenbHbll pas/ien Jjid KypHaIa TPaH-
3aKiuii (OLIMOHAJIBLHO)

SSD [Muck muamvmym Ha 100 Gb wim Gomnee s KypHasia
TpaH3aKIui

OtTienbHbI  pa3men sl pPEerducTpaIiin
aynura Global ERP (ommuonanbao)

HDD Huck wiu RAID murumym va 100 Gb wnu Gomee miist
XpaHeHUd ayauTa NefCTBUI B CUCTEME

Pabouve craHuum

XapaKTepucTumka PekomeHayemble napameTpbl

ocC JIrobasi, ¢ moamepxKKoit rpaduIecKoro pekumMa u coBpeMeHHbix Opay3epoB Chrome,
Firefox, funexc Gpaysep

CPU 2 - 8 anep 2.5 GHz nim Gonee

OneparuBnas 4 — 32 Gb wm 6osee

IIaMATb

ITamsars 10 Gb cBobogHOrO MecTa,

Cerp 100 M6ur miam 6osiee ¢ BBICOKUM KadecTBOM cBd3u (6e3 morepb)

MonnTtop paspemienne 1920x 1080 (Munumanbao 1140x900)

2.4 TpeboBaHusa K nporpaMmmMHoOmMy obecne4eHuto

MNporpammuoe becneyenne

Linux

Oneparonnas cucrema cepsepa CYBJL

Astra linux, Debian, Alt Linux

CYB/I

Postgres, Postgres Pro 12 u Boimme

Onepanponnas cucrema cepsepa npuiiokenuit | Astra linux, Debian, Alt Linux

Java q1s cepBepa MpuJIOKeHn

TocJava, Axiom JDK (Liberica), OpenJDK

KJIACTEPHOTO DeIleH s

Basancuposumk narpysku (mist nocrpoenust | HAPROXY

OneparpionHas cucTeMa KJIHEeHTCKOM Mamuibl | AkryanbHas Bepcusi Linux ¢ rpadmuyaeckoit 060109K0M

win akryasbHas Bepcusg Windows

KnnenTckoe npuioxeHune

Bpaysep: Chrome, Mozilla Firefox, Aunexc Gpayzep,
miarua global system c pacmupenuem s 6paysepa

Oducnoe nporpammuoe obecreuenne (s Bol- | Libre Office, mporpamma npocmorpa PDF
BOJIA OTJEIbHBIX OTUYETOB U MEYATHBIX (HOPM )

HBIX (HOpPM

[Iporpammuoe obecnevenue ausaiinepa medar- | Jasper Studio



https://lab50.net/gosjava/
https://axiomjdk.ru/pages/downloads/
https://openjdk.java.net/
http://www.haproxy.org/
https://ru.libreoffice.org/download
https://community.jaspersoft.com

2.5 CrpykTypa cucremol

( bpaysep W (TOHHVM K!‘IVIEHT) (MOEMEHOEW ( SOAP W ( REST W
npunoxeHue

bpokep

co06 weHuin
AMQP
(RabbitMQ)

MakeTol
obHoBNEHUIA

Cepsep XMPP,

INEKTPOHHAA Cuctema
nouta - BELUEH

daiinosan
CUCTEMA U
Elastic Stack

Ipadmueckoe npegcraenenme (View)

MpuknagHas 6M3Hec-NOrMKa
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CucTema /IoTMpOBaHUA OLKMGOK
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‘ Cucrema AAMWHUCTPUPOBAHWUA U yNpaBieHUa AOCTYNoOM

‘ CepBep neyatHbIX Gopm #:ﬁ

™\
I Moaynb
Cucrema XpaHeHua
m ynpasaeHna || M1aHUPOBLLMK
tainos ¢ KoHdurypaTtop - o Moacucrema uHTErpaLMmn
m B eRCIOHMBOBaHAEH cucTeMoid no 3apaHui
SSH
XpaHunuue dpaitnos § 5
BHewHan
IDE e SSH Knment MHbopMaLMoHHas
(Subversion) pmay
cmcTema

OTKa30YCTOMYMBBIN KAacTep

(L

CYBL,
Postgres 1

Postgres 2

Postgres N

oL
Oracle, MsSql, MySql
wap.

2.6 lNlepeyeHb OCHOBHbIX NOACACTEM

B nporpammusiii komiuieke Global BxomsT ciieayrornpe 1moacucTeMbl:

e [logcmcTeMa XpaHeHUd LOaHHBIX
HpegHa3Haqua AJIA XpaHEeHUA ONEPATHUBHBIX JaHHBIX CUCTEMBI, JaHHBIX JIJIA (bOpMI/IpOBaHI/IH AHAJIN-
THYECKHUX OTYETOB.

e [lomcucTeMa yIpaBIeHUS HOPMAaTUBHO-cCIpaBouHOlM mHpopMammeil IIpennasnadena s neHTpainzo-
BAHHOI'O BeJleHUs KJIACCU(MUKATOPOB U CIIPABOYHUKOB, UCIOJIb3YEMbIX Jijis obecliedenust uHdOpmalu-
OHHO# COBMECTHUMOCTH C JIPYTUMHU CUCTEMAaMU U MOJICUCTEMAMU.

e [lomcucTeMa yIpaBJiIeHWd IIpaBaMM LOCTYIA
IIpennasznadena mjis pasrpaHUYeHrs MPAB AOCTYHA K DYHKIIMOHAJIHBHOCTH U JOKYMEHTAM CHCTEMBI.

e [lomcucTteMa aynuTa
IIpennasmavena 1j1s BeJeHNUs U XpaHeHust HMOPMAIMH O IeHCTBUSX MOJIH30BATEIeH HAMI JOKYMEHTAMHI

CHUCTEMBI:

— aBTOPCTBO JOKYMEHTOB;

— BpeMs U JaTa W3MEHEHUsI aTPUOYTOB CUCTEMBbL;

— WMEHa MOJIb30BATe e, BHOCUBIIINX U3MEHEHUS B aTPUOYTHI;

— TpEeIbIIyINee 3HAYCHNE N3MEHEHHBIX aTPUOYTOB.



e [lomcucTeMa WHTEIpAIUU
ObecreunBaeT CIeAyONINe OCHOBHBIE BUIBI B3AUMOIEHCTBUSI CO CMEXKHBIMHA CHCTEMAMMU:

— [pUeM 3ampoCOB OT CMEXKHBIX CHCTEM, 00Pa0OTKY ITOJIy9eHHBIX 3alPOCOB U PEJIOCTABJICHUE OT-
BETOB Ha 3aIPOCHI;

— Iepejady 3ampocoB B CMEXKHbIE CUCTEMbI U 00pabOTKY [OJIy4YeHHBIX OTBETOB;
— BeJIeHWe XKYPHAJIOB ydeTa B3aNMOJENCTBUA CO CMEXKHBIMHU CUCTEMaMH.

e [lomcucTeMa OTYETHOCTH
ITosBonger:

— HIPOEKTUPOBaTh (DOPMBL PErIAMEHTHPOBAHHON OTYETHOCTH B PA3/IMYHBIX (POPMATAX HA OCHOBE
JAHHBIX CHCTEMBI;

— BBIBOJMTDH IIOATrOTOBJICHHBIE OTYETHI Ha, II€YaTh.

o [loncucTeMa ynpaBiieHuS OU3HEC-IPUIOXESHUSIMU
ObecrieunBaer TOYHYI0 HACTPONKY U yUDPaBJIEHUE yCTAHOBJIEHHbIMU Ousnec-upusoxenusyu (Ckian,
JIOKYMEHTOOOOPOT, YIPABJIEHUE TIPOCKTAMHI U T.I.).

3 ApmuHuctpuposaHue Postgres

3.1 YcraHoBka u HacTtpoiika CYB/],
Heobxopgumoe nporpammuoe obecnedenve nog OC Astra Linux / Debian / Alt Linux
e Cepsep PostgreSQL 12 uiu Bbiie
PostgreSQL mau Postgres Pro
e postgresql-contrib (06bruHO ycTanaB/IMBarOTCH BMECTE ¢ cepepoM Postgres)
e htop
e Iotop
e sysstat
e pgbadger
e ssh (kiument u cepsep SSH)
e mc (Midnight Commander)
e tar

e zip

Baxxuo: He pekommeHIyercs: BHITOMHATH COOPKY CEPBEPA CAMOCTOSITEIHHO M3 UCXOIHOTO KOIA T.K. HEJIb3s
rapaHTHPOBATH CTAOWIHLHOCTH PAOOTHI TAKAX COOPOK B MPOAYKTHUBHOM KOHTYDE.



https://www.postgresql.org/
https://postgrespro.ru/

YcraHoBkKa

Ckaugaiite Tpebyembrii maker ¢ caiita https://postgrespro.ru/products/download mmm https://www.
postgresql.org/download. JIjs ycraHOBKHM criemyiiTe MHCTPYKIUSAM Ha, CaifTe.

[obasneHue nokanusauun

Orpenakrupyiire daitn /etc/locale.gen, HaiiauTe U packoMMeHTUpyiiTe crpoky ru_RU.UTF-8

Bemonaure KOMaH/Y:

sudo locale-gen

HJononHutenbHas HacTpovika

e B xoudwuryparmontnom daiine postgresql.conf mepeonpenenure yMOIdaTeIbHbIE TAPAMETPI COTIAC-
HO KOH(MUTYPAIINH KeTe3a.
IIpumep mia cepsepa ¢ koudurypaiueit LHI1: 4 sapa; O3Y: 8 I'6; duck: SSD:
JlobaBuTh B KOHEI KOH(MDUTYpAIMOHHOTO (haiiia

# Memory Configuration
shared_buffers = 2GB
effective_cache_size
work_mem = 41MB

maintenance_work_mem = 410MB

6GB

# Checkpoint Related Configuration
min_wal_size = 2GB

max_wal_size = 3GB
checkpoint_completion_target = 0.9
wal_buffers = -1

# Network Related Configuration
listen_addresses = '*'
max_connections = 100

# Storage Configuration
random_page_cost = 1.1
effective_io_concurrency = 200

# Worker Processes Configuration
max_worker_processes = 8
max_parallel_workers_per_gather = 2
max_parallel_workers = 2

max_locks_per_transaction = 500



https://postgrespro.ru/products/download
https://www.postgresql.org/download
https://www.postgresql.org/download

IIpumeuanue: [l mombopa MapaMeTpoB MOXKHO BOCIOJIB30BAaThCS OHJIAH-MacTepoM https://www.
pgconfig.org

B macrepe ykazars Bepcuio mocrrpeca, Boibpars npoduib DataWare house and BI Applications um yka-
3aTh Mmapamerpbl X)Keje3a cepsepa: koiaudecrso suep LI, pazmep O3Y, tun nucka.

e Hactpoiite ayrentndukanmio no nMmexu ysua B ¢aiiie pg_hba.conf

# TYPE DATABASE USER ADDRESS METHOD
# IPv4 local connections:
host all all all scram-sha-256

IIpumeuanune: s nosyguenus nonpobuoit nudopmarmu no kouduryparuu Postgres Bocnonb3yiitecs 10-
KyMeHTanueil Ha caiire: https://postgrespro.ru/docs

Pa3seprtbiBaHne HOBOW 0a3bl

ITomensiite maposs nonb3osarenio OC ¢ mveHeMm postgres

sudo passwd postgres

Toakiounrech Tepmunaniom kK cepsepy CYB/I 1oz aiMUHUCTPATHBHBIM TIOJb30BATEIEM

Ilepexurtounrecs Ha 1OJIB30BaTENS «POStgress

su postgres

Toakiounrecs sokanbao yruauroit psql k CYBL Postgres

psql

TlomemnsiiiTe TApOJIH CyMEPIIOIH30BATEIISA

alter user postgres password '<HoBmil maponb>';

Co3pajiTe monb30BaATENS

CREATE ROLE <userName> WITH LOGIN NOSUPERUSER NOCREATEDB NOCREATEROLE INHERIT,
—NOREPLICATION CONNECTION LIMIT -1 PASSWORD '<UserPassword>';
GRANT pg_signal_backend TO <userName>;

Cosmaitre noyio BJl, B kadecTBe BIaIeIbIa YKAXKUTE CO3JAHHOIO TOIb30BATES

CREATE DATABASE '"<umaBJ[>" WITH OWNER = <userName> ENCODING = 'UTF8' LC_COLLATE = 'ru_RU.
—UTF-8' LC_CTYPE = 'ru_RU.UTF-8' CONNECTION LIMIT = -1 TEMPLATE templateO;

Sasepiure ceccuio psql

\q

IToaknrounrecs K co3nanHol O,



https://www.pgconfig.org
https://www.pgconfig.org
https://postgrespro.ru/docs

psql <umabl>

TloakmounTe, HEeoOxomuMBbIe 1itst paboTer Global, paciuperus

CREATE EXTENSION if not exists plpgsql;

CREATE EXTENSION if not exists fuzzystrmatch;
CREATE EXTENSION if not exists pg_trgm;

CREATE EXTENSION if not exists pg_stat_statements;
CREATE EXTENSION if not exists '"uuid-ossp'";

CREATE EXTENSION if not exists dict_xsyn;

CREATE EXTENSION if not exists ltree;

3aBeprmuTe ceccuto psql

\q

Teneps Bl rorora k pabore.

Pa3sepTbiBaHME NOCTABOYHOro gamna

IIpu momydeHnn mOCTABOYHOIO JaMIla HATOHUTE ero Ha co3manuyio BII.
Eciau B/l #e mycra u conepKuT 0ObEKThI, YIAJIATE X

IIpm mammaum mpas cynepnoab3oBarens Postgres moxkuao yaaants BJ1

DROP DATABASE <mmaBJI>;

¥ CO3JATh 3aHOBO, BHITIOJIHUB TIaru pasneiia «Pa3BepToiBanne HOBOM Ga3bi»

Ecan mpas cynepnosib3oBaresia Postgres HeT, BOCOIb3y#TECTh CKPUIITOM YIAJTCHNA

SET search_path TO public;

DO $$ DECLARE
r RECORD;
BEGIN
FOR r IN (SELECT p.oid::regprocedure as sFunctionName
FROM pg_proc p
INNER JOIN pg_namespace ns ON (p.pronamespace = ns.oid)
inner join pg_roles a on p.proowner =a.oid
WHERE ns.nspname = current_schema
and a.rolname =current_user
and p.probin is null) LOOP
EXECUTE 'DROP FUNCTION IF EXISTS ' || r.sFunctionName || ' CASCADE';
END LOOP;
END $$;

DO $$ DECLARE

r RECORD;
BEGIN
FOR r IN (SELECT tablename FROM pg_tables WHERE schemaname = current_schema()) LOOP
EXECUTE 'DROP TABLE IF EXISTS ' || quote_ident(r.tablename) || ' CASCADE';
END LOOP;

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

END $$;
DO $$ DECLARE
r RECORD;
BEGIN
FOR r IN (SELECT c.relname
FROM pg_class c
inner join pg_catalog.pg_namespace n on c.relnamespace =n.oid
inner join pg_roles a on c.relowner =a.oid
WHERE (c.relkind = 'S')
and n.nspname =current_schema
and a.rolname =current_user) LOOP
EXECUTE 'drop sequence IF EXISTS ' || quote_ident(r.relname) || ' CASCADE';
END LOOP;
END $$;

DO $$ DECLARE
r RECORD;
BEGIN
FOR r IN (SELECT c.relname
FROM pg_class c
inner join pg_catalog.pg_namespace n on c.relnamespace =n.oid
inner join pg_roles a on c.relowner =a.oid
where c.relkind ='v'
and n.nspname =current_schema
and a.rolname =current_user) LOOP
EXECUTE 'drop view IF EXISTS ' || quote_ident(r.relname) || ' CASCADE';
END LOOP;
END $$;
SELECT lo_unlink(l.0id)
FROM pg_largeobject_metadata 1
inner join pg_roles a on l.lomowner =a.oid
WHERE a.rolname =current_user;

IlocTaBounblit faMIT 3aIIaKOBAH aPXHUBATOPOM tar

Nmsa daiima apxuBa wmee cienyiommit  Bua: <uMaB[>_public_<gata>_<wummcc>.tar Ilpumep:
demoDb_public_04.11.2022_170406.tar

Barpysure daitn nocraBounoro gamia ua cepsep Postgres B nupekroputo /usr/dumpstore

Pacnaxyiire apxus

mkdir -p /tmp/global/Dump
tar -xvf /usr/dumpstore/<mmsaBl>_public_<gzata>_<wummcc>.tar -C /tmp/global/Dump --strip-
—.components 1

Jawmm pacnakyercst B kKarajor /tmp/global/Dump/<umMaBll>_public_<zaTa>_<dumMcc>

Boccranosure BJI n3 mamma

/opt/pgpro/std-12/bin/pg_restore --dbname=postgresql://<sUser>:<sPass>@localhost:5432/
—<sDbName> -0 -x -v --no-tablespaces --jobs=4 /tmp/global/Dump/<umaB[[>_public_<maTa>_
—<guMMcc>
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/opt/pgpro/std-12/bin/pg_restore - nyTb 40 yTHIMTbL PACHAKOBKM gaMua (postgres pro 12)
<sUser> - mma mosp3oBatesns B/

<sPass> - maposb

<sDbName> - uma BJ]

jobs=4 - KOMMYECTBO MOTOKOB, YKA3bIBATH MO KOJIMIECTBY SIE€D

3.2 VYcraHoBka u HacTtpoiika PgBouncer

PGBouncer — mporpamma, ynpasisiomias myaom coenmaennii PostgreSQL. Jlioboe koHewHOE MpHIIOKE-
HHe MOXKeT HoAkIIounThcsi K PGBouncer, kak eciu Obr 310 ObLT HemocpezcTBeHHO ceppep PostgreSQL.
PGBouncer co3act mOAKIIIOYEHHE K PEATEHOMY CEepBEpY, 00 3a/iefCTBYeT OJHO M3 PAHee YCTAHOBJIEHHBIX
MOIKJII0YEeHUT.

Haznauenne PGBouncer — MuHnMu3npoBaTh M3IE€PKKHU, CBA3AHHBIE C YCTAHOBIEHUEM HOBBIX TIOIKJIIOUEHUN

K PostgreSQL

A A A
Yyvy
A
v .
A

PostgreSQL cepeep

GlobalServer PgBouncer (nopT 6432)

YcraHoBKa

YcranoBuTe makeT pgbouncer u3 peno3uTOpus AUCTPUOYTUBA, IPU MOMOIIHU MAKETHOTO MEHEIKEPa.

PgBouncer mocrymnen B opunuanbusx APT-pemnosuropusix PostgreSQL. Ecnu penozuropun PostgreSQL yxe
100aBIeHbI B Bally CUCTEMY, BbI MOXKETEe yCTaHOBUTH PgBouncer HAIPAMYIO ¢ X HCIIOJIB30BAHUEM.

Hacrtpoiika n 3anyck

MpeasapurtensHas koHdurypaums PostgreSQL cepsepa

e Y6emnrech, uro B daiine pg hba.conf ykazan meros ayrentudukaimm scram-sha-256:

host all all all scram-sha-256

e TlonkmounTech K H6a3e postgres Mo mMoIb30BaTEIEM POStgres:
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$ su postgres
$ psql

e BrmosnmuTe JaHHBIN CKPHUIT, KOTOPBIH co31acT (DYHKIUIO U HOIb30BATENd, HEOOXOAUMBIE JJIf ayTeH-
rudukamun PgBouncer (m3mennte napons B mome PASSWORD na 6ostee HaI@KHBII):

CREATE FUNCTION public.lookup (

INOUT p_user name,

0UT p_password text
) RETURNS record

LANGUAGE sql SECURITY DEFINER SET search_path = pg_catalog AS
$$SELECT usename, passwd FROM pg_shadow WHERE usename = p_user$$;

CREATE ROLE pgbouncer WITH LOGIN NOSUPERUSER NOCREATEDB NOCREATEROLE INHERIT|
—NOREPLICATION CONNECTION LIMIT -1 PASSWORD 'pgbouncerpass';

REVOKE EXECUTE ON FUNCTION public.lookup(name) FROM PUBLIC;

GRANT EXECUTE ON FUNCTION public.lookup(name) TO pgbouncer;

e BrimosinTe KOMaHIy, KOTOpasi BHIBEIET XeIll TMapoJis [IJIs TOJb30BaTe s pghouncer, u COXpaHUTE €ro.
Ou nonaao0uTCs MpU HACTPOIiKe ayTenTudukauu pghouncer.

SELECT passwd FROM pg_shadow WHERE usename = 'pgbouncer';

e 3amepruTe ceccrio psql

\q

Kondurypauua PgBouncer

Koudwurypanus PgBouncer penakrupyercst B daitne /etc/pgbouncer/pgbouncer.ini

e B paszen [databases| Hy>kHO 106aBUTH aapec U MOPT, HA KOTOPOM 3amyuien cepsep PostgreSQL.

[databases]
* = host=localhost port=5432

e B pasuene [pgbouncer| B 3uadenuu listen addr ciemyer ykasarb, Ha Kakux ajpecax Gyzer ciymiaTb
PgBouncer, a rakxe npu neobxoxumoctu uzmenuTsb nopt (1o ymondanuto 6432). Ilpu 3aganuu 3nade-
Hus listen _addr = * pgbouncer 6yaer caymars Ha BCex aapecax.

listen_addr = *
listen_port = 6432

e Takxe B pazzeie [pgbouncer| cienyer 3auarb ciepyoonpe 3HAYECHUS:

auth_type - MeTon ayTenTupumramum B postgresql

auth_file - nyThs mo daiina ¢ DaHHHNMEM IONd ayTeHTUPUKAIAN

auth_user - moib30BaTeNb, KOTOPHH 6yZEeT MCIOIL30BAThCH OJA ayTeHTHuKamum B postgresql
auth_dbname - 6a3a pmamHHX, KOoTopad HCIOIb3yeTCHd ONIA ayTeHTUUKAIIUHU

auth_query - 3ampoc, KOTOpHil 6yZleT BHIIONHEH IIpX ayTEHTUOUKAIUN

max_client_conn - MakCuMaJIbHOE KOJMUYECTBO KJIUEHTCKUX HO,II;KJIIO‘-IeHHﬁ, KOTOpP:HIE PgBouncerU
—MOXeT OGCJ’Iy)KI/IBaTb OIHOBPEMEHHO

(continues on next page)

13




(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

default_pool_size - MakcuMalbHOEe KOIWYECTBO IIOAKIOYEHWN K 6ase NAaHHHX IS KaXZOTo IIyja
reserve_pool_size - KOJIMYECTBO [OIOJHUTENBLHHX [OIKIOYEHUH, JOCTYIHEHX B PE3€pPBHOM IIyIe,
—KOTOphEe HCIOIb3YWTICH, €CJH IIyJ HCYepIaH

reserve_pool_timeout - ykKasmBaeT, CKONBKO CEKYHJ, KINEHT MOXET XIATh IIONKIOYEHUS U3

<, pe3epBHOTO IIyla

pool_mode - ompegmenseT, kKak PgBouncer ymnpaBisgeT coeIuHeHHAMU. [IJId HCIIONb30BaHUSA
—PgBouncer c¢ cucTemo#f Global ciemyeT yCTaHOBHUTL peXuM transaction, YTO6H CHUSHUTE
—HArpy3Ky Ha B]]

max_prepared_statements - ompezenseT MakCHMalbHOE KOJIMYECTBO IMOATOTOBIEHHHX SQL-3ampocos,
- KoTophe PgBouncer MoxeT XpaHHTb Ha OZHO COEIVHEHHE

e IIpumep koudurypanuu ajis KOppeKTHOH paboThl ayTeHTHMUKAINN C UCIOIb30BAHUEM BBINIEOMICAH-
Hoit sql-pyuKmpm:

auth_type = scram-sha-256

auth_file = /etc/pgbouncer/userlist.txt

auth_user = pgbouncer

auth_dbname = postgres

auth_query = SELECT p_user, p_password FROM public.lookup($1)

e IIpumep koudurypanuu as ucrnosb3oBanueM ¢ k8s kiacrepom Global uz 10 noxos (3nadenus caemyer
3a/1aTh B 3aBUCUMOCTH OT LPEIOJIOKUTEIbHOI Harpy3ku na BJT)

max_client_conn = 5000
default_pool_size = 20
reserve_pool_size = 10
reserve_pool_timeout = 5
pool_mode = transaction
max_prepared_statements = 200

e Jlna koppekrtHoit paborst pgbouncer ¢ dbeaver u globalserver ciemyer pacKOMMEHTUPOBATH IOJIE
«ignore startup parameterss u 3aJaTh €My CJeIyIOINee 3HAYMEHNE!

ignore_startup_parameters = extra_float_digits,search_path

e Takxke B cepsuce pgbouncer (/lib/systemd/system/pgbouncer.service) cieyer pacKOMMEHTHPOBATH
mapamerp LimitNOFile, orBeqdaromuii 33 MakKCHMAJIbHOE KOJIUIECTBO OTKPBITHIX (PaifIOBBIX TECKPUII-
TOPOB, JIOCTYITHBIX /IS TIPOIECCA, W HACTPOUTH €r0 B 3aBUCUMOCTH OT KOJMYECTBA TMOIKTIOUEHMIHA:

[Unit]

Description=connection pooler for PostgreSQL
Documentation=man:pgbouncer (1)
Documentation=https://www.pgbouncer.org/
After=network.target
#Requires=pgbouncer.socket

[Service]

Type=notify

User=postgres

ExecStart=/usr/sbin/pgbouncer /etc/pgbouncer/pgbouncer.ini
ExecReload=/bin/kill -HUP $MAINPID

KillSignal=SIGINT

LimitNOFILE=65535

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

[Install]
WantedBy=multi-user.target

$ sudo systemctl daemon-reload
$ sudo systemctl restart pgbouncer

[ obasneHue nosib3osarenei

Tonb3oBarenu nobasisiorcs B daiin /etc/pgbouncer/userlist.txt

®opmar CIUCKA MOJIb30BATENEH HMEeT CJIeYIONNi BU/T;

"<UMS_IMOJIB30BATEINS>" "<IAPOJIb/XEN MAPOJIS>"

st paboThl ayTeHTU(DUKAIIAN C BBIIEONMCAHHBIMU HACTPOUKAaMHU, B userlist.txt Tpebyercs ycraHoBUTH cie-
JYIOIIME 3HAYECHUSL:

"pgbouncer" '"<scram-sha-256 xem mapona Ojid Ioilb3oBaTeld pgbouncer>"

3anyck PgBouncer

Tlocne 3aBepmenus vactpoiiku PgBouncer 3amycrure ero gepes cepsuc:

$ sudo systemctl enable --now pgbouncer

Ilo ymomuanuio pghouncer 6ymer mocrymnen Ha 6432 mopTy cepsepa.

3.3 TectnpoBaHue Npou3BOANTENIbHOCTU CepBepa

IIpousBoauTEIbHOCTD CHCTEMBI 3ABUCUT OT HCIOJIH3YEMOTO 0O0OPYIOBAHUS.

TecTtupoBanmre TPOBOIUTCS € MOMOIIBIO yTUaUTHI pghench, koropasi Bxonutr B koMmriekT moctaBku CYB/]
Postgres

Hacrtpoiika tecta pgBench

Tloakarouurecs Tepmunaiom k cepeepy CYBJI 1101 agMUHUCTPATUBHBIM 110JIb30BATE/IEM

IlepexmounTecs Ha MOMB30BATENS «pPOStgress

su postgres

TlogkmounTecs mokanbuO yruautoit psql k CYB/L Postgres

psql

Cozgaiite HoByto B/, B KauecTBe BIAIE/IbIA YKAKUTE CO3TAHHOTO TOIHL30BATEIS
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CREATE DATABASE '"pgbenchDb'" WITH OWNER = postgres ENCODING = 'UTF8' LC_COLLATE = 'ru_RU.
—UTF-8' LC_CTYPE = 'ru_RU.UTF-8' CONNECTION LIMIT = -1;

3aBepruTe ceccuio psql

\q

WNuwmmanu3upyiite 61 11T TPOBEIEHUST TECTA

pgbench -i -s 50 pgbenchDb

BruimonauTe TecTupoBaHue ObICTPOIEHCTBUST

pgbench -c 100 -j 100 -t 10000 pgbenchDb

Yepe3 HECKOIBKO MUHYT YTHUJIUTA BbLIACT PE3yJILTAT.

IIpumep pe3ymbpTaTa Tecta

pgbench (16.1 (Debian 16.1-1.pgdgl10+1))

starting vacuum...end.

transaction type: <builtin: TPC-B (sort of)>
scaling factor: 50

query mode: simple

number of clients: 100

number of threads: 100

maximum number of tries: 1

number of transactions per client: 10000

number of transactions actually processed: 1000000/1000000
number of failed transactions: 0 (0.000%)

latency average = 1.935 ms

initial connection time = 56.060 ms

tps = 51677.092175 (without initial connection time)

3.4 Pe3epBHOe konupoBaHue n BoccTtaHoBneHue bB/]

s opranusaruu Gekana 6a3bl MbI PEKOMEHIyeM JIOKAJbHOE CHATHE JTaMIla. JTO MPOUCXOAUT ObicTpee, He
IPY3UT CeThb. AJMUHHCTPATOD JOJIZKEH CIEJIUTh 33 CBODOIHBIM MECTOM Ha JHUCKe, CBOOOJHOIO MECTa JIOJIHK-
HO XBATATh JJIs CHATUS JaMmra. JLydime BCero IJisi COXpAHEHWs TaMIIa WCIOJIb30BATH OTIAEIBHBIA TOM. JTO
MO3BOJIsTET M30€KATh ABAPUIHON OCTAHOBKY MOCTTPECA, MPU HEXBATKE MECTA HA JUCKE.

JIOKaIbHO CHATBIM JaMIl apXUBHUpYETCs U moMelnaercs Ha Brerraee NAS xpanusuiie.

BosmoxkHO mpuMeHeHne CTOPOHHHUX CPEICTB PE3ePBHOTO KOMMPOBAHMSA, TaKuX Kak Kunbep DBakan mma

PostgreSQL

16



https://cyberprotect.ru/products/backup/

CHartve gamna

Cepeep Postgres

B GlobalErp

1. Pg_Dump cxemel public | 2. Pg_Dump cxemel aud
C NapaMeTpomM
—-schema-only

OTOEMNEHEIA
NoKansHbLIR TOM

Apxusagma

g —

_|_

ApxUE CeTepos XpaHunuLLE
(NAS)

CusTre namna BBIMOJIHAETCS MITATHOW yTHANTON pg  dump

g Gekama cHUMaeM TOJIBKO cxeMmy public, ee JOCTATOYHO /11 COXPAHEHHUST BCEX JTAaHHBIX cucTteMbl. OTmenb-
HO CHHMAEM CTPYKTYPY BCeX OOBEKTOB cXeMbl aud. 9TO MO3BOJISIET TPU BOCCTAHOBJIEHUH HE MEPECO3/IABATH
CTPYKTYPbI XpaneHus ayaura u3 cucrembl Global.

Eciu tpebyercs COXpaHUTDH ayauT, TO cxeMy aud PEKOMEHIYeTCsl CHUMATh OTIEIBHO.

Coset: [lpu Briaiouennom ayaure B cucreme Global u BbICOKOM mHTEHCHMBHOCTH paboThl cxema aud MoxKeT
cozepkarb 6osbinue obbembl nanubix (Heckosbko Tepabaiit). Cozmanue pe3epBHOii Konuu cxeMbl aud MOXKeT
3aHUMATH [IPOJIOJIKUTEIBHOE BPEMSI.

OOBI9HO BCE CXeMbI CHUMAIOTC i mepeycranoBku PostgreSQL wim obmoBienwms Bepcum PostgreSQL, c
HOCTIEAYIONIM HATOHOM IOJHOTO JAMIIA.

st casitust namiia, ucnonb3yire popmar «Iupexkropus». 9To MO3BOJET CHUMATD JAMII B MHOMOIIOTOYHOM
peXuMe U CYIIECTBEHHO YCKOPSET MPOIIEeCC.

OO0mumit mpuMep 3aIyCKa yTUJIATHI CHATHS JAMII,
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${sDumpUtl} -F d --dbname=postgresql://${sUser}:${sPass}Q¢{sHost}:56432/%{sDblName} --
—jobs=$nColDbJobs --schema=public --blobs --verbose

rae

e ${sDumpUtl} - myrp k yrumure pg_dump

${sUser} - sorun

${sPass} - maposn

${sHost} - xocT
${sDbName} - umsa 6z

e $nColDbJobs - komMuecTBO NOTOKOB (BBICTABISETCSI 110 KOJMYECTBY siIEP HA ceprepe postgresql)

OO0mumit mprMep 3aIyCcKa yTUJIATHI JJIst CHATHS cxeMbl aud 0e3 JaHHBIX

${sDumpUtl} -F d --dbname=postgresql://${sUser}:§{sPass/}@${sHost}:56432/¢{sDbName} --
—jobs=$nColDbJobs --schema=aud --schema-only --blobs --verbose --file=$sOutputDumpDir

rae

e ${sDumpUtl} - myrp k yrumure pg_dump

${sUser} - sorun

${sPass} - maposn

${sHost} - xocT
${sDbName} - ums 6z

$nColDbJobs - kKoIM4YeCTBO MOTOKOB (BLICTABIAETCS IO KOJUIECTBY sep Ha cepBepe postgresql)

Coser: Ilapamerp --schema-only NO3BOJISIET BBIIPYKATH TOJIBKO ONpezeieHus 00bLeKToB (cxembr), 6e3
JAHHBIX.

Tlocne cuaTua naMma 3amakoOBBIBAEM JUPEKTOPHUIO apXUBATOPOM tar

tar -cvf ${sArchiveDir}/${sTarFileName} $sOutputDumpDir

rae
e ${sArchiveDir} - aupekTopus JjIsi apXUBa
e ${sTarFileName} - umsa apxusnoro aiina

e $sOutputDumpDir - gupekropusi ¢ gamMIIOM
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Pa3seprtbiBaHue gamna

PaBBeprIBaHI/Ie JaMIIa BBITOJIHAECT MTaTHAd YTUJIUTA I)g_I'CStOI'C

Ilepes pa3BeprbiBanreM Jamia 00sA3aTEIHHO y1ajisgeM Bce OObEKThI cxeMbl public

$psqlUtl postgresql://${sUser}:§${sPass}@${sHost }:5432/¢{sDblName} -f $SCRIPTPATH/drop.
—sql

rae

e ${psqlUtl} - myTs Kk yruanre psql

${sUser} - morun

${sPass} - maposnnb

${sHost} - xocr
${sDbName} - nvs 61
e $SCRIPTPATH - myTts 10 aiina drop.sql

daiin drop.sql

SET search_path TO public;
DO $$ DECLARE
r RECORD;
BEGIN
FOR r IN (SELECT p.oid::regprocedure as sFunctionName
FROM pg_proc p
INNER JOIN pg_namespace ns ON (p.pronamespace = ns.oid)
inner join pg_roles a on p.proowner =a.oid
WHERE ns.nspname = current_schema
and a.rolname =current_user
and p.probin is null) LOOP
EXECUTE 'DROP FUNCTION IF EXISTS ' || r.sFunctionName || ' CASCADE';
commit;
END LOOP;
END $$;

DO $$ DECLARE

r RECORD;
BEGIN
FOR r IN (SELECT tablename FROM pg_tables WHERE schemaname = current_schema()) LOOP
EXECUTE 'DROP TABLE IF EXISTS ' || quote_ident(r.tablename) || ' CASCADE';
commit;
END LOOP;
END $$;

DO $$ DECLARE
r RECORD;
BEGIN
FOR r IN (SELECT c.relname
FROM pg_class c
inner join pg_catalog.pg_namespace n on c.relnamespace =n.oid

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

inner join pg_roles a on c.relowner =a.oid
WHERE (c.relkind = 'S"')
and n.nspname =current_schema
and a.rolname =current_user) LOOP
EXECUTE 'drop sequence IF EXISTS ' || quote_ident(r.relname) || ' CASCADE';
commit;
END LOOP;
END $$;
DO $$ DECLARE
r RECORD;
BEGIN
FOR r IN (SELECT c.relname
FROM pg_class c
inner join pg_catalog.pg_namespace n on c.relnamespace =n.oid
inner join pg_roles a on c.relowner =a.oid
where c.relkind ='v'
and n.nspname =current_schema
and a.rolname =current_user) LOOP
EXECUTE 'drop view IF EXISTS ' || quote_ident(r.relname) || ' CASCADE';
commit;
END LOOP;
END $$;
SELECT lo_unlink(l.o0id)
FROM pg_largeobject_metadata 1
inner join pg_roles a on l.lomowner =a.oid
WHERE a.rolname =current_user;

Ilepes pa3BeprbiBanneM JaMia ero Hy2KHO PaCIIaKOBaTh

tar -xvf dumpArchiveFile} -C $sTempPath

3allyCTUTe YTUJIUTY Pa3BepPThIBAHUA JaMIIa

$sRestoreUtl --dbname=postgresql://${sUser}:§{sPass}@${sHost}:5432/%{sDbName} -0 -x -
—V --no-tablespaces --jobs=$nColDbJobs $sRealDumpDir

rae

o $sRestoreUtl - myTs k yTuamre pg_restore

${sUser} - morun

${sPass} - maponb

${sHost} - xocr
${sDbName} - nms 61

$nColDbJobs - Kom4ecTBO MOTOKOB (BBICTAB/IAETCS 10 KOJIUYECTBY siiep Ha cepsepe postgresql)

$sRealDumpDir - myTh k kaTanory ¢ dairamMn gaMna
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3.5 CwmeHa nokanei ans postgresql

PyxoBoacTBo, kak cmenutsh jokaab b/l Postgresql

Kak NMPOBEPUTbL KakKasd J/10Kasin3auunsa B p,aHHbII7I MOMEHT

e Bumonauth sql-3ampoc

SELECT name, setting FROM pg_settings WHERE name LIKE 'lc_7';

s

o IIpumep aHTIMICKOI JTOKATN3AITIT

name setting

lc_collate en_US.UTF-8
en_US.UTF-2
en_US.UTF-3
en_LUS.UTF-
en_US.UTF-2
en_US.UTF-8

GETTS setting

lc_collate ru_RLLUTF-
ru_RU.UTF-

C_Imessages ru_RULUTF-
lc_monetary ru_RU.UTF-
lc_numeric ru_RULUTF-
lc_time ru_RLULUTF-

e Uepes psql

psql

\1

— Anrmmiickas mokanm3anus

postgres=# \1
List of databases
| Encoding |
= ——
postgres | postgres | UT | en_US.UTF-8 en_US.UTF-8
template® | postgres | UTF8 | en_US.UTF-8 en_US.UTF-8

| | | \
templatel | postgres | UTF8 | en_US.UTF-8 en_US.UTF-8 C =c/postgre
|

postgres=CTc/postgres
(3 rows)

— Pycckaga noxasuzanus

21



Ctype

_| | ru_RU.UTF-= | libc
template@® | postgres 8 ru_RU.UTF-8 | ru RU.UTF-8 | libc =c/post

| | postgre c/postgres
templatel | postgres | UTF8 ru_RU.UTF-8 | ru RU.UTF-8 | libc =c/postgres
| | | | postgres=CTc/postgres
(3 rows)

[JobasneHue nokanusauun

Orpenakrupyiire daiin /etc/locale.gen, naiinure u packommenrupyiire crpoky ru_ RU.UTF-8

Brimostaure KOMaH/Y:

sudo locale-gen

Cwmena nokanusauun B koHdure postgresql

Orpenakrupyiite daitn /etc/postgresql/<version_number>/main/postgresql.conf

sudo nano /etc/postgresql/<version_number>/main/postgresql.conf

HaiimnTe yka3aHHbIE CTPOKH, OHM JOJXKHBI OBITH C TAKUMHU 3HAYCHUSMU:
e lc _messages = ,;yu_RU.UTF-§¢
e lc_monetary = ,ru_ RU.UTF-8*
e lc numeric = ,ru RU.UTF-8*
e lc_ time — ,ru  RU.UTF-&¢

Mepeco3paHune knacrepa 6a3bl gaHHbIX

HpI/IMe‘IaHI/Ie! Ecau Bam HYZ?KHO COXPAaHUTH Ballll JJaHHBIE, TO NEepea BbITIOJTHEHNEM, CHUMUTE JaMII C Balei

B

s cMenbl jokasu3anuu Tpedyercs mepeco3 arb Kiaacrep 6a3bl JAHHBIX C HYKHOU JIOKAJIBIO.

e Ocranosute PostgreSQL

sudo systemctl stop postgresql

o Ilepennmnmnmanu3upyiite Kiactep

sudo pg_dropcluster <Bepcua> main --stop
sudo pg_createcluster <Bepcma> main --locale=ru_RU.UTF-8 --start

e 3amycrtutre postgresql

sudo systemctl start postgresql
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Ecnv Bam Hy>XHO u3meHuTb sl0Kanu3auuio 6e3 nepeco3panvsi knacrepa (Hanpumep, AJis OfHON 6a3bi
JAaHHbIX), MOXHO C034aTb HOBYIO 6a3y C 3apaHHON JI0KasbIO:

CREATE DATABASE mydb WITH TEMPLATE = templateO LC_COLLATE = 'ru_ RU.UTF-8' LC_CTYPE = 'ru_
—RU.UTF-8' ENCODING = 'UTF8';

4 GlobalServer ABTOHOMHbII peXXum

4.1 YcTaHOBKaA cepBepa NMpuUIoXeHU

ABTOHOMHBII PEXKUM UCIIOJIb3YETCs KOTIA HArPY3Ka [MO3BOJISIET UCIOIb30BATh ONUH 3K3EMILIAD CEPBepa MpU-
JIOYKeHUI.

Heobxogumoe nporpammuoe obecneqerve nog OC Astra Linux / Debian

e postgresql-client (Bepcus KimeHTa JOJKHA COBIIQIATh C Bepcueli cepsepa)
o jre 8 wm jdk 8
— TocJava https://lab50.net /gosjava/
— Axiom JDK (Liberica) https://axiomjdk.ru/pages/downloads/
— Oracle Java https://java.com /ru/download/
— apyroii gucrpubyrus na ocaose OpenJDK https://openjdk.java.net/
e expect
e htop
e iotop
e sysstat
e ssh (knuent u cepsep SSH)
e mc (Midnight Commander)
e tar
e 7ip
e unzip
o cifs-utils

Ecau mnanupyerca paborars ¢ OOMBIIHM KOJHYIECTBOM IPUKPEIIEHHBIX (hailioB, HeOOXOMIUMO IOIK/TIOUNTD
JIOTIOJTHUTENILHBIH pasmen 6oibioro oobema. Hampumep cereBoit pecype samba,/cifs

IIpumep momkmOYeHns: yepe3 KOoHMUTrypanuoHHbIil daiir /etc/fstab

# share global attach
//172.16.1.120/globalfiles /mnt/attach cifs _netdev,username=global@testdomain.local,
—password=123Global321,iocharset=utf8,file_mode=0777,dir_mode=0777 0 O
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YcraHoBka

CkauaiiTe apxus aucTpubyTuBa U NPUKJIAIHOIO DElleHus ¢ mpenocraBiennoro pecypca (IIpemsocrasisercs
4yepe3 KOHTaKTHOe Jiulo, (aitibl globalserver.zip u applib.zip).

Tonkiounrecs Tepmunaiom k cepsepy Global noa nonb3oBaresiem root

CozmaiiTe BpeMeHHYO0 JUPEKTOPHUIO U 3arpy3uTe (pailyibl JucTpuOyTHBA, HA CEPBED

mkdir -p /tmp/global

co3JaiiTe MoIb30BaTENIA U Ipynny global

sudo groupadd global
sudo useradd -g global global

PacnaxyiiTe cepBep mpuiaoKeHmit

sudo mkdir -p /opt/global/globalserver
sudo unzip /tmp/global/globalserver.zip -d /opt/global/globalserver

Pacnakyiite 06pa3 mpuKJIaIHOTO PEIIeHUsT

sudo mkdir -p /opt/global/globalserver/application/applib /opt/global/globalserver/
—application/applibBin
sudo unzip /tmp/global/applib.zip -d /opt/global/globalserver/application/applib

CMeHuTe BJIaJeIbIA

sudo chown -R global:global /opt/global/globalserver

BroinaiiTe pasperenmne Ha 3aImycK

sudo chmod ug+x /opt/global/globalserver/start.sh
sudo chmod ug+x /opt/global/globalserver/stop.sh
sudo chmod ug+x /opt/global/globalserver/globalscheduler.sh

Hacrtpoiika cepsucos
Cepruc Hy:keH i paboTsl cucrembl global B kauecTBe hOHOBOTO MpoOIEcca
Cepsuc global

Jist Hacrpoiiku cepsuca Hy»KHO ckonuposars (aitsn /opt/global/globalserver/admin/linux/global3.
service.origin B Karajor /lib/systemd/system u nepemMeHOBaTh global3.service

sudo cp /opt/global/globalserver/admin/linux/global3.service.origin /lib/systemd/system/
—global3.service

WJIM CO3JATh HOBBIM (haiiy

sudo touch /usr/lib/systemd/system/global3.service

Conepsxumoe
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[Unit]
Description=CucremMa Global
After=multi-user.target

[Service]

User=global

Group=global
AmbientCapabilities=CAP_NET_BIND_SERVICE

# Env Vars
Environment=JAVA_OPTS=-Dfile.encoding=UTF-8
Type=idle
WorkingDirectory=/opt/global/globalserver
ExecStart=/opt/global/globalserver/start.sh
ExecStop=/opt/global/globalserver/stop.sh
TimeoutStopSec=110

[Install]
WantedBy=multi-user.target

Paspemure aBTO3arpy3Kky cepBuca

sudo systemctl daemon-reload
sudo systemctl enable global3

Cepsuc globalscheduler

TIpormecc macrpoiiku cepeuca onucan B dokymenmauuy GlobalScheduler.
Hacrtpoiika cepsepa npunoxxeHuii

Kondurypauusa Global

OcuoBroit  koudurypaimonnbiii  daitn  cucrembt  Global  pacnosioxken B karasore /opt/global/
globalserver/application/config/global3.config.xml

IIpomutiure 6 B OCHOBHYIO KOHMUTY PAIIHUIO

<?zml version="1.0" encoding="UTF-8" 2>
<configuration xmlns="http://www.global-system.ru/xsd/global3.config.1.0"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="http://www.global-system.ru/xsd/global3.config.1.0">
<databases>
<database alias="<IIceBmormMB[]>" driver="org.postgresql.Driver" schema=
—"PUBLIC"
url="jdbc:postgresql://<host>:5432/<UmaBl>",
—connectionType="proxyShared" authenticationType="btk">
<users>
<user name='"<WmallonmpzoBaTenab/[>" password="
—<MaponsllonbzoBaTensaBl>" />
</users>

(continues on next page)
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<metaManager
mode="Xml"
defaultNamespace="ru.bitec.app.btk"
sbtName="main"

/>
<eclipseLink
persistenceUnitName="pgdev"
autoCommit="false"
/>
</database>
</databases>
<sbts>

<sbt name="main"
sourceMode="Jar"
jarFolder="/opt/global/globalserver/application/applib"
binaryFolder="/opt/global/globalserver/application/applibBin"
source="/opt/global/globalserver/application/applib"
dirWatcherEnabled="false"

>
<fileStorages>
<fileStorage name="Default"
path="/mnt/attach/"/>
</fileStorages>
</sbt>
</sbts>
<security>

<!--B cekyuu mMo2ym bbimb YKaA3AHb 3HAYEHUSL NAPMEMPOE NOOKAOUEHUA NOL

t—>yM0./L'~4,aH,U,I0——>

<!--user - uMma noabsoeamens-->

<!--password - napoab-->

<!--dataBase - 6a3a OaHHbIZ-->

<!--application - npunsoxerue-->

<loginDefaults user="admin" password="admin" dataBase="DEVBTK"/>

<!--Ynpaeasem corpareHueMm napamempoe nocaednezo exroda 6 Kykaxr bpaysepa-->

<loginSavable user="true'" password="true"/>

<!--Ozpanuvenusa Ha cmolikocme naposeli.-->

<!--<passwordStrength-->

<!--minLength="6"-->

<!--maxzLength="20"-->

<!--digitCount="1"-->

<!--specialCharCount="0"-->

<!--lowercaseCharCount="0"-->

<!--uppercaseCharCount="0"-->

<!--rejectUserName="false"-->

<!--rejectWhitespace="false"-->

<l-—/>-_>

<users>
<user name="admin" password="admin" roles="ssh,http-monitor"/>
<!--Pose "system" npedocmaessem npago OMKPLIMUA NOAL30EAMENbLCKUT

—ceccul npu HATOKOEHUY cepeepa 8 CEepeucHoMm pemme——>

(continues on next page)
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<user name="system" password="system" roles="system"/>
</users>
</security>

<quotas>
<server max(0ldGenMemory="0" maxEdenSpaceMemory="807%"/>
<session maxUiCellCount="100M" maxFormCount="30"/>
<transaction maxTxCellCount="100M"/>

</quotas>

<!--minPoolSize - MuHuMmanbHOoe Hucao coeduHerul 6 nyare-->
<!--mazPoolSize - Makcumanbhoe uucao coeduHrerul & nyae-->
<!--initialPoolSize - Hauwanabroe uucao coeduHrerul & nyare-->
<!--inactiveConnectionTimeout - Bpema € mewenuu KOMOPO20 CECCUA OCMAEMCHA 8 nyae,
—nocae oceoboxdenHus, 6 cekywdar.-->
<!--poolTimeout - MakcumanvHoe epeMA ONUOAHUSL NOAY4EHUSL COEOUHEHUA U3 RYAQ, 6
—cekyndaz.-->
<!--mazActiveThreadCount - MakcuMaabHoe Koauvecmeo nomokoe pabomawuyur c 6aszol,
— OAHHBIT ., —=>
<!--activeThreadTimeout - MakcumasbHOE BpeMA OKUOAHUSL NOMOKA OAf Havasa pabomsl
—c 6asol OaHHblz, 6 cekyrndax.-->
<connectionPool minPoolSize="2"
maxPoolSize="200"
initialPoolSize="2"
inactiveConnectionTimeout="60"
poolTimeout="10"
maxActiveThreadCount="170"
activeThreadTimeout="10"/>

<!--clientTimeout - Makcumanrbroe epems be3delicmeus cokema. B cekywdaxz.-->
<!--clientPingInterval - JHmepeas 6bINOAHEHUSL NUH2A KAUEHMCKO20 NPUAOKEHUSR, 0N
—npedomepaueHus 3akpuimus eeb-cokema no maimaymy. B ceryrdax.-->
<I--clientPingEnabled - Ecau true, cepeep b6ydem nepuoduvecku NUH208aMb KAUEHMA,,
—umo bbl cokem He 3aKpbLIEAACH—->
<!--sessionTimeout - Bpema Hu3Hu ceccuu nocae pa3pelea coeduHreHrua C b6pay3epoM.
—Humepean e cerkyHdaxr.-->
<!--mazSessionCount - MakcuMaabHOE HUCAO 3ANYUEHHLT ceccul-->
<!--mazSessionsPerUser - MakCuMaaibHhOe HUCAO 3ANYUEHHLIT ceccull 0Af NOAb30GAMENS——>
<I-- (nuwnue 6ydym 3aKkpeleamsCcs NPu 3aKPLIMUL OKKA 6paysepa)-->
<!--cookieExpiresTime - Bpema xu3nu Cookies e ceryHOaT-->
<sessionPool clientTimeout="600"
clientPingInterval="300"
clientPingEnabled="true"
sessionTimeout="900"
maxSessionCount="200"
passiveSessionsMax="2"
cookieExpiresTime="86400"

/>

<!--host - Adpec web-cepeepa:nopm, Ha KOMOPOM 3aNyWeH CePeucC NOCMPOEHUL OM4Emoe,
—FastReport.Mono.
Smom xe adpec Ooaxen bbimb YKa3aH Ha npokCcu-ysase -->

(continues on next page)
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<!--prozyaddress - Kophepol adpec kyda KauHemckoe npusokerue 6Gydem noAbICAMby,
—3aNPOC HA noAYy“eHrue omuéma.-->

<!I-- Abconwmubili, ecau HEoOTOOUMO HANPABUML 3ANPOCH HANPAMYW Ky
. cepeepy OmMuémose uAU HA GHEWHul cepeuc.-->
<r-- OmHocumeanbhelll, ecau Ha mekyuyem web-cepeepe HACMPOEH PToTY Ky

—cepsepy omuémosg.-->

<fastReportMonoServer host="http://global3:90" proxyaddress="fastreportmono"/>

<!--host - Adpec web-cepeepa:nopm, Ha KOMOPOM 3QANYUeH CeEPEUC NOCMPOEHUL OM4EMmoe,
—~FastReport.VCL.

Smom xe adpec Ooaxen bbimb Yka3aH Ha npokcu-ysase -->

<!--prozyaddress - Koprepol adpec kyda kiukemckoe npunsoxerue 6Gydem noablCame
—3anPOC KA NOAY“EHUE omuéma.-->

<I-- Abconwmubili, ecau HEoOTOOUMO HANPABUML 3ANPOCH HANPAMYW Ky
—cepeepy om4é€mos UAU HA BHeWwHul cepeuc.-->

<t-- OmHocumeanbHhelll, ecau Ha mekyuyem web-cepeepe HacmpoeH ProTy K
—cepsepy omuémosg.-->

<fastReportServer host="http://global3:8010" proxyaddress="fastreport"/>

<!--<fastReportServer host="http://localhost:8080/fastreport” handler=
—"CreateReport.ashz" prozyaddress="fastreport"/>-->

<!--enableNetworkPrinting - Bkrawuaem pexum newamiu OMYEMHLIT POPM HO NPUHMEDPAT 8
—nodcemu cepeepa npusokerHul. -->

<!-- B npomusHroM cayuae newamb OCYUYECMEAAEMCA HA KAUEHMCKOU CmopoHe.-->

<printing enableNetworkPrinting="false"/>

<!--selectionMetaEzxpireTimeInSeconds - Bpems, e meueHue KOmMOpoz0 & Kaue,
—MemadaHHble 8bl6OPKU CHUUMAWMCH 6AAUIHbIMU——>
<cache selectionMetaExpireTimeInSeconds="300"/>

<I--operationLevel - MuHuManbHelll ypoeeHb /0208 Onepayuli OMNPABAAEMbIT HA KAUEHM-->
<!--sqlLevel - Munumanrbhelli yposeHrb noz20e SHL omnpasasemblT Ha Kauewm-->
<!I--scriptLevel - MuHuMasbHbll YpOBEHb L0208 CKPUNMOBLIL MEMOO08 OMNDABAREMLIT KA
— KAUEHM—=>
<clientLog operationLevel="INF0" sqlLevel="0FF" scriptLevel="0FF"/>
<client>
<automation metaDataAttributes="false"
jexlExecution="false"
operExecution="false"/>
</client>
<!--enabled - ¢aaz docmynnocmu cayxbel onoeeuyeHus-->
<instantMessenger enabled="true"/>

<development>
<!--enabled - pewxum omaadku. Jensaem gulumeM naress OMAAOKU 8 2AGEHOM
—MEHI NPUNOKEHUA-->
<debugMode enabled="true'"/>
<!--enabled - Jocmynnocme $aaza "Konpuzypamop' e Ouanoze nodkmwierus-->
<configurator enabled="true"/>
</development>

<!--jmzServicelrl - IHoabsoeamens/naposs, nod KOMOPbM CO30AWMCH 6PeMEeHHble MabAUYbY,
—0aa olap-kyboe-->

(continues on next page)
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<!--user - noassoeameab docmyna Kk osan cepeepy-->

<!--password - napoab docmyna k oaan cepeepy-->

<olap jmxServiceUrl="service:jmx:rmi:///jndi/rmi://:1999/jmxrmi" user="olap",
—password="olap"/>

<!-- Moxno epyuHyw ykazame Oupekmopulw O 8PeMeHHHT Palinoe, ucnoabsyemyw Global3y
—0A8 CE8OUT HYXO.

o ymoavaruw bepemcs Oupekmopus O0AR epeMEeHHuT Palinoe eawezo NOAbL308AMENS.

Ha win7/8 smo ob6siuno "C:\Users\<yourUserName>\AppData\Local\Temp\.global3"

Menailime 3naveHnue no ymoavaruw TOJNBKO B TOM CIVYAE, ecau no KaKuM-mo NPUYUHAM @bl
—He uMeeme docmyna Kk OUPeKMOPUU NO YMOAHGHUIW.

Jas amozo packommenmupylme caedywuyw CmMpoKy U Yycmarosume nYymb Kk HeobLoOuMo Uy
—oupekmopuu. -->

<!--<temporaryDir>C:\temp</temporaryDir>-->

<cluster enabled="false" name="GlobalAppServerCluster">
<broker>

<database alias="cluster_broker" driver="org.postgresql.Driver" schema=

—"global_system"
url="jdbc:postgresql://v39:5432/test">
<users>
<user name="test" password="test"/>

</users>

</database>
</broker>
<node>

<balancerTypes>["prod",'"dev"]</balancerTypes>
</node>
</cluster>

<languages>
<language name="ru-RU"/>
<language name="en-US"/>
</languages>

<ssh defaultDb="PostgreSql" port="22"/>

</configuration>

Tne:

<IlceBnonumbB /1> - cokpaienHoe HA3BAHUE OPraHU3AIMY, UJIA JOMEHHOE UMSI.
<host> - agpec cepsepa postgres

<NwmaBJ1> - uMms 6a3bl JaHHBIX, TOATOTOBIEHOO 1yt padorsl Global System
<HNwmallonbzosarens B> - nonp3osarens B

<Ilaponsllonb3oBarenab > - maposb nmosb3oaTess BJ1

29




Koundurypaumns 3anycka

ITapamerpsr 3amycka pacrnosioxkenbl B daitie /opt/global/globalserver/default.sh, ux MOXHO Tepe-
oupenesutsb B daitne /opt/global/globalserver/parameters.sh

#!/bin/bash

set -x

# Hacmpolku nopmoe

export JETTY_HTTP_PORT=8080

#namame: 1000M - e mezabatumaxz 1G - 6 2uzabalimaz
export globallMemory=3G

IlapamMeTpsnl 3amycka Ha3HAYAIOT MOPTHI M http cepBepa, MakCHMATbHBIN pa3Mep OMEePATHBHON MAMATH, &
TAK2Ke HOPTHI /IJIsi BCIOMOIATEbHBIX CJIy2KO.

Kondurypauus nnaHuposwuka 3agaHuii

TIpouece koudurypamnuu onucad B dokymernmavuu GlobalScheduler.

Koundurypaums ytuantbel 00HOBIEHUS

B muctpubyTtus cepsepa mpuioxkenuit Global BxoauT yTuanTa 00HOB/IEHNS, KOTOPAs OOHOB/ISET CaM CEPBEP
MPUTOXKEHUHN WM MPUKJIAIHON KOz 00pa3a MPOEKTHOTO PEeIeHus .

JI1st HACTPOHKHU Yy TUINTHI OOHOBJIEHNST CKOMMUPYHUTE U MIEPENMEHYTe MOCTABOTHBIN KOH(MUT'Y PAITMOHHBIH (haii
/opt/global/globalserver/update/config.sh.origin

sudo cp /opt/global/globalserver/update/config.sh.origin /opt/global/globalserver/update/
—config.sh

#!/bin/sh

#
# Global Postgres update

# napamemposl ymuaumel 06HOBAEHUA CUCMEMb!
#

#ssh cepeepa npusoxerul
sSshHost="1localhost"
#ssh nopm
sSshPort="2299"

#sSsh no02uH
sSshLogin="admin"

#ssh napoas
sSshPass="admin"
#naumerosaHue 60
sDbName="<IIceBmouumMB>"
#naumenoeaHrue SBT
sSbtName="main"

# uma cepsuca cepeepa npusoxeHul

(continues on next page)
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sGlobalService="global3"

# umMa cepesuca Menedxepa 3adarull
sSchedulerService="globalscheduler"

# epemerHblll kamanoz ob6HOBAEHUU
sTmp="/opt/global/globalupdate"

Tne:

sSshPort - mopt BuyTpennero ssh cepsepa Global

sSshLogin - sorun u3 global3.config.xml B pa3zese security\users

sSshPass - naposb u3 global3.config.xml B pasuese security\users

sDbName - TIcesnornm Bl n3 global3.config.xml B pasmene databases\database:alias

sSbtName - Umst SBT u3 global3.config.xml B pasmeine databases\database\metaManager:sbtName
sGlobalService - NImst cepBuca cepBepa OpPUIOKEHUH

sSchedulerService - NMsi cepBuca MeneKepa 3aJaHuit

BrrimaiiTe mpaBa Ha 3amyck

sudo find /opt/global/globalserver/update -type f -name '*.sh' -exec chmod atx {} \;

LUndposanue naponei B koHurypaumnoHHbix aiinax

B xoudurypanmonnsx ¢aitiax cuCTeMbl MapoIn M0 YMOTIAHUIO XPAHATCA B OTKPBITOM Bue. s mmudpo-
BAHMS MAPOJIEl UCIOIb3yeTCsd TreHepaTop MudPOBAHHBIX IAPOJIeil, THTErPUPOBAHHDIN B CEPBEP MPUJIOKEHUIA.
ITudpoBaHHbIE TAPOIY YKASBIBAIOTCS B OTIAEIHHBIX TATAX KOHMUTYPAITMOHHBIX (aitaos. Ilapoan moryT yka-
3BIBATHCS B CJIEAYIONMX daiiaax:

e global3.config.xml, omncan B paszene Kompuryparmus Global
e quartz.properties, onucan B pa3/iejie KorQurypalusg JIAHUPOBUWKA 3aIaHui

e config.sh, ommcan B paznesne Konpuryparnus yTUAUTH O6HOBIEHUS

O6wwme npuHumnsl wndposaHus

s mmdpoBanust maposns zeodxogumo 3amnycrurb Global 3 Server ¢ napamepamu -encryptPassword u
-masterPassword

start.sh -encryptPassword password -masterPassword masterpassword

Tne:

e -encryptPassword
ITaposb KoTOpPBIIt HEOOXOAMMO 3aImudpPOBATH

e -masterPassword
Korou mudpoBanus, ecan He yKa3aH UCIOIB3YETCsl CEKPETHBIN KU TI0 YMOJTIAHIO.

Pesynbrarom BhimoTHEHNS OY/I€T BBIBOJ, B KOHCOJIb CTPOKH, MOJIYY€HHOM B PE3yIbTaTe mudPOBAHUS TaPOJIs
nepeaHHoro napaMerpom -encryptPassword.
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Wcnonb3osanue wndposaHHbIx naposer

IMTudpoBanHbie MapOIH MOXKHO UCHIOJIB30BATH BO BCex Mectax daiira global3.config.xml riae rpebyercs yka-
3aHMe [AapOJid [0Jb30BaTessd. Bmecrto Tora password 3ammndpOBaHHBINA 11aPOJb HEOOXOIUMO YKa3blBaTb B
TIre encryptedPassword.

IIpumep:

<databases>

<database alias="<IIceBmormMB[l>" driver="org.postgresql.Driver" schema="PUBLIC"

url="jdbc:postgresql://<host>:5432/<maBI>" connectionType="proxyShared",

—authenticationType="btk">

<users>

<user name='<HmallonszoBaTenaB[[>" encryptedPassword="

—<BamupposanntiillapoasllonszoBaTensaBI>"/>

</users>

</database>
</databases>

Macrep-mraposib MOKET ObITh YKA3aH CJIEIYIOMMUMA CIOCODAMH:

e ITapamerpom 3amycka cepBepa MpuIOKeHUil -masterPassword

start.sh -masterPassword masterpassword

e [Tapamerpom komdurypammnonnoro gaiina global3.config.xml ¢ ykazannem daiiia, XpaHsInero ma-
CTEep MapoJb.

<security>
<masterPassword file="<IlyTpKPaiinyCllapomem>">
</security>

LLndposaHue naponei nnaHnposwmKa 3agaHui

B daiie quartz.properties 3amudpoBaHHBIH MapOIb MOXKET OBITH YKAa3aH B OTJAEIHHOM MapaMerpe

ru.bitec. jobscheduler.quartz.dataSource.quartzDS.encryptedpassword=encryptedPassword

Korou mudpoBanus MoxKeT ObITH YKa3aH CJIEIYIOIIMMHA CIIOCODAMHU:
e [lapamerpom 3amycka IJIaHUPOBIIWKA -masterPassword

o Ilyrs mo daitna ¢ kaodoMm mudpPoBAHUS YKA3bIBAETCSI B KOH(MUTYPAIMOHHOM (haiiie B mapamerpe

ru.bitec. jobscheduler.masterpass.path=/some/path/to/file

IIpumevanue: Eciu B myTu 10 daiina ucnosnb3yorcs cumBod \ (00parHbiil cidii), To ero rpedyercs
9KPAHUPOBATH BTOPBIM CjdiueM. Ilpumep mmyru:

ru.bitec. jobscheduler.masterpass.path=C:\\some\\path\\to\\file

s mudpoBanus maposisi TpedyeTcs 3amyCTUTh MIAHUPOBIIUK 3adaHuil ¢ mapamepamu encryptPassword n
masterPassword
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globalscheduler.sh -encryptPassword password -masterPassword masterpassword

Tne:

e -encryptPassword
ITaponb KoTOpPBIit HEOOXOAMMO 3aImudpoOBaATH

e -masterPassword
Kurou mmdpoBanusi, eciim He yKa3aH TO WCIOJIL3YeTCsl CTAHIAPTHAS JIOTWKA OMPEIeIeHNs MaCTep-
MapoJisi, TAK YKe KaK W P OOBITHOM 3AIMyCKe TIAHUPOBIIUKA.

LLndposanvue naponeii ytunntsl 00HOBNEHNS

B daiine config.sh xpanurca maposas mocryna K ssh cepBucy cepBepa MPUJIOXKEHUH B OTKPBITOM BUIE U HE
MoxkeT ObITh 3armmdposan. Eciau B 3roMm daite He ykasbiBarh mapamerpbr sSshLogin u sSshPass, To onn
Oy/LyT 3aIpPOIINEHbI Y 3AMyCKAIOIIEr0 MOJb30BATES.

Knouun wudposanus anst TokeHos

TIpomece reneparuy u ycTaHOBKHU Kitodeil mmdpoBaHUs i JIAHUPOBIIUKA OMUCAH B JOKYMEHMAUUL

GlobalScheduler.

MepBu4dHas nHnyuannsauna b,

Ilepes mauasom pabOTHI MM YCTAHOBKM MOCTABOYHOIO JAMIIA IyCTYI0 0a3y JAHHBIX CHUCTEMBI TpebyeTcst
MHUMUIATH3UPOBATD. [Ipu nnnnuann3anun B/l OyayT co3mansl Bce HEOOXOANMbBIE CXeMbl, TaOIHUITbI, PYHKITAH,
a Tak Ke OyJyT yCTaHOBJIEHHbI IEPBOHAYAJIBHBIE JAHHBIE B TAOIUIIAX.

JIT MHANMATW3aIN BBITIOJTHUTE CJIETYIONTNE JeHCTBUI:

TloakarounTech TepMunaaaoM Ssh k cepsepy mpusoxkenwuit. [lo ymomuanuro mopt 2299, joruu admin, maposib
admin

ssh admin@localhost -p 2299

IIpumeuanne: Ecim npu NOAKIIOYEHNN K CEPBEPY ¥ BAC MOSIBISIETCS OIMTHOKA,
No matching host key type found. Their offer: ssh-rsa

To st eé ucpasyienus: 1006aBTe B aiiy kKouurypamun ssh:

Host localhost
PubkeyAcceptedAlgorithms +ssh-rsa
HostkeyAlgorithms +ssh-rsa

Tne admin - aT0 umsa monbp3oBaTess u3 Koudurypamuontaoro daitna global3.config.xml, localhost - azapec
cepsepa Global

HO,HK.HIOLH/ITGCB K CHUCTEMEe B pexXumMe sys

attach db Global as sys
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Tne Global - sro ncesnonum BJ1 u3 kouduryparmonnoro daiiina globald.config.xml

BrimostauTe KOMaH/JIy HaroOHa peJin3a:

upgrade

MonyyeHune u ycTaHoBKa NULEH3UN

TIporece mosry9yenust U yCTAHOBKY JIUIEH3UU ONMKUCAH B JOKYMEHMAUUL N0 NEPEOMY 6LO0Y 6 CUCMEMY).

Copoc napons admin

Mepen copocom napons

Ilepen copocom maposist mpoBephTe daitn global3.config.xml

B Hem moKHBI OBITH MPONKCAHBI TOJIH30BATEN B OJIOKe security

</security>

<users>
<user name="admin" password="admin" roles="ssh,http-monitor"/>
<!--Pomp "system" mpemocTaBisgeT IpaBO OTKPHTHUSA IIOIb30BaTENbCKUX|

—,ceccHuif Ipy HaXOXIEHWH CepBepa B CEPBUCHOM DeXuMe-->

<user name="system" password="system" roles="system"/>

</users>

</security>

UHcTpykuus

e 3amyCcTUTh CEpBep MPUIOKEHUS

o lloakounThCsa K CepBepy MPUIOKEHUS MO SSh

ssh admin@localhost -p 2299

e IlepeBecTn cepBep B pekuM service

alter server mode service

e 3aiiTy nox yuerkoii system, <db _alias> - anmac B/l n3 global3.config.xml

login system/system@<db_alias>

e Brimosuurh KOMaHIy

jexl

e Bcrasurh comepxkumoe daitna reset_admin_pass. jexl

let sUserName = "admin";
let sRawPassword = "admin'";

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

let idUser = Btk_UserApi.findByMnemoCode (sUserName) ;
if (isNull(idUser)) {

raise("llonpsoBaTens ¢ uMeHeM '" + sUserName + "' He Halimen.");

}

let ropUser = Btk_UserApi.load(idUser);
if (isNull(ropUser)) {
raise("Ouubra 3arpysku mombzoBaTens ¢ ID: " + idUser);

}

let idPassType = Btk_UserPassTypeApi.idTemporaryPassword() ;
if (isNull(idPassType)) {
raise("Ouubra mOIyYeHWS THUIA BPEMEHHOTO Hapoid.");

}

if (isNull(Btk_UserApi)) {
raise("Oumbxra: Btk_UserApi - null");

}
if (isNull(session)) {
raise("Oumubra: session - null");

}
Btk_UserApi.setsPass(ropUser, sRawPassword, idPassType);

session.commit () ;

e Hamucars / u naxkarb Enter

e Ilepesectu cepBep B normal pexum

alter server server mode normal

e 3aKpBITH COETUHEHNE

exit

Mocne BbINOAHEHUS NHCTpYKUUn

Tlocne BRIMOTHEHNST HCTPYKIIMK, TIPU BXOJE MO YUETHON 3amuchio admin maposs 6ymer admin

Tlocne Bxoma HYKHO OyJeT 3aMEHUTDH MAapOJIb HA HOBBII.

4.2 AAMUHUCTPUPOBAHME CUCTEMDI

0O0630p KOMMNOHEHTOB aAMUHUCTPUPOBAHUSA

KondurypauymonHsie caiin
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global3.config.xml

OcHoBHrO#t KOHGUTrYpanmoHHbIil (ailn cepBepa npuioxkenus. lannas KoHduUrypamnus 3ajgaercs A0 crapra
cepsepa. OCHOBHbBIE TAPAMETPbL:

e basa manubix
e Kpornl

e [Tapamerps! mocryma K ssh KoHCcOMM cepBepa

Ssh koHconb cepBepa npuoxeHus

OcHOBHbBIE 33,1449l KOHCOJIM, PYYHOE yIIPaBJIeHHe MUrPalyell JaHHbIX:
® CHUHXPOHU3AIWS CXeMbI 0a3bI JTaHHBIX
e n00aBJIeHHE JINIICH3UH
® CIHCOK ceccuit
® OTKJIIOUEHUE CecCuit

IIpumep MOAKTIOYEHNA K KOHCOJIH:

ssh admin@127.0.0.1 -p 2299

CoBer: JIoKyMeHTAIMIO IO KOMAHIaM CMOTPUTE KOMAaH10# help B KOHCOJU

Hacrtpoiika cucremol

Ilocse crapTa crcTeMbr U pa3BOPAYMBAHUS CXeMbI 0a3bI JAHHBIX TOCTYyIIeH BeO naTepdeiic n3 KOTOPOTrO MOXKHO
CKOH(DUIYPUPOBATDH & IMUHUCTPATUBHBIE [IAPAMETPhI CUCTEMBI.

e HacTpoiika cucrteMr > CymmocTm > HacTpoiika dailnmoBoro xpaHwmimna
Tlo3Bonsier 3amaTh MpaBuiia Xpanenns (paijioB B CHCTEME.

3anyck n ocraHoBka cepsepa Global

Kowmanga 3amycka cepsepa

systemctl start global3

Ilepesamyck cepsepa

systemctl restart global3

OcranoBka cepsepa

systemctl stop global3
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https://docs.global-system.ru/as/dev/reference/configuration/configuration/Databases.html
https://docs.global-system.ru/as/dev/reference/configuration/configuration/Quotas.html
https://docs.global-system.ru/as/dev/reference/configuration/configuration/users/User.html#Configuration.Users.User

3anyck n ocTaHOBKA MJ1aHMPOBLLMKA 3agaHuii

Komanma 3amycka

systemctl start globalscheduler

Ilepezamyck

systemctl restart globalscheduler

OcraHoBka

systemctl stop globalscheduler

Hacrpoiika dainnosoro xpaHunuuwa

CucremMa BEpCHOHHOTO XpaHeHus (haiioB MOKeT paboTaTh B IBYX PEKUMAX:

e SMB/ CIFS - memsennsiit pexkum. Ilonkiodaercs K cereBoMy pecypey KazKJblil pas, Korja rpebyercs
gocryn daity.

o JlokanmpHOE XpAHUIUIIE — OBICTPHIA peXkuM. PaboTaer ¢ JOKAJIBHONU TUPEKTOPUE HA CEPBEpE.

Pekomeniyercs obecnednTs HHKPEMEHTHOE PE3EePBHOE KOMUPOBAHUE TUPEKTOPUHU WU CETEBOIO PECYPCa, KO-
TOpBIH OyeTr ucnosab3oBarbes s daitaosoro xpanuiuma Global System.

KomuaecrBo daitnosbix xpanmiuin B cucreme Global we orpanmdeno. OObIYHO XPAHUIIUINA, CO3JAIOTCS HA
KaxkIyio byHKIMoHambHyI0 nogcucremy (Hampumep: cucrema 10KyMeHTOO60POTA, CHCTEMa MPUKPETLIEHHBIX
daiitios, cucrema MHTErpalUy U PEIIMKAIUYE U T.]I.)

Il macTpoiiku (ailToBBIX XPAHIIUIN TPEeOyeTcss OTKPBITH npuiokenne «Hacrpoiika cucTreMbr»
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B croucke pa3d/0KupoOBaTh PEIAKTHPOBAHIE
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@ Hactpoiika cucreme - [admin X + Q
& C A He zawmweHo = > 28 /Btk_ConfiguratorMainMenu/gtk-ru.bitec.app.btk.Btk_FileStorage... ¥ » 2 H
Cepeuc CywwHocTy Cepeucel OTueTw | Hactpolka | [lononHuTensHo  AyouT  MuTerpauMAa  Tomolls &l
BriGopra
| # ]
(2 i 1
OToGpaKaTh HEMCNONL3YEMbIE PenakTMpoBaTh B CNMcke
Cucremtoe wma | Manka anA xpaqedns | HawMeHoBaHWe Onucakwe Mo yMmonuaHmio | Mpoextroe | Tun draiinosoro xpakwmmwa  Jlorwd  Mapone | [MyTe Ao xpasunuwa
0Co 0co ¥paHuHILE 0Co NokansHoe mnt/1tb/globalfilestorage
svd Svd ¥parmnmwe CBI NokansHoe fmnt/1tb/globalfilestorage
rpl rpl Xpanmmwe rpl NokanoHoe fmnt/1tb/globalfilestorage
wf Wi XparunmiLe aokymerToobopoTa NokansHoe /mnt/1tb/globalfilestorage
Idefault Default Mo yHom4aHED v NokansHoe fmnt/1tb/globalfilestorage
btkattach Btk_Attach MprKkpenneHHee hanns NokansHoe /mnt/1tb/globalfilestorage

VYkazarb Juisi Bcex (baiiJIOBbIX XpaHWIWIN THI <JoKaiabuoe» u «Ilyrb mo xpanunumas (Hanpuwmep:

/mnt/1tb/globalfilestorage/)

Mepenoc ¢aiinosoro xpaHunnuwa B cucreme

J171s1 BBITIOJTHEHUST OTIEPAINH TIEPEHOCa (PailJI0BOro XPAHUINIIA BHYTPU CUCTEMBI HEOOXOIMMO BOCIIO/IH30BATH-
Cs CIENUATU3UPOBAHHBIM CEPBUCOM.

Mopsapok peiicTenii:
1. MoaroTtoBka NCxogHOro XpaHuanuLa

1. Ilepeiigure B pazaen «Hacrpoiiku cucremblr» — «CyimHocTuny — «PaiisioBple XpaHUJIAIIAY .

2. Bkaouure pexXuM peJaKTHUPOBaAHUSA

Coser: Ucrnonb3yercs Kak JJjis MEPENMEHOBAHNS, TaK U JJIs CO3IaHUs HOBOTO XPAHWJINIILA.
Jlis akTUBAINU PEXMMA PEIAKTHPOBAHUS HAXKMUTE COOTBETCTBYIOIIYIO KHOMKY B mHTEepdeiice CIucKa.

1. BoiGepure Xxpanu/uiie, nojiezKaliee Iepesocy, i 10daspre K ero Hazpanuio cydduxc old (manpumep,
storage — storage_old).

2. Co3paHue HOBOro xpaHunuu,a

1. Co3sgaiiTe HOBYIO 3aIllMCh B CIHUCKE (DAMTOBBIX XPAHUJIUIIL,
2. BamnosiHuTe 00s3aTEILHBIE TIOJIS:
¢ Cucremuoe nmsa (Haumenosanue craporo xpanuiuiia, 6e3 cydduxca _old)
o ITanka nas xpaneHus
¢ HammeHnoBaHme
e Tun daiimoBoro xpaHminia
o ITyts no xpaHmmMIna

3. CoxpaHuTe HOBOE XPAHUJIUIIIE.
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3. Hacrpoiika nepeHoca gaHHbIX

1. V ucxomuoro xpanumnuma (¢ cyddukcom _old) unepeitnure na Braajky «Hacrpoiika oumcrkm
XPpaHWININA OT ycTapeBHImX (pailjioB».

2. Co3zmaiiTe HOBYIO 3alNCh, YKA3aB:
e Cpok xpaHeHus — 0
o JleiictBue — «IlepemecTuth»

e ITeneBoe xpanuiuiie (BLIOEPUTE TOJHKO YTO CO3JAHHOE XPAHUJIUIIE).

PernameHT BbINOSIHEHUSA onepauunun

Tlepenoc daitioB BHIMONHSAETCS aBTOMATHYECKYM B PAMKAX HOYHOTO 33aHNs «AKTyaam3arnus Pacroio-
keHus ¢aiisioB B (pailjioBbIX XpaHUJIAIAX .

3anyck Bpy4HyIO

IIpu HEOOXOIMMOCTH HEMEIIEHHOTO BBITOJHEHUST JOCTYIIHBI CJIEIYIONINE BAPUAHTHI:
e Uepes Meneazkep 3aJaHuil (BHEIIAHOBBII 3allyCK COOTBETCTBYIOIIEH 3a/1a4u).

e Yepes JEXL-ckpurr:

Btk_FileStorageCleanSettingApi.procTempFiles()

Hacrpoiika ktoyeii wncposarns

TIporecc rereparnn u HACTPOUKY Kiodeil mmdpoBanust omucan B dokymenmauuu GlobalScheduler.

O6HoBneHne cuctemol
Hns oDHOBJIEHHWSI CHCTEMbI WCIOJIb3yerCs crenuaibHas yrtuianta /usr/local/globalserver/update/
update.sh

Tepen, ucnosnp3oBanuem cieayer chopmuposarh KoubUrypanuonusiii (aii update/config.sh (config.
psl) Ha ocHoBe config.sh.origin u 3arpy3uTb B yKa3aHHYIO MAIKY [OJIy9YeHHbIE JUCTPUOYTUBBL.

CosBet: XpaHuTb Mapob B KOHMUTYpAIMOHHOM (haiiie HeobsI3aTeIbHO - eCIU HapoJib He yKa3aH, OH Oymer
3aIpPOIIEH BO BPEMSI BBITIOJIHEHUS YTUIUTHI.

Ilpenynpexaenme: Yruiaura npoBonupyer HeoOparumbie n3Menenus B 6a3e mamabix. [lepen ucnosb-
3o0BaHmeM Jenaiite peepBuble Korun B/,
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Pexnmbl 06HOBNEHUS

IIpeaycmoTpeHsl caemaytomnime pesKuMbl OOHOBICHUST:

e jarOnly - obuoBmenue ToabKO jar (hailjoB MpuUKIagIHOrO perierus (6e3 pecrapra), UCIOIb3YeTCs IO
YMOTYAHUIO

e dbGen - o6HOBIEHHE jar (dailIoB MPUKJIAIHOINO PENIeHrs ¢ 3amyCKOM rereparopa cxembl Cepeep miepe-
BOJIUTCSI B CEPBUCHBIN PEXKUM, y BCEX MOJTH30BATEIEH ABTOMATHIECKY BBIMOJHIETCS BBIXO/L U3 CUCTEMBI.
Bxon B cucremy paspernaercs mocsje yCTaHOBKA OOHOBJICHHUS.

e dbGenAc — roxe camoe uro u dbGen MIOC CHHXPOHW3ALMS TPAB JOCTYNa U OOLEKTHBIX PUBHIIE-
TUii. HOJ’IH&H CUHXPOHU3AIUA TIpaB JOCTyIa MOXKET 3aHUMATh TPOJOJIZKUTEJIBHOE BpEMA, TIO3TOMY HE
PEKOMEHIyeTCsI 3aIllyCKaTh 3TOT PEKUM B pabodee BpeMsl.

e server - obHOBJIeHUE cepBepa npuioKenuit (6e3 obHoBIeHUst IPUKJIaAHOrO perienus ). Cepsep ocranas-
JIMBAETCS, BBITIOJHSAETCS OOHOBJIEHWE MCTOMHAEMBIX aitoB m pecypcoB. Ilocne oOHOBIEHMS cepBep
ABTOMATUYECKU 3allyCKaeTCA.

e full - pexxum mosTHOrO OOHOBIIEHUSI, IPY KOTOPOM CHA4YaJjIa OOHOBJISIETCS CEPBEP, & MOTOM 00pa3 Mpwu-
KJIQJIHOTO penieHud.

Pexxum 00HOBIIEHHS LIEPEIAETCH B yTUJIATY [IAPAMETPOM -1

/usr/local/globalserver/update/update.sh -m DbGen

Pe>xum BoccraHosneHus

IIpumeuanue: Pexkum BoCcCTaHOBIIEHUS TOSABUJICA HEJABHO M [TOITOMY MOXKET OBITh HEJOCTYIIEH HA Bareil
cucreme.

Bo Bpems oOHOBJI€HUSI yTHUINTA ABTOMATUYECKU CO3A€T PE3E€PBHBIE KOMWW CEPBEPA NMPUJIOKEHUN W TIpU-
kiaaHoro pemenus (Ho ne B/I!). Bbl MoxkeTe OTKATUTHCs K HUM IIPHU IIOMOILIM KOMaH bl update.sh -r. Dra
KOMAaH/Ia HAYHET [HMAJIOr, KOTOPBII MPEJIOKAT BbIOPATH PE3ePBHBbIE KOIMK [JIsi BOCCTAHOBJIEHNS, a 3aTEM U
CaMO BOCCTaHOBJIEHUE.

Ecyn nHTEpaKTUBHOCTH HE TpeOyeTCs, BB MOYKETE TaKKe JOOABUTH aPTYMEHTHI -S U —a. Y KaXKUTe TOCJIe Tep-
BOTrO MTyTh K PE3EPBHON KON CepPBepa MPUJIOKEHN, & TIOCJIe BTOPOTO - TPUKJIATHOTO pernerns. Bol MmoxkeTe
yKa3aTh BMECTO IYTH CJIOBO Skip, 9TO MO3BOSMT MPOITyCTUTH OOHOBJIEHIE COOTBETCTBYIONIETO KOMIOHEHTA.

./update.sh -r -s skip

# eblgodum duanozo60e OKHO 6b60PA Pe3ePerol KONUU NPUKAGOHOZ20 PEWeHUs U 60CCMAKABAUSLEM ee
./update.sh -r -s /tmp/globalupdate/update_yesterday/backup_server.tgz -a /tmp/
—globalupdate/update_yesterday/backup_applib.tgz

# eoccmanasaueaem cepeep NPUAOKEHUU U NPUKAGOKOU DEweHUe U3 YKA3AHHHIEL Pe3epPEHLIT Konul
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OrobpaxeHne « XKypHan obHoBneHns mopyneii»

Cepenc  M3bpaHHoe CywHocTn  Hactpoiikn n cepencel  Otuetsl | Ayaut Wi
M)
/ /_-‘ / BbiGopka Ayaut 1
AyauT o
AyauT n
AyanT o
Ayaut J
Ayaut I
Ayaut n
AHanuz
HKypHan
HKypHan
KoHdpur
Brokupe
MoHWTO|
XKypHan
Wamene
HKypHan
P : i i
acnosiozkenne: Hactpoiiku cuctemn > Ayznur > XypHan obHoBIeHH:H

farac 01.03.2025 9 no =]

id cecom ~  [DatacbHosnenns  OBHOBMEHHbIE MOAYM YcTaHoBneHHII KoMnnekT c6opkn  CKpUMTE! o6k CxeMel v paHHLX OB} oxeMbl  CKpUNTBI A0 cxeMbl  CKpUTLI NoCe OBHOBNEHUs! CXeMbl  MUrpaLmOHHbIe 3aiaun

obrioenens

197 21.03.2025 07:50:11 act 1.12.11.249. v v v

196 20.03.2025 14:34:47 v v

195 20.03.2025 14:14:35 act 1.12.11.245. v v

194 20.03.2025 07:50:09 act 1.12.11.247... v v

193 19.03.2025 18:51:49 act 1.12.11.245. v v

192 19.03.2025 12:19:48 v

191 19.03.2025 07:49:53 act 1.12.11.242... v v

190 18.03.2025 14:19:29 act 1.12.11.243. v v

189 18.03.2025 15:03:36

IIBE 18.03.2025 07:50:03 act 1.12.11.242. v v v

187 17.03.2025 14:55:25 act 1.12.11.241... v v

186 17.03.2025 07:50:01 v v

185 16.03.2025 07:49:58 v v

184 15.03.2025 07:49:58 act 1.12.11.240... v v

183 14.03.2025 10:03:30 v v

182 14.03.2025 07:49:57 asf 1.21.4.425... v v

181 13.03.2025 10:05:15 act 1.12.11.237. v v

180 13.03.2025 07:49:41 v v

179 12.03.2025 18:19:02 pm 1.43.17.689... v v

178 12.03.2025 12:48:02 act 1.12.11.236. v v

177 11.03.2025 14:21:46 asf 1.21.4.422... v v

l lym,b x DnypHa-/Ly OBHosnetie Moayneii | OGHOBAEHMe cxeMbl | CKpUNTHI OBHOB/EHMS CXeMbi U AaHHbiX | Jlor CpunTi, no cxembi CKPUNTBI, BLINONHEHHbIE NOCNE OBHOBNEHUS C... MurpauvonHbie 3anaun upTask | MurpavoHsie sanaun downTask

Hnmepgpetic orcyprara 06Ho6aeHUll

CyiecTByomme 3aKIaIKn:

1.

Ob6nosaerue modyaet
orOOpazkeHue B BUJE JEPEBA, MOJEJEHHOE Ha PA3/Iea ¢ OOHOBJIEHHBIMU U HEOOHOBJIEHHBIME MOJLYJISIMH

Obrosaenue cremst
COIEPXKUT MHMOPMAIIUIO O BCEX, BLIIOJHEHHBIX Ipy reHepanyuu tabsui, DDL-ckpunrax B BUE TEKCTa,
CKPUIITA U BO3MOXKHOM OIINOKK

Crpunmo, 06H0B8AEHUA CTEMDL U JAHHBLT
coziepKuT UH(MOPMAIUIO O BCEX, BBIIOIHEHHBIX IIPU I'eHEpAllud TaOJIuI, CKPUIITAX B BHJE MOIYJs W
HaNMEHOBAHWS, BEPCUIl M TEKCTA BO3MOYKHOMN OIMHUOKHI

Jloz obHosAEHUA
COIEPZKAT TOTHY0 HHMOPMAIINIO OTYETa TeHePaTopa

Cnpunmm, BBNoAHEHHBLE 00 U NOCAE 0OHOBAEHUA CLEMDL

Muepayuonnvie 3adavwu up Task v down Task
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e ArpubyTbl B BuJe rajodek uH(GOPMUPYIOT O HAJMYUHU 3alKCeil B OJHOMMEHHbIX 3akiajikax. Coorser-
CTBEHHO, €CJIU 3aIUCh €CThb - TaJ0YKa CTOUT.

e 3akpalnuBaHue MOJIsd KPACHBIM CUTHAJIU3UPYET O TOM, 9TO B 3AMUCAX OJHOUMEHHBIX 3aKJIAI0K UMEIOTCS
omnbKu.

MexaHu3m nocTpoeHusi BbIOOPKU npn reHepauun Tabany, vyepes ssh

Jlobasienne 3amuceil B XKypHaJ IPOUCXOIUT TOJBKO MIPH reHeparun Tabaui gepe3 ssh

3anucb pgaHHbIX 0 BEpCUsAX moaysei

CpabarsiBaer meron dataUpdate kmacca DbSchemaUpdater
DTOT MeTox;

e Beper crapbie 1 HOBbIE BEPCHU MOJYJIEH

e Bepcuu KOMIJIEKTOB COOpKH

e OGHOBJIsIET B COOTBETCTBUM C STUMHU JAHHBIME, 3AIUCH C cooTBeTcTBYOMmUM id ceccuu (KOTOpDIH KaxK-
Jblil pa3 yBejuduBaercs Ha 1)

4.3 VYnpasneHue cxemMoii 6a3bl AaHHbIX

Kop3uHa yganeHHbix 00bEKTOB CXeMbl
Kop3una ynaieHHbIX 00bEKTOB CXEMBI TOKA3BIBAET T€ OOBHEKTHI CXeMbI, KOTOPhIE ObLIN KOTAA-TH00 chOopMu-
POBAHBI TEHEPATOPOM CXEMBI, HO 3aT€M OBbLIN YAAJEHHBI U3 KO, MPUIOKEHUS.

OrkpoiBaercs ona u3 «Hactpoiika cucrembry -> «Cymaoctuy -> «O6o3pesarens npoekTasy -> Iloj onepa-
uueit ¢ mecrepueii - > «Kop3una ynaseHHbIX 00bEKTOB CXEMBI».

Ncnonb3oBaHne

Bribopka mo3BosisieT nckaTh yaaJeHHble 00beKThbI, KOTOPbIE OCTANCH B 0a3e JaHHLIX. B Heit ecTh jaBe ome-
panuu:

1. «¥YmaanThy - YaajaseT o0beKT U3 CXeMbI 0a3bI JAHHBIX

2. «¥Ynamuts 6e3 yaanenue obbexta B/ly - ymamser 3amuch 06 06beKTe B KJIACCE COOTBETCTBYIOIIEM THILY
00beKTa, HO OCTaBJsIeT OOBEKT B CXeMe

5 GlobalServer knacrep B kubernetes

5.1 Onucauvne

Kuacrep GlobalServer moxker paborarh B pezKuMe BBICOKOH JOCTYITHOCTH U JIEPKO MACIITAOUPOBATHCS TOPH-
BOHTAJIBHO I10Ji BBICOKHE HArpy3Ku, uctosb3ys cpegay Kubernetes. 3amyckaercs B 00Ja9HbIX CPEJAX, TAKHX
kak VK Cloud wan r0661x npyrux, nMmenmunx nogaep:kky Kubernetes. PaboTtaer B 3aKpbITOil KOPTIOPATUB-
HOW ceTn 6€3 JIOCTyIa B WHTEPHET.
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Monezosareny

Ingress
Kubernetes KOHTpONNED

PerucTp ofpazoe

haproxy (Docker Registry)

rabbitMQ

O

O—F O O=9 i
Scale \
JrT— Jump host nec “glab.é\é.eﬁ}é.r - globalsewer FUR T S A
(Xoct ynpasnesu) exclusive share
Prometheus
- i
1 (|
1 .
Menegwep sanatuii Xpanunuwe MoHuTOpHHT . Grafana loki
(GlobalScheduler) MPRKDENEHHED
thaiinos 1
v ! &~
\ ] ]
N ’ . Telemetry

NFS cepsep Postares

Crpykrtypa knacrepa Global ERP

Knacrep cOCTOMT U3 ClEAYOIMUX 3I€EMEHTOB
e Kiacrep kubernetes
e KommiekT rpynmsl groupkit
— BHemHue jar 6ubsuoreku (eciau TpeOyIOTCI HA IPOEKTE )

— cucremMHoe xpanusuine ceprudukaros A java (cacerts)
Tpebyercs it 100aBIEeHUsT KOPHEBBIX cepTuduKaToB 3akazuuka. Vcnonab3yercs qius SSL coeau-
HEHHI1.

o KowmmiekT nmpuiokennus appkit
— Huctpubytus cepsepa npuyioxkenuit globalserver.zip
— JucTpnbyTHB MPUKJIAIHOTO pelneHuns applib.zip

— ITaker kKouduUrypamonubix Ghailjios 1y 3/1eMeHToB Kiacrepa (globalserver, globalscheduler,
haproxy)

e NFS cepsep
Vcnonp3yercst st XpaHeHUsl KOMILIEKTOB IPYIIIBL B KOMILIEKTOB IIPUJIOKEHU

e Jump XOCT 11 ]MUHUCTPUPOBAHUS C YTUIUTON nscli

e Cepsep CYB/I Postgres
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e Perucrp obpazos docker wiu jocryu k https://dockerhub.global-system.ru/
Ecam xmacrep passopadmBaercss B 3aKpBITOH cpene, TO MoTpebyeTcss pa3sBepHYTh MEePCOHANBHBIN pe-
TUCTD U 3arpy3UTh B HENO HEOOXOIWMBIE OOPA3HI.

5.2 YcTaHoBKa

s paborst ¢ Global Server na knacrepe Kubernetes tpebyercs:
® jump-XOoCT, C KOTOPOTrO OYIET YCTAHOBJIEH U OyIeT OOCTyKUBATHCS KJIACTEP

e TOTOBBII K pabore kiacrep Kubernetes, orBedalomninii BarmmM TpeOOBAHUAM TI0 MPOU3BOANTEILHOCTH 1
OTKa30yCTOWYNBOCTHA

e passepuytas PostgreSQL ¢ 6asoti dannwz dan Global ERP
o NFS-xpanunwuiie

Yrobsr nmoyunTs mpocreitmuii Kiracrep Kubernetes:
1. ycramosute kubelet, kubeadm u kubectl

2. 3anycrure kubeadm init Ha BejyiieMm XocCTe JJI MHUIMAJIU3AINN KJIACTePa U IOJYyYUTEe TOKEH JIjisd
MIPACOEINHEHN IPYTUX HOJ K KJIACTEPY

3. MOJKJII0YNUTE BEIOMBIE XOCTHI TIPU MIOMOIIK KOMAaH bl kubeadm join u TOKeHA
4. ycranosure cerepoii miarna CNI, rakoit kak Flannel niau Calico.
Iloapobuee anraiite B goxkymenTtanuun Kubernetes.

Hacrpoiika y3na agmunuctpuposavus (jump host)

YcraHoBKa HeobXoaAnMbIX NakeToB

Ha jump-xoct HEOOXOIMMO YCTAHOBUTH CJIEIYIOIIHE TAKETHI:

sudo apt-get install mc htop
sudo apt-get install -y kubectl
sudo apt-mark hold kubectl

sudo apt install nfs-common

Coser: Bepcusa kubectl gomxma coorBercTBOBaThH Bepcnn B maaTdgopme kubernetes niam 66ITH HOBee

Hacrtpoiika pabotsl ¢ docker obpasamn

Ecnu tpebyercs pabora ¢ obpaszamu u3 docker permcrpa

sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-
—.compose-plugin
sudo usermod -aG docker $USER

45



https://dockerhub.global-system.ru/
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/install-kubeadm/#installing-kubeadm-kubelet-and-kubectl
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-kubeadm/#initializing-your-control-plane-node
https://kubernetes.io/docs/tasks/administer-cluster/kubeadm/adding-linux-nodes/
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/create-cluster-kubeadm/#pod-network
https://docs.tigera.io/calico/latest/getting-started/
https://docs.tigera.io/calico/latest/getting-started/
https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/

Insecure Docker Registry

Ecnu xnacrep 3anyckaercs B 3akpbiToii ceru, docker perucrp moxer ne ucnosib3oBarh SSL (Insecure Docker
Registry). 3auyck Insecure Docker Registry mist xpanenus csoux docker-o6pa3os He camblii jiy 4iuil BApUasT
C TOYKH 3peHnsi 6e30MacHOCTH, HO TIOPOif 3TO caMoe MPOCTOe W Pa3yMHOe pereHie B 3aKPHITHIX CETSIX.

g HacTpOMKU HY:KHO WM3MEHUTh (WJIM CO34ATh, €CJIM TAKOBOrO HET) KOHMbUIYpaIUOHHbIH daiia
/etc/docker/daemon.json, 106aBUB B HErO CJIE/LYIONINE CTPOKM:

{
"insecure-registries" : ["myregistry.example.local:1234"]

}

, rie myregistry.example.local:1234 - axpec u nopT JIOKAJIBHOIO JOKEP PErucrpa

CKPWIT IJIs CO3Manns paiiia;

cat <<EOF | sudo tee /etc/docker/daemon.json
{
"insecure-registries" : ["myregistry.example.local:1234"]
3
EOF

Tlocne gero BBITOTHUTD MIEPE3AIYCK CEPBUCA C TOMOIIBIO:

sudo systemctl restart docker

Hacrpoiika astopusauun kubernetes knacrepa

Tlonyunre kondurypamuonubii daita apropusauu 11 kiaacrepa Kubernetes. Ilpu co3manun kiaacrepa npu
momoIu kubeadm init, Takoit ¢aiin coxpamsiercs mo nmytu /etc/kubernetes/admin.conf.

IIpumep daitna:

apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
—LS0tLS1CRUdJTiBDRVJUSUZJQOFURSOtLSOtCk1JSURCVENDQWUyZOF3SUJBZ01JUKkMwZFZrYXhBTE13RFFZSktv
server: https://127.0.0.1:6443
name: kubernetes
contexts:
- context:
cluster: kubernetes
user: kubernetes-admin
name: kubernetes-admin@kubernetes
current-context: kubernetes-admin@kubernetes
kind: Config
preferences: {}
users:
- name: kubernetes-admin
user:

Wk1odmNOQVFFT

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

client-certificate-data:

—LSO0tLS1CRUdJTiBDRVJUSUZJQOFURSOtLSOtCk1JSURLVENDQWhHZOF3SUJBZ01JR04ydFhtNkEzc2N3RFFZSktviik1odmNOQVFFT

client-key-data:

—LSOtLS1CRUAJTiBSUOEgUFJJVKFURSBLRVktLSOtLQpNSU1FcEF JQkFBSONBUUVBc1A1TX1QW1o3Y1poRmo1S1dtSGkzT29MSXpWd!

Hacrpoiire aBropusanuio kubernetes

# cosdaem kamanoz c Koxduzypayuel
mkdir ~/.kube && \

chmod -R 0700 ~/.kube && \

cd ~/.kube

# coxzpansem daln
cat <<EOF | tee ~/.kube/config
apiVersion: vl
apiVersion: vl
clusters:
- cluster:
certificate-authority-data:
—LSO0tLS1CRUdJTiBDRVJUSUZJQOFURSOtLSOtCk1JSURCVENDQWUyZOF3SUJBZ01JUkMwZFZrYXhBTE13RFFZSktv
server: https://127.0.0.1:6443
name: kubernetes
contexts:
- context:
cluster: kubernetes
user: kubernetes-admin
name: kubernetes-admin@kubernetes
current-context: kubernetes-admin@kubernetes
kind: Config
preferences: {}
users:
- name: kubernetes-admin
user:
client-certificate-data:
—LS0tLS1CRUdJTiBDRVJUSUZJQOFURSOtLSOtCk1JSURLVENDQWhHZOF3SUJBZ01JR04ydFhtNkEzc2N3RFFZSktv
client-key-data:
—LSO0tLS1CRUdJTiBSUOEgUFJJVKFURSBLRVktLSOtLQpNSU1FcEFJQkFBSONBUUVBc1A1TX1QWlo3Y1poRmo1S1dt
EOQF

Wk1odmNOQVFFT

Wk1odmNOQVFFT

BGkzT29MSXpWd

IIposepsem moctym

kubectl cluster-info

kubectl get nodes -o wide

HpI/I YCIEMTHOM IMOAKIIOYEHHUHN JOJIZKHBI IIOJTYYUTH BBIBO!:

Kubernetes control plane is running at https://0.0.0.0:6443
CoreDNS is running at https://0.0.0.0:6443/api/v1l/namespaces/kube-system/services/kube-
—dns:dns/proxy

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.
NAME STATUS  ROLES AGE  VERSION  INTERNAL-IP EXTERNAL-IP  0S-
—IMAGE KERNEL-VERSION CONTAINER-RUNTIME

(continues on next page)
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k8s-master01  Ready control-plane 46d v1.29.1 0.0.0.0 <none> U
—Debian GNU/Linux 11 (bullseye) 5.10.0-27-amd64 containerd://1.6.27
k8s-workerO1 Ready <none> 46d v1.29.1 0.0.0.0 <none> U
—Debian GNU/Linux 11 (bullseye) 5.10.0-27-amd64 containerd://1.6.27
k8s-worker02 Ready <none> 46d v1.29.1 0.0.0.0 <none> U
—Debian GNU/Linux 11 (bullseye) 5.10.0-27-amd64 containerd://1.6.27
k8s-worker03 Ready <none> 46d v1.29.1 0.0.0.0 <none> U

—Debian GNU/Linux 11 (bullseye) 5.10.0-27-amd64 containerd://1.6.27

TpebosaHus k oc gnsa nscli

e GNU/Linux, a uMeHHO:
— Debian 11 u BrIme

e Python 3.9

TpebosaHue k xene3y ansa 3anycka nscli

e 2 A1pa
e 200 M6 oneparuBHON naMATH

e 30 I'6 cBOGOIHOrO MecTa

Ycranoska ytunutsl Nscli

Nscli aBromaru3upyer pabory 1o paspeprbiBanuio kiacrepa Global.

Ycranoska:

#Ckavwueaem u3 pPeno3umopus

cd ~

wget --backups=1 --user=<momb3oBaTenb> --ask-password "https://repo.global-system.ru/
—artifactory/general/ru/bitec/gs-ctk-nscli/4.8.1/gs-ctk-nscli-4.8.1.zip"

unzip -o gs-ctk-nscli-4.8.1.zip -d nscli

rjie <II0Jb30BaTe/b> - y4eTHad 3allUCh, [I0JIy4€HHAd Yepe3 KOHTAKTHOe JIUIO0 TeXHUYECKOH IOJIIEPKKHU.

Coser: B 3akpmiTOoii cpeme Tpebyercs yCTAHOBUTHL BCE TAKETHI, YKA3aHHbIE B CKPUITE
~ /nscli/bin/installpkg.sh BpyumyIo

Ilepeiinre B KaTaaoOr C yTUJIATON U BBHIIOJHAEM IEPBUYHYIO YCTAHOBKY

cd ~/mnscli
# eblnoAHsEM CKDpUNMbl YCMAHOEKU
./bin/initvenv.sh

Jump-xoct roToB K padore.
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Hacrpoiika pabo4yero npocrpaHcrea 8 kubernetes

s HacTpoiiku moak/IoUaemMcs mo ssh k jump-xocry

IlepeitnnTe B KaTaaor ¢ yTHIATO

cd ~/mnscli

BamycTuTe Macrep co3manusg MaHudecta pabodero npocTpaHCcTBa

./namespace.sh create_install_scripts

IIpumeuanme: B ©Gonee coBpemennbix Bepcusix nscli  gocrymra komasHza . /namespace.sh
create_namespace

B pexume aumasiora BBeIuTE apaMeTpPhl pabOYEro MpOCTPAHCTBA:
e Vlma pabodero mpocTpaHcTBa - UMsI BOPKCIIeHca, KOTOpbIi Oyaer co3man B kubernetes

e Aspec nokep perucrpa - ajapec pecypca ¢ xpanusiuuieMm obpaszos (Ily6uuunbiii gokep perucrp Global:
dockerhub.global-system.ru)

o Uwmsa daita a1 XxpaHeHus MacTeP K09 - TOJHBIN Ty Th C nMeHeM (aiiia, B KOTOpOM OyIeT XpaHUThCS
MacTep KJI04 [jist mudPOBAHUS apoJIei

e Ilonb3oBaresn AJId aBTOPpU3aluu JOKEPa - UM IIOJIb30BaTe/Id IJ1d aBTOPU3aluu, IIPU aHOHUMHOM 10-
CTymne 1oJjie MO?KHO OCTaBUTH IMYCTHIM.

e Ilaposib /1jig AaBTOPU3AIMU TOKEPA - TAPOJIb JIJId aBTOPU3AIMU B PErucTpe (BBOIUTCA /1BA pa3a)
e Tun penozuTopus - THII PENO3UTOPHS, IO yMOTIaHui0 nfs
e Ilmsa cepBepa nfs - ykasbiBaem ip ajpec uim JoMeHHOe uMsi 3apanee nacrpoerroro NFS cepsepa

L] HyTb - OyTh JJId TOAKJIIOYEeHUA TOMa

ITpumeuanme: B NFS-pemosuropun Oyner XpaHUThCs KOMILIEKT OpujioxKenwii. Ins XpaneHus apyroi
uHGOpPMAIMH, B TOM YUCJIE MOJIb30BATEIbCKUX (DAMIOB, HCHOIL3YIOTCH TPUKIaAHOe Xpanuiuiie Appvolume
u apyrue NFS-xpanwiunia, HacrpamBaeMble 11032Ke € IHOMOIIBIO CKpUiira resgroup.sh B cocrase yrusinrbl
nsctl (unraiiTe moxpobHee B moKyMeHTamu gs-ctk).

IIpumep paboThl MacTepa CO3MAHNS MTPOCTPAHCTBA WMEH:

k8sadmin@k8s-terminal02:~/nscli$ ./namespace.sh create_install_scripts
BBenmuTe mMa pabodero ImpocTpaHCTBa:gs-cluster-k8s

Beemure azmpec mokep perucTtpa:dockerhub.global-system.ru

[lng 6e3omacHOro XpaHeHWs Napojiell Heob6XoZuMO CTeHEepHpOBAaTh IIPMBATHHI KIIOU.
VraxuTe mMa daiina O XxpaHeHHs MacTep kioda:/home/k8sadmin/.gs-ctk.priv
BBenmuTe monb3oBaTeNd NN aBTOPH3aIWM JOKepa:userk8s

BBemuTe maposb OJIA aBTOPH3AIMH JOKeEPa : ddkkkkkk stk

BBemuTe maposb OJIA aBTOPH3AIMH HOKEPA : *kkkkkkk*k

BubepuTre TMn pemosumTopud:nfs

HeobxommMo 3azmaTe napaMeTpn gyd Network File System

BBenmuTre mMa cepBepa:0.0.0.0

BeemuTe myTh:/mnt/nfs/gs-cluster-k8s

k8sadmin@k8s-terminal02:~/nscli$
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IIpumeuanme: B HOBelMX BepcUSxX JOCTYITHA KOMAHIA:

./namespace.sh install_namespace

Ecan komamga mprucyTCTBYeT, BaM Oy/IeT aBTOMATHYECKH MPEIJIOKEeHO el Bocmoah3oBaThes. [locne yemerr-
HOTO BBITIOJIHEHUS TIEPEXOIUTE cpady K MyHKTY «IlonroroBka KOMIIeKTa MpHIoXKeHni appkits.

Pekomenryem mosib30BaThest 310l KoMauaoi. OHa He TOJBKO pa3BepHET TPOCTPAHCTBO UMEH U O, nsctl, kak
MPEeIbIAYIIHA CI0Cc00, HO TAKKe TPOBEPUT:

® YyCTAaHOBKY CE€TEeBOI'O IlJIarnHa

® T'OTOBHOCTH HOJ K Pa3BEPTHLIBAHUIO KOHTefIHepOB
® HaJIUIHE CBA3HU MEXKIYy IIOJaMu

® BO3MO2KHOCTDL 3allMCH B CUCTEMHOE XPaHUJIUIIE

Bnr MokeTe 3amycTUTh AMATHOCTUKY KJIACTepa OTAEIhHO MO KOMaH/e ./namespace.sh diagnose.

IIpumeuanme: Ecin B Bamem Kiracrepe UCIOAb3yoTcsa taints u tolerations, Torma ajst 3amycka moaa nsctl
HY?KHO JIOHOJIHUTH 1m1a0son nscli/profile/namespace/template/deploy.yaml, no6aBuB Tyma pas3jes C
tolerations.

IIpumep:
spec:
tolerations:
- key: "node"

operator: "Equal"

value: "first"

effect: "NoSchedule"
containers:

s mobasienus tolerations kK momam, KOTOphie co3maer nsctl, cmorpu pazzmen «Xyku»

Paspermure 3amyck CKpUnTa yCTaHOBKH pabOYero mpOCTPAHCTBA

chmod +x ~/nscli/workspace/install_scripts/gs-cluster-k8s/install.sh

Co3zgaiiTe pabodee TPOCTPAHCTBO

~/nscli/workspace/install_scripts/gs-cluster-k8s/install.sh

Tlocne BoIMOTHEHUST CKPUTITA OYIET CO3IaHO pabOUee TPOCTPAHCTBO U OYIET 3aIyIIeH MO, YIIPABIEHUS KIa-
crepoMm nsctl

namespace/gs-cluster-k8s created
secret/docker-registry-secret created

configmap/values created
role.rbac.authorization.k8s.io/worker created
rolebinding.rbac.authorization.k8s.io/worker-pods created
deployment.apps/nsctl created
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Mogrotoska KommniekTa npunoxexui appkit
KowmmniexT npuioykennii onpenensier nepedenb apTedakToB, HEOOXOINMBIX JJIS PA3BOPAYMBAHAS KJIACTEPA,
cucrembl Global ERP:
e JTucrpubyrus cepsepa npuioxenuii (globalserver)
e O6pa3 npukjaauoro pemeraus (applib)
e IIpodus ¢ mabmonamu Koudurypanuonubix daitnos (profile)
OnupoHAIBHO B KOMILIEKT IIPUIOXKEHNN TAKZKE BXOIMT:
o Ucxomubiii Ko, JJ1st OTJIAAKU MPUKJIAIHOTO perenus (appsre)

KoMIieKT MOXKHO XpaHUTh B BUJIE Zip-apxuBoB (globalserver.zip, applib.zip, profile.zip) uiu B pac-
NAKOBAHHOM BUJIE B OJHOMMEHHBIX nankax (globalserver/, applib/, profile/). Bo Bropom ciyuae daiiibt
nepe/i 3arpy3Koil Ha ceTeBoe XPAaHWJIMINE CaMOU YTUINTON 3al1aKOBbIBAIOTCA B apPXUB.

B npodune ¢ mabnonamu KoHUTYpaAITMOHHBIX (DaflIOB HAXOIATCH:
e Kondmurypanus cepsepa npuiokennit globalserver/template/config/global3.config.xml

e Kondurypamusa coopimuka tememerpun globalserver/template/config/otel-sdk.config.yaml u
globalserver/template/config/otel-globalserver.config.yaml

o Kondmurypanns menemxepa 3aganmii globalscheduler/template/config/quartz.properties

e Kondurypamnnss NpOeKTHBIX HACTPOEK CHCTEMHBIX JOroB globalscheduler/template/config/
logback-LoggerContext-ext.xml

e Kondurypamusa mpOeKTHBIX HACTPOEK JoroB ceccun globalscheduler/template/config/
logback-LoggerContext-session-ext.xml

Ecau B KOMIIJIEKTe TTPHU 3arpy3Ke ero Ha CeTeBOe XPAHUJIHIIE, MPOMIUIH OTCYTCTBYET, TO NSCli cO3MACT CTaH-
JapTHBINA TPOMUIH, KOTOPBIH, OOBIYHO, HE TpeOyeT N3MEHEHUA.

Kak paborarb u HacTpanBarTh (ailiibl ¢ JJOraMu MOYKHO IIOCMOTPETh B JOKYMEHMAUUL N0 N020M

s co3manns KOMILIEKTA IPUJIOXKEHU UCIoJib3yiiTe karasior ~/nscli/workspace/appkit/vl

mkdir -p “/mscli/workspace/appkit/v1l/

Iloarorosre u 3arpy3ure B 9TOT KATAJIOr IUCTPUOYTUBDI.

mv globalserver.zip ~/nscli/workspace/appkit/v1
mv applib.zip ~/nscli/workspace/appkit/v1

IloaroroBTe KOMILIEKT HPUIOKEHUH /171 pabOThI

./appkit.sh push --namespace gs-cluster-k8s --source workspace/appkit/vl --destination
—appkits/v1

Vruaura co31actT, Ipu HEOOXOAMMOCTH, CTAHAAPTHBIA NPOMUIIb, YyIIaKyeT KOMIJIEKT PUIOKEHU, a TaKKe
CO371aCT KOHTPOJIbHBIE CYMMBbI

He malinen mpodmnp ¢ wabnoHaMu KOHQUIypamuu, co3maTh Ipodmib mo yMordanuw? [ma,Her]:nma
3arpyxen daitn:globalserver.zip

3arpyxer daitn:profile.zip

3arpyxer odaiin:applib.zip

51



https://help.global-system.ru/gs_ctk_v1_0/html/050_appkit.html#appkit

Moarotoska kommnuiekTa rpynnsl groupkit

OO0BI9HO KOMILIEKT IPyIIhl He Tpebyercsa. OMHAKO B HEM MOT'YT ObITh BaXKHbBIE Jjisd PAOOTHI CEPBUCA KOM-
noneHThl. Eciin B KOMILIEKTE MOCTaBKu ObLT groupkit, 3arpy3ure ero ¢ moMoIbi0 KOMAHIbL:

./groupkit.sh push --namespace gs-cluster-k8s --source workspace/groupkit/vl --
—destination groupkits/v1

PaboTta c NOCTOAHHbIMW TOMaMu

Hamubie B Knacrepe Kubernetes MoryT XpaHuThCs HECKOJIBKUMHA CIIOCOOAMU: HEITOCPEICTBEHHO B KOHTEHHEPe
uin Ha romax (volumes). I[Ipu xpanenuu JaHHBIX B KOHTEHEPE BOBHUKAIOT [1POOJIEMBbL:

e IIpu cOoe mm OCTAHOBKE KOHTEWHEDA, TaHHBIE TEPSIOTCS.

e JlaHHbBIe KOHTETHEPA HEIOCTYIHBI /I APYTUX KOHTEHHEPOB, JaxKe €CIU BCe KOHTEeHePhl HAXOAATCI B
OJTHOM IIOJIe.

Yrob6br pemuTh 31U IPoOIeMbI, HCIONb3YI0oTCss ToMa Kubernetes. Toma nMeroT pas3HbIil XKU3HEHHbBIN MUK B
3aBUCUMOCTH OT CIIEHAPUS UCIOIH30BAHUS:

e VY Bpemennbix ToMoB (ephemeral volume, EV) Ku3HeHHBIH UK/ COBHAJAET C YKU3HEHHBIM LUKJIOM
noga. Korma mom, ncrnoab3yoImuii TaKoi TOM, ITPEKPAIIAeT CBOe CYIeCTBOBAHNE, TOM TOXKE YIAISTEeTC.
Bpemennbie TOMa MOTYT HCIOJB30BATHCS TOJTBKO OJHUM IIOIOM, TIOITOMY OObSBIEHHE TOMOB IIPOHCXO-
JIAT HEIIOCPEJCTBEHHO B MaHudecTe moja.

e YV mnocrosiHHBIX TOMOB (persistent volume, PV) cBoit Ku3HEHHBIH [UKJI, HE 3aBUCSIIHN OT >KU3HEHHO-
ro NuKJa noja. Braromapsa pasfieseHnio XKU3HEHHBIX ITUKJIOB TaKHe TOMa MOXKHO IEPenCHOJIb30BaTh
Ho31Hee ¢ APYruMu nogamu. g paboTsl ¢ MIOCTOAHHBIME TOMaMH IIOJBI U Ipyrue pabodue Harpy3KH
ucnonesytor Persistent Volume Claim (PVC).

Knacrepy I'mobanr ERP morpebyercst mOCTOSHHBIN TOM JIJIsT XpAHEHWST METPUK.

Kubernetes mommep:kuBaer pas3Hble THIOBI XPAHWJININ, HUKE IMPEICTABJICH MpHUMep XPAHUJINIIA HA OCHOBE
JIOKAJBHOTO KaTaJiora.

apiVersion: vl
kind: PersistentVolume
metadata:
name: local-pv-50
spec:
capacity:
storage: 50Gi
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: /mnt/disks/diskl
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
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values:
- k8s-worker0O1

cat <<EOF | tee "/mscli/workspace/local-pv.yaml
apiVersion: vl
kind: PersistentVolume
metadata:
name: local-pv-50
spec:
capacity:
storage: 50Gi
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: /mnt/disks/diskl
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- k8s-worker01
EOF

kubectl apply -f ~/nscli/workspace/local-pv.yaml

Co3paHue cekpeTos

Cekperbl UCHOIb3YIOTCs J1Jisi 0E30IMACHOTO XPAHEHHs YY€THBIX JAHHBIX

e Co3zmaiiTe cekper /JIst JOCTYIa K CTATHCTHKE haproxy

apiVersion: vl
kind: Secret
metadata:
name: secret-haproxy-auth
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: admin
password: tOp-Secret

cat <<EOF | tee "/mscli/workspace/haproxy-sercret.yaml
apiVersion: vl

kind: Secret

metadata:
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name: secret-haproxy-auth

namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:

username: admin

password: tOp-Secret
EOF

kubectl apply -f “/mscli/workspace/haproxy-sercret.yaml

— IIpu meobxomumocTu, co3upaiire ssl-ceprudukar g haproxy u mnoMecrure ero B CEKper
) y
Cosmaiite ssl-ceprudukar ¢ moMoIp0 openssl, 3aMeHnB «example» TOMEHBI Ha COOCTBEHHBIE.

IIpumep co3manus ssl-ceprTudukara:

openssl req -x509 -newkey rsa:4096 -sha256 -days 3650 -nodes \
-keyout ca.key -out ca.crt -subj '/CN=example.com'

IIpumep co3manuss MyIbTHIOMEHHOTO SSl-cepTudukara

openssl req -x509 -newkey rsa:4096 -sha256 -days 3650 -nodes \
-keyout ca.key -out ca.crt -subj '/CN=example.com' \
-addext 'subjectAltName=DNS:example.com,DNS:example.net'

CosnaiiTe cekper, 3aMeHUB 3HavYeHns mrabsona <cert-b64> n <key-b64> na 3HaueHus, CreHEpUPOBAH-
HbIE C TIOMOIIHIO CIeIYIONNX KOMAaH/T;

cat ./ca.crt | base64
cat ./ca.key | base64

apiVersion: vl
kind: Secret
metadata:
name: haproxy-tls
namespace: gs-cluster-k8s
type: Opaque
data:
tls.crt: |
<cert-b64>
tls.key: |
<key-b64>

cat <<EOF | tee "/mscli/workspace/haproxy-tls.yaml
apiVersion: vl
kind: Secret
metadata:

name: haproxy-tls

namespace: gs-cluster-k8s
type: Opaque
data:

tls.crt: |

$(cat ./ca.crt | base64 -w 0)
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tls.key: |
$(cat ./ca.key | base64 -w 0)
EOF

kubectl apply -f “/mscli/workspace/haproxy-tls.yaml

Cosmaiire cexper ¢ admin akkayarom globalserver-a

apiVersion: vl
kind: Secret
metadata:
name: gs-admin-auth
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: admin
password: Secret#123#Pass!

cat <<EOF | tee "/mscli/workspace/admin-auth-secret.yaml
apiVersion: vl
kind: Secret
metadata:

name: gs-admin-auth

namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:

username: admin

password: Secret#123#Pass!
EOF

kubectl apply -f ~/mnscli/workspace/admin-auth-secret.yaml

Coznmaiite cekper ¢ akkKayHTOM moJb3oBarens BJI, 3ameHuB 3HadeHus MabjoHA <username> u
<password> Ha KOPpPEKTHbIE

apiVersion: vl
kind: Secret
metadata:
name: db-user-secret
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: <username>
password: <password>

cat <<EOF | tee "/mscli/workspace/db-user-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: db-user-secret
namespace: gs-cluster-k8s
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type: kubernetes.io/basic-auth
stringData:
username: <username>
password: <password>
EOF

kubectl apply -f ~/mscli/workspace/db-user-secret.yaml

Co3zgaiiTe ceKpeT ¢ aKKayHTOM KJIHEHTCKOrO ToJib30BaTesis RabbitMQ

apiVersion: vl
kind: Secret
metadata:
name: rabbitmg-global
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: globalrabbitmq
password: globalrabbitmq

cat <<EOF | tee ~"/nscli/workspace/rabbitmg-global.yaml
apiVersion: vl
kind: Secret
metadata:
name: rabbitmg-global
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: globalrabbitmq
password: globalrabbitmq
EOF

kubectl apply -f “/mscli/workspace/rabbitmg-global.yaml

Co3zpgaiite cekper ¢ akkayHTOM aaMmuarcTparopa RabbitMQ

apiVersion: vl
kind: Secret
metadata:
name: rabbitmg-admin
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: admin
password: Secret#123#Pass!

cat <<EOF | tee ~/mnscli/workspace/rabbitmg-admin.yaml
apiVersion: vl
kind: Secret
metadata:
name: rabbitmg-admin
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namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:

username: admin

password: Secret#123#Pass!
EOF

kubectl apply -f ~/mnscli/workspace/rabbitmg-admin.yaml

Co3zpgaiiTe ceKpeT ¢ TOKEHOM TIJIAHUPOBIIUKA, 3aMEHUB 3HaYeHue madaoHa <key > Ha KOppEKTHOE

Baumanme: Token njianupoBIMKa [I0/2K€H ObITh 3akoauposBan B Base64, dwuraiite mompobuee
3deco.

apiVersion: vl
kind: Secret
metadata:
name: scheduler-token-secret
namespace: gs-cluster-k8s
data:
private.key: <key>

cat <<EOF | tee "/mscli/workspace/scheduler-token-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: scheduler-token-secret
namespace: gs-cluster-k8s
data:
private.key: <key>
EOF

kubectl apply -f “/mscli/workspace/scheduler-token-secret.yaml

Cosmaitre cexper ¢ akkayHToM ajamuaucrparopa ['padanbr.

apiVersion: vl
kind: Secret
metadata:
name: grafana-admin
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: admin
password: admin

cat <<EOF | tee ~"/mscli/workspace/grafana-admin-secret.yaml
apiVersion: vl
kind: Secret
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metadata:
name: grafana-admin
namespace: gs-cluster-k8s
type: kubernetes.io/basic-auth
stringData:
username: admin
password: admin
EOF

kubectl apply -f ~/nscli/workspace/grafana-admin-secret.yaml

CepBuc akkayHT gnsa nony4veHusi metpuk cAdvisor

e Co3maiiTe cepBrC aKKayHT

apiVersion: vl
kind: ServiceAccount
metadata:
name: prometheus-cadvisor
namespace: gs-cluster-k8s

cat <<EOF | tee ~“/mscli/workspace/cadvisor-sa.yaml
apiVersion: vl
kind: ServiceAccount
metadata:
name: prometheus-cadvisor
namespace: gs-cluster-k8s
EOF

kubectl apply -f “/mscli/workspace/cadvisor-sa.yaml

e CosmaiiTe posib

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: prometheus-cadvisor
rules:
- apiGroups: [""]

resources:

- nodes

- nodes/proxy

- services

- endpoints

- pods

verbs: ["get", "list", "watch"]
- apiGroups:

- extensions

resources:

- ingresses
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verbs: ["get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]

cat <<EOF | tee "/mscli/workspace/cadvisor-role.yaml
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: prometheus-cadvisor
rules:
- apiGroups: [""]

resources:

- nodes

- nodes/proxy

- services

- endpoints

- pods

verbs: ["get", "list", "watch"]
- apiGroups:

- extensions

resources:

- ingresses

verbs: ["get", "list", "watch"]
- nonResourceURLs: ["/metrics"]

verbs: ["get"]
EOQF

kubectl apply -f ~/mnscli/workspace/cadvisor-role.yaml

CozpaiiTe OWHIMHT POJIH

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: prometheus-cadvisor
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: prometheus-cadvisor
subjects:
- kind: ServiceAccount
name: prometheus-cadvisor
namespace: gs-cluster-k8s

cat <<EOF | tee "/mscli/workspace/cadvisor-role-binding.yaml
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: prometheus-cadvisor
roleRef:
apiGroup: rbac.authorization.k8s.io
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kind: ClusterRole
name: prometheus-cadvisor
subjects:

- kind: ServiceAccount
name: prometheus-cadvisor
namespace: gs-cluster-k8s

EOF

kubectl apply -f ~/nscli/workspace/cadvisor-role-binding.yaml

Hacrtpoiika napameTpoBs knacrepa

ITapamerpsl KylacTepa HACTPAUBAIOTCS C IOMOIIBIO 0JA nsctl

s HACTPOIKY HYZKHO TOIKIIOYUTCA K MOy nsctl, KOTOPBIH OBbLT 3amMyIeH Tpu CO3JaHUNA PAbOUIEro mpo-
CTPAHCTBA.

Tlomyuanre cnmcok momaoB pabodero mMpPOCTHAHCTBA

kubectl get pods --namespace gs-cluster-k8s

NAME READY STATUS RESTARTS AGE
nsctl-7£97cb6df4-8kjkec  1/1 Running O 57m

Tlomyuure goctym no ssh B mox nsctl

kubectl -n gs-cluster-k8s exec -it nsctl-7f97cb6df4-8kjkc -- /bin/bash

CoBer: B 6osee HOBBIX Bepcusx nscli gocrymuna komanma ./namespace.sh shell ajis TOAK/IIOYEHUS K
oy nsctl.

BwmosnanTe IEpBOHAYAIBLHYIO HACTPOHUKY

# cosdaem 2pynny

./resgroup.sh create --name gs-cluster-1

# ykasvieaem akmyansbrbll appkit

./resgroup.sh switch_appkit --name gs-cluster-1 --path appkits/vl

# ecau ebl 3azpyxasu groupkit, mo ykawxume ezo caedywuyel KOMAHOOU

# ./resgroup.sh switch_groupkit --name gs-cluster-1 --path appkits/vl

# cosdaeM 2KCKAOZUBHLIL 5 K3eMNAAD

./resbook.sh create --name global-server-excl --group gs-cluster-1 --class_name global_
—server_excl

# coszdaem KAOHUDYeMble 3K3eMNAADSI

./resbook.sh create --name global-server-share --group gs-cluster-1 --class_name global_
—server_share

#ak3emnaap wedyaepa

./resbook.sh create --name global-scheduler --group gs-cluster-1 --class_name global_
—scheduler

# pecypcel 6AAQGHCUPOBUUKA U MOHUMOPUH2Q

./resbook.sh create --name haproxy --group gs-cluster-1 --class_name haproxy
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./resbook.sh create --name grafana --group gs-cluster-1 --class_name grafana
# pecypc RabbitMQ
./resbook.sh create --name rabbitmq --group gs-cluster-1 --class_name rabbitmq

ITpumeuyanmne: O rpynmnax u KHUTax pecypcoB YUTaiTe B JIOKyMeHTAInN gs-ctk.

Croudurypupyiite XapakTepUCTUKH

./resgroup.sh init_spec --name gs-cluster-1

BBeﬂI/ITe HeO6XO/II/IMI>Ie XaPaKTEPUCTUKN NUJIN OCTaBbTE 3HAYECHUA IO YMOJITIAHUIO

VEnnnannsanyusa XapaKTEPUCTHK [jid TPYNIH pecypcoB gs-cluster-1
YcTaHoBKa XapaKTepHUCTHK [JId KHUTH pecypcoB:global-scheduler
OTcnexmBaTh METPHKH:true

JloIIONIHNTEeIbHO OTCHIJIATh METPHKHM BO BHEIHKK CHCTEeMy:true
BBemure MakcumanbHel pasMep(java -Xmx) znsa globalscheduler:800M
Beemgure 3ampoc CPU gma globalscheduler:1

BBenmuTre 3ampoc MEMORY nmna globalscheduler:1G

Beemure mumvuTH CPU nmna globalscheduler:1

Beemure mmvumTe MEMORY nmna globalscheduler:1G

Beemgure 3ampoc CPU mna systemagent:1

Beegure 3ampoc MEMORY nmna systemagent:250M

Beemure mumuTh CPU mna systemagent:1

BeemuTre mumvuTe MEMORY mnma systemagent:500M

YcTaHoBKa XapakKTepHCTHK [IJId KHUTH pecypcoB:global-server-excl
OTcnexmBaTh METPHKH:true

JloIIOIHNTEeNIPHO OTCHIIATh METPHKHM BO BHEIHKK CHCTeMy:true
BBemure MakcumanbHbl pasMep(java -Xmx) mus globalserver:3500M
BBenmuTe 3ampoc CPU mma globalserver:2

BBemure 3ampoc MEMORY zma globalserver:4G

Beegure mumuTH CPU zmna globalserver:2

Beegure smmmumTe MEMORY nmna globalserver:4G

Beemgure zampoc CPU mna systemagent:1

BBemuTe 3ampoc MEMORY zma systemagent:250M

Beemure mumuTh CPU mia systemagent:1

Beemure mmvuTH MEMORY znms systemagent:500M

YcTaHoBKa XapaKTepHCTHK IJid KHUTH pecypcoB:global-server-share
OTcnexmBaTh METPHKH:true

JOTIONHWTEeNIbHO OTCHIIATh METPHKHM BO BHEIHWD CHCTeMy:true
BBezmuTe MakcuMamnbHhM pasMep(java -Xmx) musa globalserver:3500M
BeenmuTe sampoc CPU mma globalserver:2

Beemure 3ampoc MEMORY nmna globalserver:4G

Beegure mummTH CPU zmna globalserver:2

Beegure smmmmTe MEMORY mna globalserver:4G

BBemuTe 3ampoc CPU mna systemagent:1

BBemuTe 3ampoc MEMORY znma systemagent:250M

Beegure mumuTH CPU nmna systemagent:1

Beegure mummTe MEMORY nmna systemagent:500M

YcTaHOBKa XapakKTEpHCTHK JJjd KHUI'HM pecypcob:grafana

BBemuTe 3ampoc CPU mma grafana:l
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Beemgure 3ampoc MEMORY nmna grafana:500M

Beegure mumuTH CPU mna grafana:2

Beegure mmmmTe MEMORY nmna grafana:1Gi

YcTaHOBKa XapaKTepHUCTHK JIJd KHHTH pecypcoB:haproxy
BBenmuTre 3ampoc CPU mma haproxy:1

BeemuTre sampoc MEMORY zma haproxy:500M

Beegure mumuTe CPU zmma haproxy:2

Beegure smmmmTe MEMORY nmna haproxy:1G

Ckoudurypupyiite napamMerpbl KjaacTepa

./resgroup.sh init_values --name gs-cluster-1

cdeaamn.

IIpenynpexaenune: FEciu Bbl 3axoTuTe MCHIOJB30BATH INgress, mMpoOYUTARTE CMAMBIO 0 MOM, KK MO

UHunuanusanusa 3HAYeHWN IS TPYNIH pecypcoB gs-cluster-1
BeBezuTe timezone mozos:Europe/Moscow

BBe,T_I;I/I'I‘e IIOMCKOBHE IOOMEHH IIJd resolv.conf(ecnn X HECKOJIBKO BBOIWUTE {Yepes HpO6e.TI)I

BeezuTe url 6asm mauHHX:jdbc:postgresql://dbhost:5432/global

BeemuTe alias 6a3n mamHHHX:global

BBemumTe mMa cekpeTa nya mnoab3oBaTend bJl:db-user-secret
BBemuTe THI IpHKIamHOIrO XxpaHmiamma:nfs

BeemuTe azmpec cepsepa(server):127.0.0.1

BeemuTe myTh(path):/mnt/nfs/gs-cluster-k8s/globalfilestorage

XoTuTh mobaBUTH OOIblle XPaHWIHIL? :HET

YcTaHoBKa 3HAYEHW OJIA KHUTU pecypcoB:global-scheduler

BBenmuTe azpec mocTyma K prometheus:kube-gs-resgoup-grafana-internal:9090
BeemuTe ampec mocTyma K loki:kube-gs-resgoup-grafana-internal:3100

BBenmuTe ampec mocTyma

BBenmuTe ampec mocTyma

tempo:kube-gs-resgoup-grafana-internal:3201

BHemHeMy loki:external.loki.domain:3100

K
BBemuTe azmpec mocTyma K BHemHeMy prometheus:external.prometheus.domain:9090
K
K

BBemure azmpec mocTyma

BHemHeMy tempo:external.tempo.domain:3201

BBenuTe uMa ceKpeTa C TOKEHOM IINaHWpoBIMKa:scheduler-token-secret

YcTaHoBKa 3HAYEHWN IJIA KHUTH pecypcoB:global-server-excl
BBemuTe ampec mocTyna
BBemuTe ampec mocTyna

BBenmuTe ampec mocTyma

prometheus:kube-gs-resgoup-grafana-internal: 9090
loki:kube-gs-resgoup-grafana-internal:3100

BHellHeMy prometheus:external.prometheus.domain:9090

K
K

BBemuTe azpec mocTyma K tempo:kube-gs-resgoup-grafana-internal:3201
K
K

BBenmuTe ampec mocTyma

BHemHeMy loki:external.loki.domain:3100

BBemuTe azmpec mocTyma K BHemHeMy tempo:external.tempo.domain:3201

BeBemure BHemnwmi ip(external_ip):127.0.0.1
BBefuTe UM CekpeTa s aIMUHUCTpaTopa:gs-admin-auth

YcTaHoBKa 3HAYeHWH OJIS KHUTU pecypcoB:global-server-share

BBe,II;P.[Te KOJILYEeCTBO SKBGMII.TIHPOBls

BeemuTe azmpec mocTyma k prometheus:kube-gs-resgoup-grafana-internal:9090
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BeemuTe azmpec mocTyma kK loki:kube-gs-resgoup-grafana-internal:3100

BeemuTe azmpec mocTyma k tempo:kube-gs-resgoup-grafana-internal:3201

BeemuTe azmpec mocTyma K BHemHeMy prometheus:external.prometheus.domain:9090
BBemuTe azpec mocTyma K BHemHeMy loki:external.loki.domain:3100

BBemuTe azpec mocTyma K BHelHeMy tempo:external.tempo.domain:3201

BBenuTe uMMA ceKpeTa OJd aIMUHHCTpaTopa:gs-admin-auth

YcTaHOBKa 3HAYeHWH IJId KHUTH pecypcos:grafana

Wcmonp30BaThH Ingress?[na,HeT]:HeT

BeemuTe BHemHmit ip(external_ip):127.0.0.1

BBemuTe Kiacc xpaHuminuma:nfs-storage

BBemuTe pasMep xpaHwmimma:b5Gi

BBemuTe mMMA CHCTEMHOIO IIOJIb30OBaTeNd C IpaBaMH Ha JOCTYI K MeTpumkKaM cAdvisor:prometheus-
—cadvisor

BBenmuTe mMa ceKpeTa C aKKayHTOM aiMMHHCTpaTropa Grafana:grafana-admin

VcTaHoBKa 3HaYeHWi I8 KHUTH pecypcoB:haproxy

UcnonszoBars Ingress?[ma,Her] :HeT

BeBemure BHemnwmi# ip(external_ip):127.0.0.1

BBemuTe mMa cekpeTa basic-auth ngmsa aBTopusamuym CTaTHUCTHKHU:secret-haproxy-auth
BeBemute mMa tls cexpera nna mocTyma mo https:

YcTaHOBKa 3HAYEHWN IJId KHUTH pecypcoB:rabbitmq

BeBemuTe HasBaHHMe CceKpeTa Ojid ZocTyma K RabbitMQ:rabbitmg-global

BBenmuTe HazBaHHMe CeKpeTa ONd INOCTyIma K KoHcomu RabbitMQ:rabbitmg-admin
BBenyuTe HasBaHHEe CO3JlaBaeMOT0 BHPTyalbHOTO xocTa RabbitMQ:globalrabbitmq
Hcmonp30BaTh Ingress?[ga,HeT]:HeT

Beezmure BHewnwmi ip(external_ip):10.40.1.100

BBemuTe BHemHumit mopt:15672

NoaxmouuTb RabbitMQ? [za,met] :ma

BBenmuTe azmpec RabbitMQ:gs-cluster-1-rabbitmg-internal.gs-k8s.svc.cluster.local
BeemuTe mopT RabbitMQ:5672

BBemuTe BupTyanbHHE XxocT RabbitMQ:globalrabbitmgq

BeemuTe cekper RabbitMQ:db-user-secret

Coser: B mocmemrmx Bepcmsix nsctl goctymna komanma ./tester.sh test-write --resgroup
gs-cluster-1, KOTOPYIO MOXKHO HCIOJB3BATh JJjId IMPOBEPKU 3AIMCHA BO BCE HCIOJIb3yeMble I'DYNIOHA pe-
CYypPCOB XpaHUIUIIA.

IIpu ucnonp3oBanuu ssl B haproxy ykakure nuMst CEKpPeTa, COAEPKAIIEro cepTuduKaT:

BeBemuTre mMa tls cekpera pmna mocTyma mo https: haproxy-tls
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SamycTuTe KIacTep

./resgroup.sh start_appkit --name gs-cluster-1
./resbook.sh enable_all --group gs-cluster-1
./resgroup.sh enable --name gs-cluster-1

YcraHoBKa cxembl 0a3bl JaHHbIX

Ha sTom 3Tane cepBep mpuioXKeHUil MOKEH OBITH TOCTYTIEH I OTKPBITHs Yepe3 Opay3ep. OmHaKO BOWTH
HE TIOJIyIUTCS - He MTPOWHUIMAIN3UPOBAHA 0a3a JAHHBIX.

./appkit.sh switch_und_upgrade --namespace gs-cluster-k8s --resgroup gs-cluster-1 --
—remote_appkit appkits/v1

./invoker.sh run --namespace gs-cluster-k8s --app nsctl --cmd "./resgroup.sh start_
—appkit --name gs-cluster-1"

MonyyeHune u ycTtaHoBKa NuUeH3UN

Hpouecc TOJIYyY€HUA U YCTAHOBKU JIMIIEH3UU ONUCAaH B (?mcymeﬂmauuu no nepeomy 6(1]0(9:[] 6 Cucmemy.

Yr1o pganbwe?

o IlonymaiiTe 0 HACTPOIKE KOMILJIEKTA I'DYIIIbl, €CJIM Bbl UCIIOJb3yeTe COOCTBEHHbIE CEPTUDUKATHI

e Hacrpoiite JGroups

[Iybunkyiite depe3 Ingress

e IIpoBoauTre peryaspHbie 00H08.AeHUA TPAKIATIHOTO PEIEHNAsT U 00PAa30B KOHTEHHEPOB

5.3 Heynpasnsiemblii pexxum

Vruaura nscli mo3BossieT pa3BepHYTh KJIACTEP B HEYIPABISIEMOM pexkume. Tak BMECTO CO3MaHUs MTPOCTPAH-
CTBA MUMEH U PA3BEPTHIBAHWS YIIPABJSIONIEro moma nsctl, nscli co3mact y»ke roToBbIi TAKET, OMUCHIBAIOIINI
BCe TPYIIBI U KHUTHA PECYPCOB, KOTOPBIN 3aTeM yKe MOXKHO Pa3BEPHYTh HA KJjacrepe mpu momoru kubectl.

Mpbl pekOMeHIyeM ITOJIb30BATHCI YNPABAAEMbLM PENHCUMOM, HO BaM MOKET ObITh HEOOXOAuMO paboTaTh C
kiacrepom Kubernetes Hanpsimyio ¢ MUHUMAJIBHBIM 3a/ieiicrBoBanueM yruiur Global.
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CpaBHeHue ynpassisieMOro n HeyrnpasasieMoro pexuma

KpuTte- VYnpaensiemblii pexxum HeynpaBnsemblii pexxum

puii

Crenenb | Bce ocHoBHBIE 3a1a4m, HEOOXOIUMbBIE /I pa3- | ABTOMATH3WPOBAHO JIIIH CO3AHUE PECYD-

aBroma- | BeprbiBanusa u nogaaepxkku Global ERP B kita- | coB, ommchiBaOuX KOHTEHHEPHl U KOHMU-

TH3AIUU | CTepe, ABTOMATU3UPOBAHHBI TyPAaIUIoO PerleHnst

Cnox- Pab6ora ¢ narusubivu cpencrBamu K8s ceenena | s umcrmonb3oBanust TpebyeTcst TIyOoKoe

HOCTD K MHUHUMYMY, UCIIOJIb3YIOTCS yI00HbIE 00epTKN | nmonnManne K8s.

aIMUHY-

CcTpUpO-

BaHUA

O6H0B- Ecrp namarkeHHble KOMaH/ bl OOHOBJIEHUSI pe- | YTHJIMTa B HEYIPABJSIEMOM pEXKHMe He

JieHue MIE€HUs ¥ PAOOTHI C CETEBHIMU XPAHWJIUIIIAMHI obecrieunBaeT JOCTABKU KOMILJIEKTA MPUJIO-

Kenwnit, Kak u ooHoBeHus Bl

Bepo- CpeacTBa AMarHOCTHKHY M pyrue npegoxpanu- | Ilpegoxpanurenn [1eficTBYIOT TOJIBKO BO

SATHOCTH | TEJU COMPOBOXKIAIOT MOJIH30BATENIO BO BpeMsi | BpeMsi pPaboThl € KOHMDUIYPAIUOHHBIMA

omubOK | TMOJb30BAHMS YTUIUTOH, YTO YMEHbIIAET KO- | (aitnamu. Berpoenubix cpeacTs quaraocru-
4eCTBO OLIMOOK ¢ yIIPOIIAET UX OTJIAJIKY KU MEHBIIIE, Y€M IIPH YIIPABJIAEMOM DEXKUME

Pa3sepTtbiBaHne B HeynpasasieMOM pexume

WMucrpykmua nana gmis:

e pabouero kiacrepa Kubernetes u3 ommoit control-plane mozpr (10.0.1.1) u Tpex paBouux uox ¢ 6I'B
O3Y u ycranosnenubiM auctpubytuBom Debian;

o ;1Byx NFS-xpanumurg 10.0.2.1 ¢ Toukamu montupoBanus /nfs/sys u /nfs/app;

e PostgreSQL-ceprepa 1o azapecy 10.0.3.1 ¢ nodzomosaennoi B global;

e jump-xocra ¢ gocrymom K Kubernetes.

Coser: [locrym K KJacrepy /st XOCTa, Ha KOTOPOM OyayT remepupoBarbcd pecypcnl K8s mpu momormum nscli,
HeoOs3aTesEH.

1. YcranoBuTe yTUAUTY NSCli B COOTBETCTBUU C UHCMPYKUUED.

2. TMoxrorosbre nanky c xomnaexmom npusosicenutd (appkit). IlomecTure eé Ha MallMHYy C YTUIUTOMN,
Hamnpumep, 1o nyru ~/nscli/workspace/appkit.

3. IloaroroBbre pecypcvl cekpemos U poal 0ai MOHUMOPUHZG.

4. Bomosinure B nanke nscli, 9To0bl no1yunTh (M3MEeHUTH) KOHMDUTYDAIMIO HEYIPABISIEMOrO PEKUMA:

./namespace.sh configure_unmanaged --config workspace/config.yaml

B xo01e macTpoitku yKaxKuTe HAa3BAHUSA, XapAKTEPUCTUKU W HACTPONKU MPOCTPAHCTBA UMEH, TPYII U
KHUT PecypcoB.

Yruiura HOIPOCHT y BAC LyTh K LAlKe C KOMIUIEKTOM Lpusioxkenuii (appkit), mocsie BBoga yrusiu-
Ta YMaKyeT KOMTIJIEKT, TTePECINTAET U TIOMECTHUT B TTAaNKe €r0 Xell-CyMMBI, TTOCJIe Mer0 COXPAHUT UX B
koHpuUrypamuonuom daiiae. YTodbl mepeynakoBaTh KOMILIEKT W MEPECUUTATh XeI-(DYHKINH B HEWH-
TePAKTHBHOM DEeKHMe MCIOJIb3yiTe KOMaHay ./appkit.sh refresh_hash --source.
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CoBer: B HEKOTOPBIX MOJISAX, HATPUMED, TIPU BHIOOPE KJIACCA KHUTH PECYPCOB, MOYKHO HCIIOJIH30BAThH
CTPEJIOYKY «BBEPX»-<«BHU3» JjIsd BHIOOPA M3 YACTO BCTPEYAEMBIX BAPUAHTOB.

IIpumep:

k8sadmin@k8s-terminal02:~/nscli$ ./namespace.sh configure_unmanaged --config,
—workspace/config.yaml

BBemuTe mMa pabodero mpocTpaHcTBa:gs-cluster-k8s

Beemure azpec mokep perucTpa:dockerhub.global-system.ru

BBemuTe monb3oBaTeNd IJid aBTOPH3alWK JOKepa:userk8s

BBenmuTe maposb OJiA aBTOPH3AIMH LOKEPA : *dkkkk**kk

BBemnTe maposb AjiA aBTOPH3AIMH HOKEPA: *dkkk**kxk

BrbepuTe Tun pemos3uTopud:nfs

HeobxomuMo 3amaTek mapaMeTph ana Network File System

BBemuTe mMa cepBepa:10.0.2.1

BeemuTe myTh:/nfs/sys

JobaBurhs rpyunmy gs-cluster-17[ma,mer]:za

BBenmuTe HasBaHHWe TpPYNOH pecypcoB 1 (Wim ocTaBbTe IYyCTHM, YTOGH NPUCTYIUTDL K
—HacTpolike rpymm):gs-cluster-1

BeenuTe HasBaHHMEe TPYNIH pecypcoB 2 (WiM OCTaBbTEe IYCThHM, YTOGH NPUCTYIHUTDL K
—HacTpolike Ipymm) :

NEnimanusanus 3HAYEHWH JJIsa CPYNIOH pecypcoB gs-cluster-1

Beemure timezone momos:Europe/Moscow

BeemuTe url 6asm mauHbx:jdbc:postgresql://10.0.3.1:5432/global

BBemuTe alias 6a3m maHHHX:global

BBemuTe mMa cekpeTa nna moab3oBaTena BJl:db-user-secret

BBemuTe THMH npuKIamHOTrO XpaHuiuma:nfs

Beemure azmpec cepBepa(server):10.0.0.2

Beemute myTh(path):/nfs/app

XoTuTe 3arpysuTh MeTalaHHHe appkit w3 manku? [ma,HeT] :zma

VraxuTe myTh K mamke c appkit:workspace/appkit

MeTapanmnne appkit 3arpyXeHH

YraxuTe xem globalserver:9828f2ebb9979e9e9765e8fe7591557bd15d0c3a

YkaxuTe xem applib:56451d21e04b84fad0a87a3867d7bdbe91£464£5

YkaxuTe xem profile:fb2add3bb36ebd219da754352ccdf0c78143e2fc

VraxuTe myTh K mamke ¢ appkit Ha cmcTemHoM xpammimme (NFS):appkit/vil
BrmManme! B HeympaBieMoM pexuMe BhH o6g3aHH caMH IIOMeCTHTb appkit Ha cumcTeMHoe
—XpaHWINlle IO yKas3saHHOMy IyTH

YraxuTe cocTodHme appkit:started

BBemuTe myTh K Halke C KOMIUIeKToM rpymms (groupkit) Ha cucTtemuoM xpasummume (NFS);
—,OCTaBbTe IIyCTHM, €CIH OH He TpebyeTcsd:

BBemuTe HasBaHWe KHWUTU pecypcoB 1 B rpymme gs-cluster-1 (wiam ocTaBbTe HmyCThM, YTOOH
—+3aKOHYATH HACTPONKYy KHUI pecypcoB):global-scheduler

BeBemure Knacc kHUTE pecypcoB global-scheduler B rpymme gs-cluster-1:global_scheduler
Jo6aBuTh KHUTY pecypcoB global-scheduler?[ma,Het]:zma

HacTpoiika KHuUTE pecypcoB global-scheduler...

OTcnexuBaTh METDHKH:true

JloTIOJIHNTeIbHO OTCHUIATh METPHMKHM BO BHENHKWI cHCTeMy:false

Beemure MakcuManbHHE pasMep(java -Xmx) gnsa globalscheduler:800M

BBemure 3ampoc CPU mma globalscheduler:1

BBemuTre 3ampoc MEMORY mna globalscheduler:1G

Beemure muvute CPU nmia globalscheduler:1

(continues on next page)
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BeBemure mumuTe MEMORY mna globalscheduler:1G

BeBemure 3ampoc CPU zma systemagent:1

BeBemure 3ampoc MEMORY mna systemagent:250M

Beemure muvuTe CPU nmna systemagent:1

Beemure mmvuTH MEMORY mnma systemagent:500M

BBemuTe azpec mocTyma K prometheus:gs-cluster-1-grafana-internal:9090
BeBemuTe azmpec mocTyma kK loki:gs-cluster-1-grafana-internal:3100
BBemuTe azmpec mocTyma K tempo:gs-cluster-l-grafana-internal:3201
BBenmuTe uMa cekKpeTa C TOKEHOM IJIaHWpoBIUKa:scheduler-token-secret
BBenuTe HasBaHWE KHUTH pecypcoB 2 B rpymmne gs-cluster-1 (uam ocTaBbTe myCTHM, YTOOH
—»3aKOHYNTh HACTPONKY KHHUI pecypcoB):global-server-excl

BBemuTe Kmacc kHUTE pecypcoB global-server-excl B rpymmne gs-cluster-1:global_server_
—excl

OTcnexmBaTh METPHKH:true

JIoTIONIHNTEeIbHO OTCHIIATh METPHKM BO BHENHKWH cucTeMy:false

BeemuTe MakcuManbHhi pasMep(java -Xmx) mnsa globalserver:3500M

Beemure 3ampoc CPU gma globalserver:2

BeBemure 3ampoc MEMORY mna globalserver:4G

BeBemure mmmuTH CPU mma globalserver:2

Beemure muvuTH MEMORY mma globalserver:4G

BBemure 3ampoc CPU mma systemagent:1

BBemmTre 3ampoc MEMORY zna systemagent:250M

Beemure mumuTH CPU znnma systemagent:1

Beemure smmmuTe MEMORY mia systemagent:500M

BBemuTe azpec mocTyma K prometheus:gs-cluster-1-grafana-internal:9090
BBemuTe azpec mocTtyma K loki:gs-cluster-l-grafana-internal:3100
BBemuTe azpec mocTyma K tempo:gs-cluster-l-grafana-internal:3201
Beezmure BHemwnumii ip(external_ip):

BBemuTe mMaA cekpeTa And aIMUHHCTpaTopa:gs-admin-auth

BBemuTe THI cekpeTa I amMuHHCTpaTopa:kubernetes.io/basic-auth
BBenmuTe HasBaHWE KHUTH pecypcoB 3 B rpymmne gs-cluster-1 (unam ocTaBbTe myCTHM, YTOOH
—»3aKOHYNTh HACTPONKY KHHUI pecypcoB):global-server-share

BBemuTe Kmacc kHUTE pecypcoB global-server-share B rpymme gs-cluster-1:global_
—server_share

OTcnexmBaTh METPHKH:true

JIoTIONIHNTEeIbHO OTCHUIATh METPHKM BO BHENHKWH cucTeMy:false

BeemuTe MakcuManbHhi pasMep(java -Xmx) mnsa globalserver:3500M

Beemure sampoc CPU mma globalserver:2

BeBemure 3ampoc MEMORY mna globalserver:4G

Beemure smmmuTH CPU mma globalserver:2

Beemure muvuTe MEMORY mma globalserver:4G

BBemure 3ampoc CPU mma systemagent:1

BBemmTre 3ampoc MEMORY zma systemagent:250M

Beemure mumuTe CPU nnma systemagent:1

Beemure smmmuTe MEMORY mna systemagent:500M

BBemnTe KOIMYECTBO 3SK3EMILIAPOB: 2

BBemuTe azpec mocTyma K prometheus:gs-cluster-1-grafana-internal:9090
BBemuTe agpec mocTtyma K loki:gs-cluster-l-grafana-internal:3100
BBemuTe azmpec mocTyma K tempo:gs-cluster-1-grafana-internal:3201
BBemuTe mMa cekpeTa And aIMHHHCTpaTopa:gs-admin-auth

BBemuTe THI cekpeTa I amMuHECTpaTopa:kubernetes.io/basic-auth
BBenmuTe HasBaHHWE KHUTH pecypcoB 4 B rpymme gs-cluster-1 (unm ocTaBbTe myCTHM, YTOOH

—,3aKOHYNTb HACTPOHMKY KHUT pecypcoB) :grafana (continues on next page)
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BBemuTe Kmacc kHUru pecypcoB grafana B rpymme gs-cluster-1l:grafana

HacTpoiika kuHuru pecypcoB grafana...

BeBemure 3ampoc CPU gma grafana:l

BBemure 3ampoc MEMORY mma grafana:500M

Beemure mmvutH CPU nmma grafana:2

Beemure mumvuTe MEMORY mnas grafana:1Gi

BeBemure BHemwnwmi ip(external_ip):10.0.1.1

BBemuTe Knacc xpamumimma:local-storage

BBemuTe pasMep xpanummuma:l1Gi

BBemnuTe mMMA CHCTEMHOTO IIONIb30BATeNd C IIpaBaMH Ha OOCTYI K MeTpHKaM,
—cAdvisor:prometheus-cadvisor

BBemuTe mMaA cekpeTa C akKKayHTOM aIMuHHCTparopa Grafana:grafana-admin

BBemuTe HasBaHME KHWTH pecypcoB 5 B rpymme gs-cluster-1 (mmm ocTaBbTe HmyCThM, YTOOH
<»3aKOHYNTh HACTPOHKY KHHI pecypcoB):haproxy

BBemuTe Kiacc KHWTM pecypcoB haproxy B rpymme gs-cluster-1:haproxy

HacTpoiika KHUTEH pecypcoB haproxy...

BeBemure 3ampoc CPU gma haproxy:1

BeBemure 3ampoc MEMORY mma haproxy:500M

Beemmre mmmuTH CPU zma haproxy:2

Beemure mumvuTe MEMORY mma haproxy:1G

Beemure BHemnmit ip(external_ip):10.0.1.1

BeemuTe BHemHmit mopt(external_port):8081

BBemuTe mMa cekperTa basic-auth zma aBTopusamum CTaTHCTHKHU:secret-haproxy-auth
BBemuTre mMa tls cekpeTa mna mocTyma mo https:

JllobaBuTh KHUTY pecypcoB rabbitmq?[ma,met] :za

BBenuTe HasBaHWE KHUTH pecypcoB 6 B rpymmne gs-cluster-1 (unam ocTaBbTe myCTHM, YTOOH
~»3aKOHYNTh HACTPONKY KHHI pecypcoB):rabbitmqg

BBemuTe Kilacc KHUTH pecypcoB rabbitmq B rpymme gs-cluster-1:rabbitmq
HacTpoiika KHUTE pecypcoB rabbitmg...

BeBemure 3ampoc CPU gma rabbitmg:1

BBemuTre 3ampoc MEMORY mnma rabbitmq:2Gi

BeBemure mumuTe CPU mmsa rabbitmqg:2

BeBemure mmmuTe MEMORY mna rabbitmq:4Gi

BBemuTe HaszBaHHWe ceKpeTa Oid ZocTyma K RabbitMQ:rabbitmg-global

BBemuTe Ha3BaHHWe CceKpeTa Ojd AOCTylma K KoHcoixm RabbitMQ:rabbitmg-admin
BBenmuTe HasBaHMe CO3aBaeMOr0 BUPTyalbHOTO xocTa RabbitMQ:globalrabbitmq
Beemure BHemmmit ip(external_ip):10.0.1.1

BBenuTe BHemHui mopt:15672

BBemuTe HasBaHWE KHWTHU pecypcoB 7 B rpymme gs-cluster-1 (miam ocTaBbTe HmyCThM, YTOOH
<»3aKOHYNTH HACTPOHKY KHHUI PECypCOB):

MomkmouuTs RabbitMQ? [ma,meT] :zma

BBemuTe agpec RabbitMQ:gs-cluster-1-rabbitmg-internal.gs-cluster-k8s.svc.cluster.
—local

BeBemure mopT RabbitMQ:5672

BBemuTe BupTyanbHHI xocT RabbitMQ:globalrabbitmq

BeBemure cekper RabbitMQ:rabbitmg-global

. TTomecTuTe yrakoBaHHBIH KOMILIEKT MPUJIOKEHUH (HAXOIUTCS IO TOMY Ke 1yt ~/nscli/workspace/
appkit) ma cucremuoe (NFS-)xpanuuine, 1m0 yKazaHHOMY Ha IIPEAbLAYIIEM JTale myTu (B Hamem
ciyudae /nfs/sys/appkit/vi/).

. CosmaiiTe pecypcbl ¢ IPOCTPAHCTBOM MMEH, IPYIIIAMU U KHUTAMU:
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./namespace.sh create_unmanaged_namespace --config workspace/config.yaml --
—.namespace-deploy workspace/namespace.yaml # npocmpancmeo umMer
./namespace.sh create_unmanaged_resources --config workspace/config.yaml --
—resources workspace/resources.yaml # zpynnbl u KHuzu pecypcos

7. IlocseroBaTeIbHO IPUMEHUTE PECYPC TPOCTPAHCTBA UMEH, CEKPEThI, POJIU M, HAKOHEIl, TPYIIIbl i KHUTH
pecycpoB:

kubectl apply -f workspace/namespace.yaml
# kubectl apply -f secrets.yaml

# kubectl apply -f roles.yaml

kubectl apply -f workspace/resources.yaml

8. IlpoBepnbre, uTO KytacTep MCIpaBHO paboTaer:

® IIPOCMOTPHUTE CIUCOK Pa3BepPHYTBIX IIOAOB Ipu noMomu kubectl get -A pods Ha mHanmgume co-
3/IAHHBIX PECYPCOB U IPOBEPHTE, YTO OHU PADOTAIOT;

e oNpoby#iTe MOIKIIOUUTRHCSA K BeO-unHTepdeiicy depes Opaysep no ykazaunomy mjis HAProxy azn-
pecy.

B cnydae mencnpaBHOCTEl TpoaHau3upyiire goru U Mmerpuku npu nomornu Grafana.

COBeT: HOﬂbI ABTOMATUYECKN TEPE3aNyCKaITCA ITPU KPUTUYECKUX OH_II/I6KaX7 4TO MellaeT JUualrHo-
CTUKe HeucIpaBHOCTed. YTOOBI OCTAHOBUTH MEPE3ANYCK BKJIIOUUTE PEHCUM OMAGIKU.

Buumanwue: Bbl Moxere sienarh NpaBKu B KOH(MUIYPALUMHT, & 3AT€M I€HEPUPOBATH U IIPUMEHSITh HOBbIE
pecypchl ¢ aTumu pakamMu. OIHAKO 00paTUTe BHUMAHNE, 9TO B HEYTPABJIAEMOM PEKUME TIPU UCTIOIB30-
Bauuu kubectl yrasenue yxe pa3sBepHyThIX peCypcoB Ipu moMoIu yaml-manundecta modTn HEBO3MOKHO.
CuleioBaresibHO, Takue IeHCTBUs, KaK BbIKJOUeHue Ingress B Kondurypaiuu (4ro Tpebyer yiajexue
pecypca tuna Ingress 8 Kubernetes), He 6yayT orobpazkeHbl Ha KJIacTepe [PU IPUMEHEHUH HOBBIX PECYp-
coB. [ToaTomy moce mostydenusi BEPHON KOH(MUIYPAIUU PEKOMEH/YETCs yIAJIUTH IPOCTPAHCTBO UMEH U
MPUMEHUTH PECYPChI CHOBA.

LLincdposanue HacTpoek y4eTHow 3anucu oT peectpa oopa3os Docker

IlockobKy PEKBU3UTHI OT PEecTpa 00PaA30B - TO YyBCTBATEIbHASI HH(MOPMAIIHS, OHA XPAHUTCS B KOH(PUrypa-
i B 3ammdposanaoM Bujae. Cie1oBaTesibHo, 9T00bI PAOOTATH C HUMU HY2KEH MACTeP-KJII0Y, XPAHSIIUICS 110
nyTa ~/.gs-ctk.priv, u HacTpoiiku mudposaresns no nytu (~/nscli/)workspace/cryptor_state.json.

O6paruTe BHUMaHWE, YTO MACTEP-KJII0Y HE Tpebyercs jid paboThl ¢ TPYIMIaMu W KHUTAMU PecypcoB. Bor
MOXKETe CKa3aTh YyTUJIUTE HE PACITU(POBLIBATH PEKBU3UTHI JTOKEP IIPHU MOMOIIU apaMeTpa --no-cryptor.

./namespace.sh configure_unmanaged --no-cryptor --config cfg.yaml

./namespace.sh create_unmanaged_resources --no-cryptor --config cfg.yaml --resources m.
—yaml

./namespace.sh create_unmanaged_namespace --config cfg.yaml --namespace-deploy ns.yaml #,
< HE803MONHO CcpopMupoeams npocmparcmeo umer be3 NPaABUALHO20 MacCMeD-KA0YQ
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Mepexoc koHdurypauynm

B nocieHAX BEPCUSAX YTHIATAX, JKCTOPTN,/ UMNOPM KOHGU2Ypayuy yIPaBISeMOro PeKIMa MOTHOCTHIO COB-
MeCcTHM C KOHQUTypalueii HeympaBJisieMOro PeKuMa.

Yr006bI mmepenecTu KOHMUTYPAIHIO, BHITOTHATE:

./configmgr.sh export --namespace gs-cluster-1 --file workspace/config.yaml
# konpuzypayus gs-cluster-1 cozpanena e pala workspace/config.yaml

./namespace.sh configure_unmanaged --config workspace/config.yaml
# ykaxume Hacmpolku peecmpa 06pa3os u eHecume Opyaue HeOOTOOUMblE UBMEHEHUS, HANPpUMED,.
—noMeHAlme Ha36aHUE NPOCMPAHCMEN UMEH

Teneps BbI MOxkeTe ucmonb3oBarh (~/nscli/)workspace/config.yaml, kKak KOH(MUIYDPAIUIO HEYIIPABJIse-
MOrO PERHMA.

OG6HoBNEHNE KOMMNIIEKTA NPUIOXKEHUA

TlockonbKy B HEyNPaBIsIEMOM DeXKWMe yTHUJIATA NSCli He mMeeT JOCTya K KIacTepy, BaM MPHUIETCH CBOMMHU
PyKaMu BBIIIOJIHUTD [POIEIYPY, KOTOPYIO OOBIYHO P OOHOBJIEHUH BBIMOJIHSET YTUIUTA:

1. ITomecTnTe HOBBIN KOMIIIEKT Tpuioykennii B manky (~/nscli/)workspace/appkit.

2. IlepeBesnTe KOMIJIEKT PHUJIOKEHNH B cocTostHe stopped. /lis 3Toro, m3amMenure B KOHUre, KOTOPbIi
BbI [IOJIYYHJIU TIPY IOMOIIU KOMaH/bI . /namespace.sh configure_unmanaged (B Hamem npumepe (~/
nscli/)workspace/config.yaml) 3uadenue cocrosuus (spec.appkit.state) y HeoOXOAMMO MPYIIIIbI
peCypCoB Ha yKa3aHHOe.

config version: 1
resgroups:
- name: gs-cluster-1
spec:
appkit:

path: appkit/vi1
state: stopped
applib_shal: 56451d21e04b84fad0a87a3867d7bdbe91f464£5

values:

Co3naiiTe u IPUMEHUTE HOBBIE PECYPCHI:

./namespace.sh create_unmanaged_resources --config workspace/config.yaml --
—resources workspace/resources.yaml
kubectl apply -f workspace/resources.yaml

3. Banycrure pegakTop KOH(MUIYPAIUK:

./namespace.sh configure_unmanaged --config workspace/config.yaml

ObHOBHUTE Xelln KOMILIEKTA MIPUIOKEHUI U yCTaHOBUTE eMy cocrosinue drained, KOr/a Mob30BaTeN N
HE IIOAKJII0YAeTCsd, HO CepBep LpuJIozKeHuil paboraer.
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Coset: YT00B!I yTHINTA CAMa TOICYUTAIIA XE€IH, YKAXKUTE B T0Je «XOTHTE 3arPy3UTh METAJAHHbIE
appkit u3 manku?» 3HaYEHWE <Ay, 3aTEM YKarKHUTE TANKY C HOBBIM KOIMJIEKTOM mpuioxkenuii (~/
nscli/)workspace/config.yaml.

k8sadmin@k8s-terminal02:~/nscli$ ./namespace.sh configure_unmanaged --config
—workspace/config.yaml

XoTuTe 3arpysuTh MeTazamHwe appkit ms manku? [ma,mert]:gma

VraxuTe myTh K mamke ¢ appkit:workspace/appkit

MeTapmanne appkit 3arpyxeHH

YraxuTe xem globalserver:de014bfd3604100eal9b4b5a6104e789fe136692

YraxuTe xem applib:ca4118bed4befc4509e80£9cb97279399d697call

YraxuTe xem profile:18ddcb5f7762ae21b3789692f304b4ade35c8f115

VraxuTe myTh K mamke ¢ appkit Ha cmcTemHoM xpamwmume (NFS):appkit/v2

BanMarme! B HeympaBlleMoM pexuMe BH o6d3aHH caMu IIOMECTHTh appkit Ha cHCTeMHOe
—XpaHWIHIle IO yKa3saHHOMy NIyTH

YraxuTe cocTogHme appkit:drained

Coset: Ob6paruTe BHUMaHue, 9TO HOBBIH appkit xpanurcs no mytn appkit/v2, a ne appkit/vl.

4. CkonupyiiTe HOBbIi KOMILUIEKT IpUJIOXKeHuil ¢ xemamu (workspace/appkit) ma cucremuoe NFS-
XPAaHUJIMLIE 1O yKa3aHHOMY 1nyTu (appkit/v2).

5. IlpuvennTe HOBYIO KOH(MUTYDAIHIO.

./namespace.sh create_unmanaged_resources --config workspace/config.yaml --
—resources workspace/resources.yaml
kubectl apply -f workspace/resources.yaml

6. ObuoBuTe 6a3y maHubIX. [Lag 9TOTO nodkawumecs k nody ¢ IKCKIIOZUBHBIM IK3IEMILIAPOM CEPBEPA
npunoxkenuii (global-server-excl) u BblosiHuTE HA HEM KOMAaHIY:

./migrator.sh upgrade

Coset: BnI Takzke MozKeTe BOCIOIB30BATHCS KOMAHI0M . /invoke. sh B cocraBe nscli, eciu y yTuauThb
€CThb JIOCTYI K KJIACTEPY.

./invoke.sh --namespace [namespace]| --app [resgroup]-[resbook] --cmd './migrator.
—sh upgrade'

, Lue [namespace| - npocrpaHcrso umel, [resgroup| - rpyuina pecypcos, [resbook| - kuura pecypcos
kjacca global-server-excl

IIpoBepbTe, 9TO BHIBO reHEpATOpa TAOIUIL He COOOIaeT 00 OMMOKAX.
7. IlepeBeaure HOBBII KOMILIEKT NPUJIO2KEHUI B COCTOsiHueE started aHaaoOruvHO mary 2.

OO6HOBJIEHNE JIOIXKHO OBITH 3aBEPITIEHO, a CepBEP MPUJIOKEHWN JOJIXKEH MPUHIMATDH MOJIH30BATEIE.
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O6HoBneHne Ha HOBYlO Bepcuio gs-ctk

O6HOBIeHIE 10 HOBOU Bepcuu gs-ctk He OT/IMYaeTCs OT Pa3BEPTHIBAHUS B TIEPBBIA Pa3 338 T€M MCKJIIOYEHUEM,
YTO HAYUHAETCS OHO C PEeJIAKTUPOBAHUS y¥Ke MMEIOIIErocs y Bac KoHpuryparuoHHoro daiina. Huxke Mbr
PACCMOTPHUM CaMBbIi IIPOCTOI BapraHT OOHOBJIEHHEM JIHIIL C UCIOab30BaHneM nscli m kubectl.

Coser: IIpu HEOOXOIUMOCTH aIaNITUPYITE STOT BAPUAHT OOHOBJIEHIS COTJIACHO BAIMM TPEOOBAHUSIM TI0 Pa3-
BepThiBaHui0. duraiite monpobuee B mokymentannn Kubernetes mo moBomy CymecTBYIOMUX CPEACTB YIIPaB-
JIEHUS pecypcaMu u OOHOBJIEHHS KOHTEHHEPOB.

1. BamycTure pefakTop KOH(MUTYPAIMA ¥ BHECUTE HYKHBIE W3MEHEHWS B yyKe MMEIOIIniicss KOH(DUTrypa-
IUOHHBIH (aii:

./namespace.sh configure_unmanaged workspace/config.yaml

Ckopee BCero, m3MeHEHHs HE MOTPEOYIOTCs, HO JAHHBIM IIar rapaHTUPYeT, 9TO OyAyT yKa3aHbI BCE
HEODOXOIUMBIE I PA3BEPTHIBAHNS HACTPOUKH.

2. Ynamure npocrpancrso umern B Kubernetes:

kubectl delete namespace gs-cluster-k8s

Buaumanwme: IIpocroro mepecosdmanust pecypcoB 6e3 yaaaeHusi CTaporo MpoCTPAHCTBA UMEH Oy/er
HETOCTATOYHO, TAK KAK OT MPEIbIAYINel BEPCUU MOTYT OCTATHCS PECYPCHI, MTPU3HAHHBIE YCTAPEB-
IIUMHU B HOBOHM BEpCHU.

Coser: Eciu Bbl HE MOXKeTE yIaduTh IPOCTPAHCTBO MMeH (HAUPUMED, M3-33 OTCYTCTBHs LPAB), HO
y Bac ectb yaml-manudect ¢ pa3pepuyToii Bepcueil pecypcos Kubernetes, Bbl MOKeTe HCIOIB30BATD
KoMaHIy kubectl delete -f mia ymamenus pecypcoB. Torma BaM He TPUIETCS YAATATH TPOCTPAHCTBO
HWMEH, CEKPEThI U POJIU TIPU OOHOBJIEHUH.

kubectl delete -f workspace/resources.yaml

IIo NpUYrUHaM BBINIE PEKOMEHIYEeTCAd BCE Ke YIaJUTHh TPOCTPAHCTBO UMEH, €CJIN TaKad BO3MOXKHOCTH
€CThb.

3. Crenepupyiite pecypcbl 3aHOBO:

./namespace.sh create_unmanaged_namespace --config workspace/config.yaml --
—namespace-deploy workspace/namespace.yaml

./namespace.sh create_unmanaged_resources --config workspace/config.yaml --
—resources workspace/resources.yaml

U npumennTe ux:

kubectl apply -f workspace/namespace.yaml
# kubectl apply -f secrets.yaml

# kubectl apply -f roles.yaml

kubectl apply -f workspace/resources.yaml
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https://kubernetes.io/docs/tasks/manage-kubernetes-objects/
https://kubernetes.io/docs/tasks/manage-kubernetes-objects/
https://kubernetes.io/docs/tutorials/kubernetes-basics/update/

5.4 Otnagka pabotbl noga

IIpu mpobmemax koHduUrypamun wim 00X APYrux npobjieMax BO3HMKAIOMMX ¢ moaoM kubernetes aBro-
MaTHUYECKHU Tepe3anyCcKaeT ero. Takoil pPeKuM MO3BOJISIeT MOJIEPKUBATH BBICOKYIO JOCTYIHOCTH, HO IPHU
omubKax TPY/IHO BbISIBUTH [PUIHHBI.

s ornanku paborsl moma mpeaycmorper debug pexxwum. [logbl B pekume OTIAIKKA HE MEPE3aAIyCKAOTCs
ABTOMATUYECKH, ITO TO3BOJISAET MOAKJIIOYUTHCH AIMWUHUCTPATOPAM HAMPIMYIO B TOI W OTJIQJAUTH PADOTY
TIPUJIOYKEHUS.

Bkoiiouenune pekuMa OTJIQJIKH B yIPABISIEMOM PEXKHIME:

./resbook.sh disable --name global-server-excl --group gs-cluster-1
./resbook.sh enable_debug --name global-server-excl --group gs-cluster-1
./resbook.sh enable --name global-server-excl --group gs-cluster-1

YT00bI BKIIOYUTH PEKUM OTJIAQIKNA B HEYPABIAEMOM DEXKUME, BPYUHYIO U3MEHUTE B PECYPCE COOTBETCTBY-
IOIIEro MoJIa 3Ha4YeHne mepeMeHHON okpyzkeHnsa 1S_DEBUG_ENABLED Ha true.

5.5 AgMUHUCTpUpOBaHME CUCTEMDI

Komanapl aaMUHICTPUPOBAHKS KIACTEPA BBIMOJHAIOTCA B KOHCOIN CIEIHATLHOrO Moaa nsctl.

s yrporienns: omepamnuit aIMIHACTPUPOBAHUS MOXKHO WCIIOJB30BATh HCIOJIH30BATh invoker, KOTOPDIi
TIO3BOJISAET BBITTOJHATH KOMAHIBI HA MOJAX.

Buumanwme: invoker.sh mpow3BomuT ymasleHHOE BBINOJTHEHHE KOMAHJ, KOTOPbIE HE HMEIOT JHAJIOTa C
[I0JIb30BATEJIEM.

3anyck 1 0CTaHOBKA KOMIIEKTA MPUSIOXKeHU

Kowmanapr 3amycka 1 OCTAHOBKYM KOMILIEKTAa MPUIOKEHUN OCTAHABIMBAIOT CEPBEPA MPUJIOKEHUN B MOJAX

OcraHoBka komniekTa

OCTaHOBUTH KOMILIEKT MPHIOXKEHWH

./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "./resgroup.sh stop_appkit --
—name rg-debug"

i
e gs-cls-debug - meiimcueiic knacrepa B Kybepuerec

e rg-debug - rpynma pecypcos

73




3anyck komrmnnekTa

./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "./resgroup.sh start_appkit -

—-name rg-debug"

i
e gs-cls-debug - meiimcueiic knacrepa B Kybeprerec

e rg-debug - rpynma pecypcos

OO6HoBneHNe KOMMNIEKTa rpynnbi

Ha Jump xocre noaroroBuTh 3j1€MEHTHI KOMILIEKTA [PYIIIIbL:
e " /nscli/workspace/groupkit/v1/java/jre/lib /security /cacerts
e ~/nscli/workspace/groupkit/v1/libs

Ilepenars groupkit B nfs xpanusurie

./groupkit.sh push --namespace gs-cls-debug --source workspace/groupkit/vl --destination

—groupkits/v1

, TIIe
e gs-cls-debug - meiimcueiic knacrepa B Kybepuerec
e workspace/groupkit/vl - myTh pacronoxeHusi Bepcuu groupkit Ha jump xocre
e groupkits/vl - nyrb xpanenus Ha nfs cepsepe

O6moBsieane groupkit

# sanpemums 2pynny pecypcoe
./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "
—name rg-debug"

# nepermwouums groupkit

./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "./resgroup.

—groupkit --name rg-debug --path groupkits/vi"

# paspewums 2pynny pecypcoe

./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "
—rg-debug"

# aanycmums KoMmnaekm ILPIL/LO.‘IIL‘QHUZ‘I:

./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "./resgroup.

—-name rg-debug"

./resgroup.

./resgroup.

sh

sh

sh

sh

disable --

switch_

enable --name,

start_appkit -

, LAe
e gs-cls-debug - meiimcneiic kaacrepa B KybepHeTec
e rg-debug - rpymnma pecypcos

e groupkits/vl - nyrb xpanenus Ha nfs cepsepe
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O6HoBNEHNE KOMMNJIEKTA NPUJIOKEHUIA

Ha Jump xocTe moATOTOBUTH 3JIeMEHTHI KOMIIJIEKTA TMTPUJIOKEHWH:
e " /nscli/workspace/appkit /gs-cls-debug/v1/applib.zip
e ~/nscli/workspace/appkit/gs-cls-debug/v1/globalserver.zip
e ~/nscli/workspace/appkit/gs-cls-debug/v1/profile/globalserver /template/config/global3.config.xml

Tlepenars appkit B nfs xpanuurie

./appkit.sh push --namespace gs-cls-debug --source workspace/appkit/gs-cls-debug/vl --
—destination appkits/vl

, LAe
e gs-cls-debug - meiimcueiic knacrepa B Kybepuerec
e workspace/appkit/gs-cls-debug/v1 - myTs pacmnosokenust Bepcun appkit Ha jump xocre
e appkits/vl - nyTh xpanenus Ha nfs cepsepe

O6moBenne appkit

# 3anyck obrosneHus appkit u Haz20Ha peausa

./appkit.sh switch_and_upgrade --namespace gs-cls-debug --resgroup rg-debug --remote_
—appkit appkits/v1

# cmapm kaacmepa

./invoker.sh run --namespace gs-cls-debug --app nsctl --cmd "./resgroup.sh start_appkit -
—-name rg-debug"

Jlorn knacrepa

Jloru cobupatorcs co Bcex monoB u coxpansitorcs B grafana Loki
Hocryn x grafana: http://0.0.0.0:3000/
, rae 0.0.0.0 - aapec ny6Gaukamym grafana

B grafana paszsepuyr mamboaps, ¢ jsioramu: Dashboards > Logs
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http://0.0.0.0:3000/

Home Dashboards

[INFO] [qtp1689

[INFO] [Postgre .bitec. jobscheduler. job.Sos

[INFO] [qtp1588130444-368] [ru.bitec.app.btk.Btk_FormsS ionApi]

[INFO] [qtp15881308444-455] [ru.bitec.app.btk.Btk_FormSessionApi]

[INFO] [qtp1689 3 6 .bite pp.btk.Btk_FormSessionApi]

[INFO] [Postgre heduler_Work ] [ru.bitec.jobscheduler.job.Soz soap resp "

[INFO] [Postgre eduler_Work 4] [ru.bitec.jobscheduler.job.SoapRe soap resp "

[INFO] [qtp1588138444-368] [ru.bitec.app.btk.Btk_FormSessionApi]

[INFO] [qtp1588138444-455] [ru.bitec.app.btk.Btk_FormsS onApi]

[INFO] [Postgre eduler_Work ] [ru.bitec.jobscheduler.job.Soz

[INFO] [qtp1588138444-358] [ru.bitec.app.btk.Btk_FormSessionApi]

[INFO] [qtp1588138444-358] [ru.bitec.app.btk.Btk_FormSessionApi]

[INFO] [Postgre eduler_Worker-2 scheduler.job.

[INFO] [qtp1689838183-367] [ru.bitec.app.btk.Btk _FormSessionApi] o 21 15851)
[INFO] [qtp1588138444-455] [ru.bitec.app.btk.Btk_FormSessionApi] s i 15081)
[INFO] [qtpi68983 3 .bitec.: ionApi]

[INFO] [Postgre eduler_Worker-23: .bite scheduler.job.

[INFO] [qtp1588138444-455] [ru.bitec.app.btk.Btk_FormSessionApi]

[INFO] [Postgre eduler_Worker ] [ru.bitec.jobscheduler.job.Sos b] - soap resp "

[INFO1 [atp1588138444-3581 [ru.bitec.apn.btk.Btk FormS onApil = sion(24214951)

5.6 Xyku

Juist KazKk10ro 1oa, co34aBaeMoro ¢ HOMOILBIO Nsctl, ecrTb CLUMCOK JOCTYIHBIX XYKOB.
Cnncox XyKOB:

e tolerations - nobasiienue tolerations g moaa

YnpassieHue XxykaMmu KHUT B YNPas/iiEMOM pexume

OnucaHue aprymeHTos:

® —name Ha3BAHUE XyKa
e —group Ha3BaHWE PECTPYIIILI

e —book HazBanme pecOyka

—hook _file nazBanue daiia ¢ cojepkaHueM XyKa
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Jobasutb xyk

s mobaBiienre XyKa K KHHATE, HEOOXOAUMO BBITIOJTHUTD CAEAYIONINe AeiHCTBUI

e Co3marh (ailsl ¢ comepKaAHNEM XYKa, HATPUMED:

cat <<EOF | tee ./toleratiomns.yaml
tolerations:
- key: '"node"
operator: "Equal"
value: "first"
effect: "NoSchedule"
EOF

Jo6aBuTh XyK K HY’KHOW BaM KHUTE:

./resbook.sh set_hook --name tolerations --group gs-cluster-1 --book global-server-
—excl --hook_file ./tolerations.yaml

Ypanute xyk

./resbook.sh unset_hook --name tolerations --group gs-cluster-1 --book global-server-excl

MocmoTtpeTs cnucok xykos

./resbook.sh list_hooks --group gs-cluster-1 --book global-server-excl

YnpasnieHue XxykaMmu KHUT B HEYMNPaB/IIEMOM peXxume

OnucaHue aprymeHTos:

® —name - Ha3BaHUE XyKa
® —group - Ha3BaHUE PECTPYIILI

e —book - mazBanue pecOyka

—hook _file - nazBanue aiira ¢ cogep:kaHueM XyKa

—config - Haspanwue daita KoHbUra

[Oo6Gasuts xyk

s nobaBeHne XyKa K KHUTE, HEOOXOAMMO BBITIOJHUTE CJIEAYIONINE IeHCTBUS

e Co3marh (ailsl ¢ ComepKAHNEM XYKa, HATPUMED:

cat <<EOF | tee ./tolerations.yaml
tolerations:
- key: "node"

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

operator: "Equal"

value: "first"

effect: "NoSchedule"
EQF

Jo6aBuTh XyK K HY2KHOW BaM KHUTE:

./namespace.sh set_unmanaged_hook --name tolerations --group gs-cluster-1 --book,
—global-server-sxcl --hook_file tolerations.yaml --config ./config.yaml

Ypanute xyk

./namespace.sh unset_unmanaged_hook --name tolerations --group gs-cluster-1 --book
—global-server-excl --config ./config.yaml

MocmoTpeTb CNNcok xykos

./namespace.sh list_unmanaged_hooks --group gs-cluster-1 --book global-server-excl --
—config ./config.yaml

5.7 Otnapka npukiagHoro pellueHus

Ilpeaynpexxaenue: JkcrnepuMentaibHas (yHKIMsA, paboTaer ToabKo Ha Java 21

WNuorma mporpaMMHYIO ONMIAOKY HE MOJydYaeTcss BOCIPOM3BECTH HA TECTOBBIX CTEHIAX. B Takwx ciydasx,
gs-ctk 103BOJISIET CO3HATH Cpey JJis OTJIAJKW NPUKJIAIHOTO PEIIeHNs] B YCIOBUSX, MAKCUMAJIBHO ITPUOIIH-
KEHHBIX K T€M, B KOTOPBIX PA0OTaeT OCHOBHON KJIACTED.

Jlist 5TOro €O372eTcd Mo/, B KOTOPOM CTAPTYeT TOT XK€ CepBep MPUJIOKEHUH, 9TO U OOBIYHO, HO C BKJIIO-
YeHHON ToacucTeMol oTaaakn Java. B mome Tak»Ke eCTh JOTOJHUTENHHBIN COMPOBOXKIAIOIINN KOHTEWHED
co cpenoii OpenVSCode Server, moakroYeHHoOl K gaHHOM ToAcucTeMe. OOBIYHBIE TIOJH30BATEIN HE MOTYT
MOIKJIIOYUTHCA K JAHHOMY MOay 6€3 0Co00il CChIIKM.

NHcTpykuus no otnagke

Tpebosanns:
e gs-ctk Bepcum >=5.0

e HacTpoeHHas  paboramoomias  rpylia  PecypcoB €  BK/IIOYEHHbIMH  KHHIAMU  PECypCoB
global_server_share u haproxy

® HAJNYNE B KOMIJIEKTE MPUJIOKEHUN apXUBA appsrc.Zip, COMEpIKAIIEro UCXOmHbie (haiibl MPOEKTa.

1. AagMuHUCTPATOD BKJIOYAET OTJIAIKY IMPH MOMOIIMA KOMAHIBI nsctl:

“/nsctl $ ./cloud_debugger.sh start --group [umMs rpymms pecypcos]
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BubeprnTe KHHUIy pecypcoB, KOTOPylb HeobxXxommMoO B3ATb 3@ OCHOBY OGJIAYHOI O
—OTNamunka:global-server-share

Beemure zampoc CPU mna debugger:2

Beemure sampoc MEMORY mma debugger:2G

Beemure smmmuTH CPU zma debugger:4

BeBemure smmmuTe MEMORY mna debugger:12G

XemmaeTe mocMOTpeTh WMV M3MEHHTL XapPaKTEPHUCTHKHM M 3HAYeHWS KHUTH DECYpPCOB OTIamduka?
< [ma,ner] :5eT

YKaxuTe MakKCHMallbHyD IJIMTEILHOCTE paboTH ob6IavYHOTrO OTIafdMKa B ceKyHzax:3600
3anyckaeM o6iauHE OTIAIIMK !

O06maunbii oTnamumk 6yzeT mocTymeH mo 10:25:54 UTC 19.03.2025

OxunmaeM rOTOBHOCTH O6JAaYHOIO OTJaAdIHKa. . .

OxumaeM OTOBHOCTH O6JAaYHOIO OTIALYHKA. . .

OxumaeM OTOBHOCTH O6JaYHOIO OTNafdHKa. . .

06navyHHi OTNAOYMK TOTOB K HCIIOJb30BaHUDL!

[is mocTyma K OTNAgYuKy HOepelIuTe IO CCHIKE:
(http://example.ru)/debugger/open/gs-cluster-1-debugger-1b0e40847debuggery2Fvscode
—%2F,3Ftkn%3Dba0211cf-cd8a-4bab-b2a2-abd1791e587b%26folder’3D)2Fuser,2Fapplication

YTo6H HOAKINYATHCS K CEpBEpPYy IPUIOKEHWH, CBA3AaHHOMY C OTIaLYMKOM, IepeinuTe IO
< CCHIIKE :
(http://example.ru)/debugger/open/gs-cluster-1-debugger-1b0e408471loginy2Flogin.html

Coser: KomaHnay MOXKHO 3alyCTUTh B HEMHTEDAKTUBHOM DeXKMMe, YUTaiTe 1O/poOHee CIPaBKY ./
cloud_debugger.sh start --help

Ioxcrpoky (https://example.ru) HAIO MOAMEHUTH HA MMS XOCTA, K KOTOPOMY OOPAIIAETCS MTOIH30-
Bareshb s noakiodenns Kk HAProxy. Hanpumep:

https://globalerp.mycompany.ru/debugger/open/gs-cluster-1-debugger-1b0e40847debugger
—%h2Fvscode’2F},3Ftkn%3Dba0211cf-cd8a-4bab-b2a2-abd1791e587b%26folder’3D)2Fuser
—%2Fapplication

. AQMuHECTPATODP HEPEJaeT CChLIKK JIMIAaM, IIPOBOJLAIIMM OTIaAKy (aasee - pazpaboTdaukam).

. Pazpaboryuk mepexomuT B OTJIAAYUK W HA CEPBEP MPUIOKEHUN 1O CCHLIKAM.
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£ zpplication 8- [ B =N1i]
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RUNAN.. | D| Global Det~ | 4 -+
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~ CALLSTACK
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®  BREAKPOINTS

O Uncaught Exceptions
& () Caught Exceptions
® BRepscala .\file:\usenapplic. 152
Elleoro Layout:us  Q

4. Pazpaboryuk noaTBEPKIAET, YTO OH HAXOIUTCH B JOBEPEHHOM KaraJjore /user/application, u mepe-
X0auT BO BKJ1aAKy Metals Ha OGOKOBO# mameste.

5. B Teuenun 30 cexyna mo/KHA HadaThCd WHAEKcANUa mpoekTa. Jloxaurech 3aBepienus. [locme sToro
B BepxHeil dacTu BKJIaAKu Metals mosgBUTCS CIUCOK UCIOJb3YEMbIX MOIYJIEH U OMOJIMOTEK.

™ Indexing: 9s

Eciin uHekcauus He HAYalaCh, WU 1IOC/IE €€ 3aBEPLICHUs MOJYJ/IM HE [OABUJIMCh, HaxkMuTe «Import
build» B cexmun «Build Commands» Braaakm Metals.
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METALS

~ PACKAGES
> M Projects (0)
> [0% Libraries (144)

6. PaBpa60TqHK OTKPBIBACT HYZKHbIEC MOJYJIN UJIN 6I/I6HI/IOT6KI/I, YCTaHABJINBACT TOYKU OCTAHOBBI, KJIINKad
CJIEBa OT HOMEDa HYXKHON CTPOKH.

7. Paspaboruuk nepexomur Ha BKIaAKy Run and Debug 6GokoBoit mamenu, HaxkuMaer KHONKY <«Start
Debugging».
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[> Global Debug w0

OTagunk BKIIOYEH W MOAKJIIOUEH K CepBEPY MPHUJIOKeHWH, nHTepdeic KOTOPOTrO IOCTYTIeH Yepe3 BTOPYIO
cchUIKy. JIor cepBepa mpHIOXKeHUH JOCTYyTIeH o afpecy /user/application/globalserver.log.
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Heynpasnsiembiii pexxum

O6aunblil OTJIAITMUK JOCTYIIEH KaK KJAcC KHUIM pecypcoB debugger. /lobaBbTe 3Ty KHUTY B KOH(MUIYpa-
LU0 HEYPABJIAEMOr0 PEeKUMA IIPU MOMOLIU . /namespace.sh configure_unmanaged (uuraiite noxpobuee
B CMAMbBE 0 HEYNPABAACMOM PENCUME), 3aTeM CO34afiTe U npuMeHuTe HOBble pecypcbl. CChLIKU JJisd HOJI-
KITIOYEHWsT, MOXKHO MOJyYWTh, BHIMTOJIHUB B KOHTEfHEpe OTIaaInKa KOMaHay ./service.sh get_urls.

Be3onacHocTtb

B ccpuiky juist OTaa9uKa BIMCAH TOKEH Uil MOJAKJIIOYEHWs, KOTOPBI MCHIOMb3yeTcs [ aBTOPU3AIUN B
OpenVSCode Server. CuieoBaresibHO, 6€3 9TOH CCUIKH HOAKIIOYATHC K OTJIAIIUKY HEBO3MOXKHO.

B Oyaymux Bepcusx, cnocob aBTOPU3ANUYA MOXKET W3MEHUTHCS.

OpenVSCode Server paboraer B OTI€IbHOM KOHTEHHEpE OT WMEHU HEIMPUBUJIETMPOBAHHOIO TOJIL30BATEIS,
HE UMeeT MPSMOTro JAOCTYIa K ceKperaM W (pailioBbIM CHCTEeMaM JAPYTHX KOHTEHHEPOB.

Jocryn K joram u mojcucTeMe OTJiagKu npegocrasiser nosb3osaresnto OpenVSCode Server mupokue Bo3-
MOXKHOCTH TIO B3aUMOIEHCTBUIO ¢ cucTteMoil. B GymymeM oHM OyoyT OrpaHWYEHbI CIEMUAIBHBIM MTPOKCH-
CEepBEPOM TIPOTOKOJIA OTJIAJIKH.

5.8 JkcnopTt koHdurypauum. BoccTaHoBneHne knacrepa

Cxpurnr configmgr.sh B cocraBe nscli mpegocraBiisieT BO3MOXKHOCTh IKCIIOPTA U UMIIOPTa, KOH(PUTYPATIMY B
yaml-dait Ha jump-xXocTe, YTO MOXKET OBITH IIOJIE3HO, €CJIN 0 KAKOH-TN00 MPUYInHE KJIACTEP HOTPEeOOBATIOCH
YCTAaHOBUTDH 3aHOBO.

Taxoit daiis comepKUT JIUITb 3HAYCHN S, YKA3AHHBIE TOIH30BATEIEM TTIPU MOMOInX nsctl, Hampumep, 00beMbI
BBIYUCIUTEBHBIX MOITHOCTEH, HACTPONKM MOHMTOPHHTA W 0a3bl JaHHBIX. CeKperbl, KOMILIEKT MPUIOKe-
HUIl, IOCTOAHHBIE TOMAa He KOIUPYIOTCHA, OJHAKO HA36GHUSA UCIOJIb3YEMbIX CEKPETOB M IOCTOAHHBIX TOMOB
3KCIIOPTUPYIOTCH.

dkcnopTt

DKCIOPT KOHMUTYPAIIUU OCYIECTBISETCS TPU MOMOIINA KOMAHIbI:

./configmgr.sh export
--namespace NAMESPACE # mpocTpaHCTBO MMEH, B KOTOpPOM pa3BepHYT GlobalServer

--resgroup GROUP # rpynma pecypcoB, KOTOpPyb Heob6XOOuMO 3KCIOPTHPOBATh
--file FILE # myTe K Qaiiny, B KOTOpPHH 6yZeT 3ammcaHa KOHPUIypalusa KiacTepa
NmnopTt

Nmnopr koubUTryparun OCymecTBISeTCs TPU MIOMOIIYA KOMAHIbI:

./configmgr.sh import
--namespace NAMESPACE # mpocTpaHCTBO mMeH, B KoTopoM (6yzeT) pasBepHyT GlobalServer

--file FILE # myrs Kk YAML-gaiiny, m3 KoToporo 6yIeT 3arpyxeHa KOHQUIypaIud,
—KJacTepa
--keep-appkit # MCKINYaeT KOMILIGKT NPHJIOXEHHWH M3 IIepeHOCHUMHX 3HadYeHwmil, ecnm,

< TIIPOUBBOIUTCS INIepe3aluch IPYIIE pecypcoB (KOMINIEKT OCTaeTCs TOT, YTO 6 U3HAYANBHO HA
—KJacTepe)
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Mpumep BoccTaHoBNEHUsI KnacTepa

IIpennosnoxum, uro y nac Obut kiacrep GlobalServer, passepuyTblit B rpymme pecypcoB gs-cluster mpo-
cTpaHcTBa uMeH gs-k8s, Koropsiit 6omee nepocrymned. Onnako, ectb YAML-onucanus pecypcos Kubernetes
(cekperbl, IOCTOSIHHBIE TOMA, CEPBUCHDIE [I0JIb30BATE/IH 1 POJIU - BCE, 4TO0 ObLIO CO31AHO HA ITAIe YCTAHOBKH),
a TakKe ecTh KOH(DUTYPALWsS CEPBEPA, 3apaHee SKCIOPTUPOBAHHAS MPU TIOMOIIMYM KOMAHIbI:

cd “/nscli

./configmgr.sh export \
--namespace gs-k8s \
--resgroup gs-cluster \
--file config.yaml

Toraa nponece BoccranoBsienuss Ha yucTbiii K8 ¢ moarorossienHoro jump-xocra (ciemyiire uncmpyruyuy
N0 YCManoske KAacmepa N0 pasjena «YCTaHoBKa yTuiauTbl Nsclis BKIIIOYMTEIBHO) BbINJIAIUT CJIE/YOIUM
obpazoMm:

1. Bocco3maeM MpOCTpaHCTBO MMEH TTPU TTOMOTIIA KOMAH;:

./namespace.sh create_install_scripts
chmod +x ~/nscli/workspace/install_scripts/gs-k8s/install.sh
~/nscli/workspace/install_scripts/gs-k8s/install.sh

Tlonpobuee uamtaiite B pasmene «Hacrtpoiika pabodero mpocrpancTBa B kubernetess» mHCTpyKIHMU 110
yYCTAHOBKE.

2. Ecaun B NFS-xpanunine #He O0CTasI0Ch KOMILIEKTa, MPUIOKEHH, TO 3arPy’KAEM €ro B COOTBETCTBUU C
«IloaroroBka KOMILIEKTa, MpUJIOKEHUH appkity.

3. YcramaBimBaeM pecypchl K8s, Hampumep, mpru MOMOIITH KOMaHIbI:

cd k8s-resources # dupexkmopus c pecypcamu kSs
kubectl apply -f *

4. NmnoprupyeMm KOHQPUTYPAIIHAIO:

cd ~“/nscli

./configmgr.sh import \
--namespace gs-k8s \
--file config.yaml

Ckpurir coobuuT 06 yCHenHoM 3aBePIeHIN:

Kordpurypamnusa uMIopTEpoBaHa

5. 3aiyckaem KJacrep:

cd “/nscli

./invoker.sh run --namespace gs-k8s --app nsctl --cmd "./resgroup.sh start_appkit --
—name gs-cluster"

./invoker.sh run --namespace gs-k8s --app nsctl --cmd "./resbook.sh enable_all --
—group gs-cluster"

./invoker.sh run --namespace gs-k8s --app nsctl --cmd "./resgroup.sh enable --name
—gs-cluster"
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5.9 Wcnonb3osaHue c Ingress

Bor moxere ucnonb3oBars Global Server wepes mpokcu-cepBep, TOAHATHIN oCHCTeMON Ingress kiacrepa
Kubernetes.

B ocuose Takoii nozcucremsbr jexkut Ingress-kouTpoJLIEp, KOTOPBI 1mocTasiigercs oraesbao or Kubernetes
nan gs-ctk.

Cxema oroOpazkaeT TUOUIHYIO CXEeMy, KOTOpasi MOXKeT OTJIMYaThbCd [ BBIOpAaHHOrO Bamu Ingress-
KoHTpOJTEepa. Ilomp30BaTenn Ipy NOAKIIOYEHAN K KJIACTEPY PACIPEIETIIOTCS OATAHCHPOBITUKOM HAIDY3KN
HA HOJAX KJIACTEepa Ha OJUH U3 TOJ0B C TIPOKCU-CEpBEpOoM KoHTposiepa (Ha yposue nporokona TCP). Tor B
CBOIO OYEpEIb PACIIPEIEISIET 3aIpPOChl HA HyKHbIE CepBUCHI Ha yposHe nporokoia HTTP(S) na ocuose 3aro-
soska Host HTTP u myTu pecypca (pabora Global rapantupyercs sumb zHa orgenbroMm gomene /IP-ampece,
nosromy ucnosb3yercs Tosbko nose Host). Sanpocsr k Global ERP nonosauTebHO pacipenesisiorcs: BHY T-
peranuMm HAProxy, TecHo cBsi3aHHBIM ¢ pabOTOIl CEPBEPOB.

Yro0bI HAYATH UCTIOJIB30BATH Ingress, Buibepure n ycranosuTe Ingress-KOHTPOILIEp, YKAYKUTE IPU HACTPOMKE
3HaYEeHUH rpynibl pecypcos mis kuuru HAProxy:

UcmonbzoBaTh Ingress?[zma,HeT] :ma

3aTem BBenWTe HACTPOWKM /Jist pecypca Ingress:

BBenmuTe Kmacc Ingress:nginx

Beemure xocT Ingress:globalerp.example.ru

BBezuTe OONONHAUTENbHyl aHHOoTaumo Ingress (Mim IpoIycTuUTe Ione): ingress.appscode.com/
—default-timeout: '{"connect": "28800s"}'

BBezmuTe momonHMTenbHYL aHHOTamumo Ingress (unm mpomyctuTe mose): haproxy-ingress.github.
—io/timeout-connect: "28800s"

BBenuTe OONONHUTENbHYH aHHOTanuo Ingress (MNM IPOIyCTHTE IOJE):

HazBanmne wucnosnn3yemoro kmacca Ingress J0iKHO OBbITh $ICHO U3 JIOKYMEHTAIMW M HAcTpoek Ingress-
KOHTPOJLIIEPA.

Xoct coorBercTByer nosio Host B mporokose HTTP. Ilo Hemy mpokcu-cepBep ompeenser, K KaKoil CiayKoe
3aMPAIUBAETCS MOAKIIOUeHns. Ecanm yKa3hIBaeTesT MycToe 3HAYeHNne, TO MTOCTYIT OCYIIECTBIISIETCS C JII000TO
JIOMeHa.

AnHOTAMY YKA3BIBAIOTCS Te, YTO HYXKHBI JIJIsi MMOJIHOM HACTPOHKHU Barmrero Ingress-koHTposiiepa. Eciau Bbr
He 3HAaeTe HYKHBI JIM BaM JIONMOJHATEIbHbIE AHHOTAIMY, TO IPOIycKaiiTe mose. Bam ckopee Bcero e Hy2KHO
€ro 3al0/IHATb.

Amnanornuno 3anonusaTes u Ingress-pecypcst Ijist nanesei anmuuucrparopa Grafana u RabbitMQ.

TaiimayTbl

Tlonb3oBaresn npu padore ¢ GlobalERP moryr Berperurs coobinenue o paspbiBe coeauHenusi. [Tomumo
00bIYHBIX TpuanH ((hU3NIeCKuil pa3pbiB COCAUHEHNs, TEPedOr CETH, MePexo 00OPYIOBaHUS B SHEProchepe-
raomuil pesKuM), Takoe COOBIIEHNE MOXKET BOSHUKATD B PE3Y/IbTaTe 3aKPHITHUS IIPOKCU-CEPBEPOM COETUHEHM ST
73-33 TalMayTOB.

VY muorux Ingress-kOHTPOJIEPOB €CTh AHHOTAINY, KOTOPbIE TIO3BOJIAIOT yKa3aTh TaiiMayTol. 113 Kopobku yxe
YKA3aHbl AHHOTAIMU JIJIsi CJIEYTONUX KOHTPOJJIEPOB:

e ingress-nginx (mpenaraerca B gokymentanuun VK Cloud)

e NGINX Ingress Controller (npegnaraercsa B qokymenranuu Yandex Cloud)

85



https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/services-networking/service/#loadbalancer
https://kubernetes.io/docs/concepts/services-networking/service/#loadbalancer
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/#additional-controllers

e Voyager
e haproxy-ingress

Bor npumep annOTaNmMit, HCIOJB3YEMBIX B ingress-nginx:

nginx.ingress.kubernetes.io/proxy-connect-timeout: '"28800"
nginx.ingress.kubernetes.io/proxy-send-timeout: '"28800"
nginx.ingress.kubernetes.io/proxy-read-timeout: "28800"

Bor Mmoxkere miepeornpeiesuTh 3TH HACTPOUKHU YKa3aB UX [IPU KOH(MUTYPALUHA IPYIIIbI PECYPCOB.

Oo6palaeM BHUMAHWE, 9TO HE BCe Ingress-KOHTPOJIIEPHI TTO3BOJISIIOT N3MEHUTH TaMAayThI TPU TOMOIIN AHHO-
taruii. B Takom caydae, HEOOXOAMMO M3MEHUTH TAWMAYTHI MPYU MOMOIIYA KOH(MUTYPAIUU KOHTPOJIEPa, UIn
oTKa3aThCd OT ucnoab3oBanus Ingress mis GlobalERP, win Hagars ucmonbs30BaTh APYroit KOHTPOJIIED.

5.10 CoepunHeHne mexay cepsepamu (JGroups)
CepBepa IpuIOKeHnH CBA3bIBAIOTCS JIPYT ¢ ApyroM depe3 dbubnmoreky JGroups. B gs-ctk ecrs nBa cnocoba
YCTAHOBJIEHUST CBSI3M:

1. JGroups DNS: fo6aBiisieTcss KHUTa, PECYPCOB U3 OJHOTO PECYPCA - CEPBUCA, MPU TMOMOIIKA KOTOPOTO
cepBepa NPUJIOXKEHUI MOTYT OTIIPABJIATH 3aIIPOCHl HA PACKPYTKY COETUHEHUS.

2. GossipRouter: nobasjisiercsd KHUra PECYpPCOB, MOJAHMMAOMIALA JONOJHUTEIbHBIA POyTep COOOIIEHMM
Mexy cepBepamu. IIpsaMoro coeuHenust MEXK/y CepBEpAMU HE IPOUCXOINT.

Iepsbiii ciocob we TpedyeT MOAHITHS JIOMOTHATEILHOrO Moja, (3anpochl 00pabaThIBAIOTCS JIIOOBIM JOCTYTI-
HBIM CEPBEPOM IPUJIOKEHUIT), HO MEHee HaJIeXKeH U TpedyeT MOJIEPKKU COSIUHEHNsT MEXK /Iy TOJaMU CepBe-
POB TIPUJIOXKEHWI, & 3HAYUT HE MOJOUIET, eCIH HYXKHO CO3/1aTh eauHblii jorudeckuii knacrep GlobalERP na
Heckosibkux Kubernetes-kinacrepax ¢ MEKCETEBBIM IKPAHOM MEKJIy HUMU.

Hacrpoiika JGroups DNS

JocTtarodno 100aBUTH KHUTY PeCypcoB ,jgroups dns“.

./resbook.sh create --name jgroups-dns --group gs-cluster-1 --class_name jgroups_dns
./resbook.sh enable --name jgroups-dns --group gs-cluster-1

Hukakux [0OMOTHATETHHBIX HACTPOEK HE TpebyeTcs.

Hacrtpoiika GossipRouter

Bor cxema monknrodenus: mpu ucnosb3oBanun GossipRouter u 1Byx KjacTepos:

Kak MoxKHO yBHJETH, KIacTepa JAPYr € APYroM He obmaiorcsd, a nojkiaodaiorcsa Kk GossipRouter’am mo mx
uy6umunbiv IP/jomMenam, uro yupouaer Hacrpoiiky ceru.

Buumanue: MexaHu3M aBTOPU3AIMK COSJMHEHUI HE MPELyCMOTPEH, CJIeI0BATEIHLHO BbI JOJIKHBI 00ec-
negnTh Ge3omacHocTh noakiodenns K GossipRouter. Hampumep:

® HAaCTPOUTH dDI/IJ'IBTpBI Ha MEXXCETEBOM 3KpaHe, ‘-ITO6BI HE ,ZIOHyCTI/ITI) HETTOJTHOMOYHOI'O MOJKJIIOUYEHU A
kK GossipRouter
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e wudposars coegunenue (K npumepy, ¢ nomoupio VPN) upu nepejgade 1o nyGiudHbM KaHaiaMm
CBSA3U

1. JlobaBbTe KHUTY PECYPCOB ,,gossiprouter®.

./resbook.sh create --name gossiprouter --group gs-cluster-1 --class_name,
—gossiprouter

2. BemonauTe . /resgroup.sh init_spec u ./resgroup.sh init_values:

$ ./resgroup.sh init_spec --name gs-cluster-1

# ocTaBbTe 3HAYEHUd IIO YMOJIYIaHUI0

$ ./resgroup.sh init_values --name gs-cluster-1

BeBemure cmnucor GossipRouter, ecmm Takme TpebyowTcda, HIM IPONyCTHTe IIoJe:gossipa.
—example.ru[12001],gossipb.example.ru[12001]

# ycTaHOBKa 3HAYEHWH Iid IPYTUX KHUT PeCYpCOB
YcTaHOBKa 3HAYeHW AN KHUTH PECypcoB: gossiprouter

BBemuTe mopT gossip_router:12001
Beemure BHemnwmit ip(external_ip):10.10.0.1

B cnucke GossipRouter B mpumepe yka3aHo 1Ba XOCTa, MOIKJIOYEHHE K KOTOPBIM OCYIIECTBJISIETCS
4gepe3 mopT 12001. Ilpeamosmaraercs, 9TO MO OAHOMY W3 XOCTOB MOYKHO TOJKJIIOUUTHCA K POYTEPY B
JIOKQJIbHOM KJIAaCTEpE, & IO APYTOMY - B yJAAJIEHHOM.

Coser: Bui moxkere ucnons3oarsh [P-anpeca BMECTO TOMEHOB M WCIIOIH30BATH JII0O0E YHMCIIO POy Te-
POB, B TOM YHUCJIE BCETrO OJWNH (HOMHI/ITe, YTO KJIaCTEP MOZKET Pa30pBaThCA IIPpU OTKa3€ €JIUHCTBEHHOI'O

poyTepa).

Takzke Mbl ykazaJiu Jyist kauru pecypcos nopt (12001) u suemnuii IP (10.10.0.1), upu nomouu KOTOpbIX
MOYKHO TIOAKJIIOYATHCS K POYTEPY.

Buumanue: CepBepa MPUIOKEHUH JTOKHBI CBOOOTHO MOAKIIOYATHC K TOAHATHIM gs-ctk poyre-
paM O MMEHAM U [IOPTAM M3 CIUCKA, UCHosb3ys nporokoa TCP.

3. Bxrounre KHUTY pPecypCosB.

./resbook.sh enable --name gossiprouter --group gs-cluster-1
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5.11 O6HoBAEHNe

O6HoBNEHNE KOMMJIEKTA NPUSIOXKEHUS

g obHoBIEeHUS Komnaexma npurosicerus (appkit: cepBepa MpUIOKEHU T, TPUKJIATHOTO PEIIEHUs) TOAr0-
ToBbTe ero u 3arpysure Ha NFS-xpanusmie (nanee nscli $ o3uagaer, 4TO KO/ BHIIOJIHAETCH HA JUP-XOCTE
B mamnke yTuauThl nscli, nsctl $ - cuemosarenbHo, Ha cayxkebHOM noze nsctl):

nscli $ ./appkit.sh push --namespace gs-cluster-k8s --source workspace/appkit/v2 --
—destination appkits/v2

T'ne workspace/appkit/v2 - myrs K manke moBoro appkit ma jump-xocre, a appkits/v2 - myTb K mamke
NFS-xpanunuiia, B KOTOPYIO cieayer 3arpy3urhb appkit.

3amycTuTe mpoIecc OOHOBIEHNST KOMAHIOM:

nscli $ ./appkit.sh switch_und_upgrade --namespace gs-cluster-k8s --resgroup gs-cluster-
1 --remote_appkit appkits/v2

ITomumo switch_and_upgrade ecTh Tak»Ke KoManga switch. IlepBasi, noMnMo COOCTBEHHO MEPEKJIIIOYEHUST
appkit, Takxke obHOBIIsIeT Oaly manubIX. [loapodHee 0 HeobxomMMOCTH 00HOBIATH B/l y3HaBaiiTe y KOHTaKT-
HOTO JINIIA.

Ilocsie 0OHOBITEHNST KOMILIEKTA IIPUJIOKEHIS, BAIlla IPYIIa PECYPCOB OCTAHETCS B OIYCTOMIEHHOM COCTOSHUN
((:oprm(:nom mem\ro), KOTJIa BOUTH MOTYT TOJIHKO QIMUHUCTPATOPHI. UTOOBI TEPEHTH B HOPMAJIBHBIH PEKUAM,
BOCIOJIb3YITECh KOMAHIOMN:

nsctl $ ./resgroup.sh start_appkit --name gs-cluster-1

O6HoBNEHNE KNACTEPHbIX YTUANUT

C Bepcunm nscli 4.0.0 gocrynHa KOMaHIA:

./namespace.sh upgrade_namespace

Omna no3Bosisier 00HOBUTH 00pa3a gs-ctk Oe3 mepeco3manms mpocTpancTBa uMeH. [ljist MCIOIb30BAHMSA:
1. Bazpysume u yemanosume Ha jump-XoCT HOBYIO Bepcuio nscli.

2. Bamycrure:

./namespace.sh create_namespace

Bawm Gyuer upexncrasien guasor st BBejeHus Hacrpoek npocrpancrsa umen (peecrp Docker, NFS).
IIpoBepbTe, 9TO MAHHBIE BEPHBI.

Ilpenynpexaenme: He 3amyckaiite . /namespace.sh install_namespace

3. Ecnu Bbl ucnosib3yere Bepeuio gs-ctk 1.0, 1o sxcnopmupyime xongueypayuro. Ecnm Ha Kiracrepe pas-
BepuyTa gs-ctk 2.0 u BbIe, pe3epBHAs KOMUs OyIeT CIe/laHa ABTOMATHIECKH.

4. Bamycrure:

./namespace.sh upgrade_namespace
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Ilocste BbIOTHEHUS KOMAH/IbI, KJIACTEPHDbIE YTUIATHI Oy yT OOHOBJIEHDBI 10 Bepcuu nscli.

Z[HH NCIIOJIB30BaHNA KOMaHIbl OTKJIIOYaTh KHUTU U T'PYUIBI PECYyPCOB HeO6$I3aTe.HbHO7 HO PEKOMEHIYyeTCdd.

5.12 YHacTtnyHoe nameHeHue HaCTpoeK

MNuorma nosBisiercs ocTpas HEOOXOIUMOCTh U3MEHUTH HACTPOWKH OTAEIHHOTO IPUJIOXKEHNUsT, OCTABUB OCTAITb-
uble paborars. st 3TOro BbI MOXKETE OTKJIIOYUTH OJHY KHUI'Y PECYPCOB, CI€JIAaTh HEOOXOAMMbIE N3MEHEHUs
¥ BKJIIOUYWUTH KHUTY PECYPCOB OOPATHO.

B cayuae mneynpasasemozo pescuma mepe3annuch pecypca UICHTUIHBIM He JOJIZKHA BBI3bIBATH M3MEHEHW B
Kubernetes, mosromy npocTo crenaiite HyKHbIE H3MEHEHUsT B KOH(DUTYpAIInU, CreHEPUPYHTE HOBBIE PECYPChI
¥ NIPUMEHUTE UX.

Mpumep

Zannwvie: BcTpoerHubril mox grafana ymast mom Harpy3koit u3-3a omubku OutOfMemory. [TockombKy 3TO BbI3bI-
BaeT 33IePKKY B 00pabOTKe TeeMeTpun, 00beM HeoOpaOOTAHHBIX JAHHBIX YBEJTHINBAETC, a CJAEI0BATETHHO
HArpy3Ka HA CTEK MOHHTOPHWHIA TOJBKO PACTET, U3-33 9€r0 OH HAYMHAET PEryJsipHO NaJarh. EauHCTBEHHOE
pelleHre B TAKOM CJIy4ae - OCTAHOBUTD LIPUJIOXKEHUE U 3AILYyCTUTH €ro 3aHOBO (4TO 3aTPYJHUTEIILHO CUEJIATh
HA MPOJYKTUBHOM KOHTYDE) WJIU YBEJIUYUTH PECYPCHI y MOJIA.

Pewenue: yBeamanM pecypchl y TOAA.

1. OTk/II09UM KHUTY PECYPCOB, 3aIlyCTUB KOMAH/Y Ha nsctl:

./resbook.sh disable --group gs-cluster-1 --name grafana

2. Cpemaem n3menennsa B mumurax O3Y:

./resbook.sh init_spec --group gs-cluster-1 --name grafana
#./resbook.sh init_values --group gs-cluster-1 --name grafana

3. Bxirounm KHUTY pecypcoB obOpaTHO:

./resbook.sh enable --group gs-cluster-1 --name grafana

6 PasBepTbiBaHue cepBepa npunoxeHuii GS ¢ cepBepom aBTOpU3a-
L1u

WHcrpykiys onuchbiBaeT yCTAaHOBKY cepBepa (Jajiee TakzKe - IPOKCHU, gs-authproxy) perucrpanuu u aBro-
PH3aLMU 1I0JIb30BATEIIE, IPEJACTABILMIOIIUX BHEUIHUE OpraHu3aluu (HalpuMep, JJisd BO3MOXKHOCTH 3aBECTH
JINIHBIA KabGUHeT TOCTABIINKA,)
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6.1 lNMoarortoBka

s paboTsr mpokcu HeobxoauMo cieayforee 110:
1. Debian 11 (c nacrpoensbim sudo)
2. Global Server
3. Apache HTTP Server B xauecTBe web-cepBepa 1151 cepBepa aBTOPU3AIUH
4

. HAProxy B kadecrse ¢dbopBapi-npokcu (u, eciau Tpedyercs, pacipeienTeis Harpy3Ku) JJisd cepBepa
MPUJIOKEHU U cepBepa aBropu3anuu. BO3MOXKHO 3aMeHUTH HA NEinx

5. PostgreSQL s xpanenusi ceCCHOHHON WHMOPMAIINN.
Global Server ycranoBuTe B COOTBETCTBUU C JOKYMEHTAIHEH

Yceranosure makerbl:

sudo apt install apache2 libapache2-mod-wsgi-py3
sudo a2enmod wsgi
sudo apt install haproxy

B daiine /etc/apache2/ports. conf u3menunre qupexktusy Listen 80 ma Listen 8000, mim ykakure apy-
TOi TOPT.

Cozpnaiite PostgreSQL 6a3y maHubIX:

create user worker with password 'worker';
create database authproxy;
grant all privileges on database authproxy to worker;

6.2 Pa3BepTbiBaHMe n kKoHpUrypauyms

CkioHupyiiTe pero3uTopuii B yA00HY0 BaM IIAIKY.

YcraHoBure HyKHbIE CEPBEDY ABTOPU3AIMHY [IAKETHl U HACTPOITE OKPY2KEHUE:

chmod +x bin/*
bin/installpkg.sh
bin/initvenv.sh

source venv/bin/activate

CozpaiiTe CBOIO Tapy KJIOUel JjId MOANUCH TOKEHOB (HACTOATE]HLHO DEKOMEHJYeTCs), TO CreHEPUPYHTe uX
CJIeTYIOMUMHU KOMAaHTAMHA:

openssl genrsa -out privateKey.pem 2048
openssl rsa -in privateKey.pem -pubout -out publicKey.pem
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http://helpcenter.gs.local/G3SysAdminDoc/html/030_globalServer_standAlone.html
https://git.global-system.ru/appdev/project/kaustik/gs-authproxy

Hacrtpoiika GlobalServer

Orxkpoiite B Global Server «Hacrpoiika cucrembr» - «Hacrpoiiku u cepBucor» - «HacTpoiiku mosymeit cucre-
Mbl» - «Obrmume HacTpoiiku Moaymeits - «btks:

o VYkakure 3uadenue jSettingForGenGidUrl, nanpumep, {"sTransferProtocolForGenGidUrl": "http",

"sHostNameForGenGidUrl":"192.168.24.89:9000"}

e O6parute BHUMaHUe Ha duar bUsernameEnglishLettersOnly. Eciu on ycTaHOBJI€H, TO CHCTEMHbIE

HMEHA TOJIb30BaTeel He MOTYT COJEP:KATh CUMBOJIbI HAIIMOHATBHOTO amdaBuTa, TOJbKO AHMTHICKHE
OYKBBIL.

e JlobaBbTe MyOJMUHBIN KJIIOY MONMUCA B TEKCTOBOM BHIe 0€3 3arojiOBKa W TOABAJA IO KJIHOYOM

extUserPublicKey. Hampuwmep, ans TecTroBoro kiova deploy/templates/private_key.pem:

MIIBIjANBgkqhkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEANY1eq7C1PMhnXdvr1M5EcC6B4VgkLheotvPIiLE5v]
—14zoFcs8qUwHfCwsTRmd1828YR1zfOrHA/
—JiT21J1AzkkgMSQmIH9XRx1SSOHMkP6Hgvx7Fe+ir86kU6Pw50LaCeBn1hORUrolSnyLNhjPuCqIQ54pfz8)
—T2jMgxU+hvVjD2vC80JLNDWv7gOrNzynV4zIWNt6gkiHzkvwIDAQAB

V2ZS+VPDhc2Zy(

YZR/

Hacrtpoiika gs-authproxy

SamnomauTe madaon config.yml 3 deploy/templates n momectuTe daila B IMpeKTopuio mail_gate_pass:

Vkaxwure yuernbie ganubie mis gocryna k B/l u SMTP-cepeepy

YKaxkure 10CTyIl K 3aKpbITOMY KJitody noanucu (deploy/templates/private_key.pem, eCiu UCIOJIb-
3yere TeCTOBbIE 3HAYEHHUS )

VYxaxknute nqomennoe mMs cepepa nam IP-agpec, mazsanme BJI, mompaBbTe CCHIIKM HA KOPPEKTHBIE
B coorBercTBUU ¢ uMmeneM BJI u mpukiagHbiMu 3ajadamu (Hampumep, ykaxkure authorize url, kax
npocro nazsanue 67 (/PGTEST/), 4robbl Mpu BXO/E OTKPHIBAJIOCH MEHIO [IPUJIOKEHMIA )

nacrpoiiku Django

WMEHA [IJIsT TEHEPAINH TOKEHa,

nyTh K daitry ¢ joramu

CBeJleHUs 00 OPraHu3aIun

BpeMsl 2KU3HU KOJIA, IIOATBEP2K ICHUS
myTh [JIsT JOCTyIa K cookie

Bkyouenne tnxoro pexkuma (True/False) (ITo-ymosndaHWio TpHBATHBIA KJI0OY XpaHUTCA B ~ /.gs-
authproxy.priv)

Mpumep 3anonHeHHoro config.yml:

database:

# Hms BJJ
name: authproxy

# xocm wa komopom b6ydem zanyuyera BJ]
host: localhost

# nopm wa komopom b6ydem 3sanyuyera BJ]
port: 5432

(continues on next page)
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django:
# Url das 3anucu cekpemnozo kawuwa 6 credential manager. Cexkpemubl kawyw Django uzpaemy
—poab e obecneueHuu bezonacrocmu eawez20 6eb-NPuUAOKEHUA.
url: 'django_secret_key'
# Pexum paspabomku.
debug: true

endpoints:
# url Ha komopeli 6ydem omnpasasmecs 3anpocs

request_url: 'http://127.0.0.1:80/app/sys/rest/ss/pkg/Btk_JexlGatePkg/execute'
# url na komopelli 6ydem OMAPABAAMbLCA NOAL3OEAMENL O0AJ GEMOPU3AYUUY

authorize_url: '/PGDEV/Btk_ConfiguratorMainMenu/gtk-ru.bitec.app.btk.Btk_Notification
—%23Head/"

database_name: PGDEV

debug_register_url: '/PGDEV/Bs_RegOrgMainMenu/gtk-ru.bitec.app.bs.organization.Bs_
—0rganization},23CardForReg0rganization/"

email:
# adpec SMTP-cepeepa, uepe3 komopellli 6yoym omnpasaamsCsi SAEKMPOHHblE NUCbLMA. 3aMmeHnume
— 'smtp.example.com' Ha peanbhslli adpec eawezo0 SMIP-cepeepa.
email_host: 'smtp.example.com'
# nopm SMIP-cepeepa. 3nauenue 587 uwacmo ucnoas3dyemca 0ad nodkawuerHus Kk cepeepy uepe3 ILS,
< (Transport Layer Security)
email_port: 587
# b6ynresoe 3naveHnue, ykasslieawuyee, caedyem au ucnoavszosams ILS (Transport Layer Security)y
—0a8 3auyuleHHozo coeduneHua c SMTP-cepeepom. Ycmanoeume True, ecau eaw SMTP-cepeep
—noddepxusaem TLS, u False e npomusHoM cayuae
email _use_tls: True
email _use_ssl: False
# Tema nuceMa.
subject: 'Konm monTBepxIeHHWA AJd IopTala IIOCTaBIUKOB'
# Terxcm coobuyenus 6 nucvme. 0b6szameavho coxzparsms nepemenuyi "{codel}"
message: '''
lobphii meHb!

Bam xom noxreBepxneHus {code} - BBemuTe ero Ha caiiTe ANS NPONONKEHU.
Ecnu Bu He 3ampaummBaiyM JAaHHHE KOJ, IOXalIylHcTa, NPOMTHODHUPYHTE 3TO MIHCHMO.

C yBaxeHUeM
JlagHOe coobmeHHe CcPopMHPOBAHO aBTOMATHYECKH U OTBET Ha 3TOT azpec He OymeT mpoumTaH.'''
gs_tokens:

# Kawyw 0as nodnucu mokewa CepeucHoz0 NOAb308aMens

# Joaxen pacnoaozambcs 6 kamanoze gs-authprozy/mail_gate_pass/security

service_private_key: 'security/service_private_key.pem'

# Katou 0AA nOONUCU MOKEHA NOAbL308aMEAS NOO KOMOPLIM UOem pe2ucCmpayus Y4emHslT OaHHbIT

(continues on next page)
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# Joaxen pacnoaozamscs 6 kamanoze gs-authprozy/mail_gate_pass/security
register_private_key: 'security/register_private_key.pem’

# Katow 0as nodnucu npocmelz noaszoeamenel.

# Joaxen pacnoaozamscsi 6 Kamasoze gs-authprozy/mail_gate_pass/security
user_private_key: 'security/user_private_key.pem'

# uMA CepBUCHO20 NOAL30EAMEANS

service_user_name: 'admin'

# uma noav3osamens nod KOMOPbLIM udem pezucmpayui Y4emHblT OGHHLIT.
register_user_name: 'admin'

# Hcnoav3yemca 048 YKA3AHUA O0BEPEHHLIT UCMOYHUKOE 3aAnpocoe, Komopble mMoz2ym 0b6Todums,
—3auyumy om amak CSRF.
# B HeE HYyxHo nponuceleams OomeHbl uau IP-adpeca, C KOMOPLIT pa3peweHsl makue 3anpocsl.
csrf:

domain: 'http://127.0.0.1'

# Vkaxume nyme, no komopomy kyku 6ydym OocmynHet
cookie:
path: 'PGDEV'

# Vkaxume nyme 0af TPAHEHUA 20208
log:
path: /tmp/gs-authproxy-error.log

# Vkaxume epema xu3ru koda noomeepxdeHrHus 8 cekyrdaz.
verification_code:
time: 300

# Tuzull pexum. IIpu SKAOHEHUU HE 3ANpawUUSAEmMm MECMO OAL TPAKEHUA Kawua om napoael,,
—UCNOAbL3YEM 3HAUEHUE NO-YMOAYAHUNW.
# Hymen Oas pabomet e pemume CI/CD. Jonycmumsie snaverus: True / False. Ilo-ymoauaruloy
< npueamnbll ka4 TParumcs e ~/.gs-authprozy.priv
silent_mode:

enabled: {{ silent_mode_enabled }}

# Hanuole opzarusayuu. Jas sameHbl nozomuna u favicon. 3amenume coomeemcmsywuyue Palasl 6y
—Oupekmopuu "mail_gate_pass/static_dev/img"
organization:

name: "Buszec Texmomorum"

phone_number: '+7 (777) 77-78-90'

email: 'support@gmail.com'

background_color: '#33a93d'

url: 'https://global-system.ru/'

Ilpnmeuanue: He Brirogaiite pexkxum debug: HA akTyaJpbHON BEPCUU OH HE PAOOTAET, TAK KAK HEIPABUIIb-
HO [epeHanpaBJisieT Ha KapTouky perucrpanuu (Hadunas ¢ btk 1.0.734 oTkpbiTHe KApTOYKU PErHCTPAIUU
BO3MOKHO TOJIBKO II0 CCHLJIKE, CTEHEPUPOBAHHON CEPBEPOM, B PEKHMe OTJIAJKU CEPEBED aBTOPHU3AIUU IIepe-
CBLIAET 110 CTATUYHON CChLIKE).
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Sarem ununmanusupyiire B/ u cobepure crarudeckue (aiiibl.

python manage.py migrate
python manage.py collectstatic

3anaiiTe naposu ag 6a3bl JaHHBIX, CEKPeTHOro Kiaoua Django u mouroBoro cepsepa. s sToro nepeitaure
B KaTaJIOr gs-authproxy m BBINOJHUTE CKPUNT set_credentials.sh

./set__credentials.sh set —url your url —user your user —password your password"
o s B/I:

— B KaUecTBe mapamerpa --url mcnosb3yiite ums BJI, koTopoe Bbl yka3asu B (aiine ¢ Koudurypa-
IUAMH TPOEKTA.

— TS TTapaMeTpa --user WMs MOJIb30BaTes s, KOTOPOe BbI UCIOJIb30Bam npu co3gannn BI.
— qutd napamerpa --password mapousib ot B/l koTopsiit Bel ucnosbloBasu npu codgannn b1,
® 1711 CeKPEeTHOTro Kitoda Django:

— B KadecTBe mapamerpa --url mcnosb3yite django:url, koTopsrit Bel ykasamu B daiiie ¢ KoHdu-
rypamysaMy IPOoeKTa.

— i napamerpa --user «djangos.

— JIJIsT TapaMeTpa --password MOXKHO HCIOJIB30BATH JIIO00 JOCTATOYHO IIMHHBIN CTyYalHbBI Ha-
0Op CHMBOJIOB.

® JIJIf cepBepa MOYThI:

— B KadecTBe napamerpa --url mcnosb3yiire email host, koropslit Bbl ykazanu B daiiine ¢ kKoudu-
TyPaIUsIMA TTPOEKTA.

— [/l mapamerpa —-user MMs I0Jb30BaTess (apec 3JeKTPOHHON MOYTHI) s ayTeHTHhUKaIUT
ua SMTP-cepsepe

(NN

— i napaMerpa --password maposib i ayrenrudukanun va SMTP-cepsepe”

Hacrtpoiika Apache2
SanonaauTe madaoH 001-mail_gate.conf u3 deploy/templates u nomecture daiin B nupexkTopuio /etc/
apache2/sites-available/:

e VYkaxkure anapec u uopr upociaymusanus (Virtual Host)

e Vkaxure JoMeHHOE uMs cepsepa i IP-axpec (ServerName)

e B mupektuBax DocumentRoot, WSGIDaemonProcess, WSGIScriptAlias, Directory, Alias monpasbre
IyTH TAK, 9TOOBI OHU BEJIM HA COOTBETCBYIOIIME (DAR/IbI M NANKH M3 PENO3HTOPHS.
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Mpumep 3anonHenHoro Apache2:

# VYkaxuTe IONHEE IyTH B COOTBETCTBHM C BAllUM IPOEKTOM.
<VirtualHost *:8000>

# YcTaHaBiuBaeT OCHOBHOE HMs CepBepa s LAHHOI'O BHPTYaIbHOLO XOCTa. 3Lech ykKasaH IP-
—.aZlpec cepBepa, MOXHO yKa3aTh IJOMEHHOE WM.

ServerName 192.168.24.89:9000

# B3amaeT KaTalior, B KOTOPOM pacIoiaralTcs Gaiims, o6CIyXuBaeMbie STHUM BUPTYAIbHEM,
—xocToM (RaTasor IpoOeKTa).

DocumentRoot /opt/gs-ap/mail_gate_pass

# Onpegnenser mpomecc WSGI, ucmomb3yeMblit Oy o6paboTKu 3ampocoB K Python-mpunoxeHumn.

# projectl - mMa mpomecca.

# python-home - myTe kK BupTyamnbHO# cpeme Python.

# python-path - myTs k Katamory Django mpuioxerus.

WSGIDaemonProcess projectl python-home=/opt/gs-ap/venv python-path=/opt/gs-ap/mail_
—gate_pass

WSGIProcessGroup projectl

# nyTh K wsgi daitnmy Django mpuioxeHuWs

WSGIScriptAlias / /opt/gs-ap/mail_gate_pass/mail_gate_pass/wsgi.py

#0npenmenseT KaTanor Ha ¢aiiloBoil cucTeMe M ero HACTPONKM LOCTyIa. YCTaHABIMBAET|
—IpaBUNa LOCTyIa K ¢aiiny c uMeHeM Wsgi.py M paspemaeT AOCTYI.
<Directory /opt/gs-ap/mail_gate_pass/mail_gate_pass>
<Files wsgi.py>
Require all granted
</Files>
</Directory>

# CosgaeT mceBmomuM URL nmya cTaTud9ecKux GaioB M ONpeleldeT KaTaJIor B CHCTEMe TIe
< XpaHATCA CTaTHYeckKrue Gailnh M HaCTPOHKM HOCTYyIA.
Alias /gs-authproxy/static /opt/gs-ap/mail_gate_pass/static
<Directory /opt/gs-ap/mail_gate_pass/static>
Require all granted
</Directory>

# Cosgaer mceBmomumM URL s Menmma GaiiioB X OIpeZeldeT KATAaJOr B CHCTEMe Ille XPaHATCH
—Menua ¢aiiymbl M HACTPOHKM IOCTyma.
Alias /gs-authproxy/media /opt/gs-ap/mail_gate_pass/media
<Directory /opt/gs-ap/mail_gate_pass/media>
Require all granted
</Directory>

# VcramaBmuBaeT ¢aiin, Kyma 6ymyT 3amucHBaTbCcA coobueHus o6 ommbrax cepsepa.
ErrorLog /var/log/mail_gate_pass-error.log
# VcramaBmuBaeT daiin, Kyma 6yAyT 3anuCHBATHLCS 3AIPOCH K CEPBEpPY.
CustomLog /var/log/mail_gate_pass-access.log combined
</VirtualHost>

Bxurounre caiiT:

sudo a2ensite 00l-mail_gate.conf

Ilepesanycrute Apache:
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sudo systemctl restart apache2

Hactpoiika HAProxy
SamonauTe madmaon haproxy.cfg u3 deploy/templates u momecrure daiin B qupekTopmio /etc/haproxy/
haproxy.cfg:

e YkaxkuTe aJipec u TMopT mpocaymuBanus (aupexkTusa bind B ceknun http-in)

e Vkaxure aapec gocryna K Apache (aupekrusa server B ceknuu gs_authproxy server)

e Ykaxure aapec gocryna K Global Server (nupekTusa server B cekuuu globalservers)

Mpumep 3anonHeHHoro haproxy.cfg:

# ompegenseT, 4TO 3To AudA obpaborku Bxomamux HTTP sampocos
frontend http-in
mode http
# ykasmBaeT HaProxy, Kakue azpeca M IOPTH IPOCIyUHMBAaTH
bind :80
option forwardfor
# cosmaeT ycmoBue, IpoBepsaollee, ABISETCS JU 3ampoc kKopaem ("/").
acl is_root path -m str /
# cosgmaeT ycuoBue, NIpoBepsollee, HadUWHAETCHd JU IyTh 3ampoca c "/gs-authproxy".
acl is_gs_authproxy path_beg /gs-authproxy
# ykasmBaeT HaProxy ucnombsoBaTe 63KeHZ gs_authproxy_servers nAis 3alpocoB,
—yIOBJIETBOPAKIMX YCJIOBHD.
use_backend gs_authproxy_servers if is_gs_authproxy || is_root
# ompegnenseT 63KeHZ IO YMONYAHWH JJIf BCEX OCTANbHHX 3aIPOCOB.
use_backend globalservers unless is_gs_authproxy || is_root

# ompenensier 63KeHn mis obpaboTKu 3ampocoB ¢ npepurcom "/gs-authproxy".
backend gs_authproxy_servers

mode http

#ompemensaer Django cepsep.

server django_server 127.0.0.1:8000

#ompenensdeT 63KeHZ, AN BCEX OCTANbHHX 3allpOCOB.
backend globalservers
mode http
# mobaBisgeT 3aroyoBokK X-Forwarded-Port
http-request set-header X-Forwarded-Port %[dst_port]
# ompepmenser globalserver.
server globalserver 127.0.0.1:8080
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Mpumep koHdurypauum haproxy.cfg c ucnonn3osarHnem https:

frontend http-in

mode http

# ykasmBaer HaProxy, kakme azpeca m IOPTH NPOCIyUHBAaTH

bind :443 ssl crt /etc/haproxy/certs/cert.pem # myTs mo ssl-ceprudpurara

http-request add-header X-Forwarded-Proto https if { ssl_fc }

option forwardfor

# cosmaeT ycmoBHe, IpoBepsollee, ABISETCS JU 3ampoc kKopaem ("/").

acl is_root path -m str /

# cospmaeT ycmoBme, IpoBepswllee, HAYMHAETCH JIX OyTh 3ampoca c "/gs-authproxy".

acl is_gs_authproxy path_beg /gs-authproxy

# yrazmBaeT HaProxy ucnonb3oBaTh 63KeHZ gs_authproxy_servers O 3alpocCoB,
—yOOBIETBOPALIMX YCIOBHD.

use_backend gs_authproxy_servers if is_gs_authproxy || is_root

# ompenmender 63KeHZ II0 yMOJYaHMWK JJiI BCEX OCTANbHHX 3aIpPOCOB.

use_backend globalservers unless is_gs_authproxy || is_root

# ompegenseT 63KeHI OnsA 06paboTKU 3ampocoB c mpedurcoM "/gs-authproxy".
backend gs_authproxy_servers

mode http

#ompepmensaer Django cepsep.

server django_server 127.0.0.1:8000

#ompenensdeT 63KeHZ, AN BCeX OCTANbHHX 3allpOCOB.
backend globalservers
mode http
# nmobaBiygeT 3aroyoBokK X-Forwarded-Port
http-request set-header X-Forwarded-Port %[dst_port]
# ompepmenaer globalserver.
server globalserver 127.0.0.1:8080

Tlepesamycrute cepsuc haproxy:

sudo systemctl restart haproxy

6.3 O6GHoBNeHue

Ilepen obHOBIEHKMEM, He 3a0yabTe CHeNaTh Pe3ePBHLIE KOIUH!

Ecsin BbI KJIOHUPOBaIM PEIO3UTOPHUIl [IPU ITOMOIIU CPEACTB git, To 0bHOBUTE ero 10 nocienneil sepcun. Ecian
JKe BBI TIOJIYYHJIN CepBep aBTOPW3AINU B BHJIE apXHBa, TO:

1. CkommpyiiTe mail_gate_pass/config.yml B HajekHOe MecTo. Ecim BbI co3zaBaim Apyrue KOHMUry-
panuonsbie (daiiibl B manke gs-authproxy (Hampumep, K09 IOIIIKMCH), TO TaK¥Ke CKONUPYHTE ero B
Apyroe MecTo.

2. Yaanure comepkumoe nanku gs-authproxy u pacnakyiite B Hee HOBbIH qucTpudyTHUB.
3. Bepuwure daiinpr KOHGUTypaIuy HA UX MECTa.

Heszasucumo or criocoba obHOBIeHHU (DAIOB, BHIMOTHATE CJAELYIONNE KOMAHIbI IJIsT YCIEITHON MUTDAITAN:
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# cd gs-authprozy
bin/initvenv.sh

source venv/bin/activate

cd mail_gate_pass

python manage.py migrate
python manage.py collectstatic

7 BHewHss cuctemMa MOHUTOPUHra
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Cucrema moumTopuara cocrout n3 Prometheus, Loki, Tempo n Grafana.

vy

Cepgep Global, paszsépuyTsrii B kitactepe Kubernetes, orripasiisier MeTpuKy, TPEHCHI U JIOTH BO BHYTPEHHIOIO
cucTeMy MOHUTOpHHTA. TakKe BO3MOKHO HacTpouTh Kiacrep Global Tak, 9robbl OH OTCHLIAT TEIEMETPUIO
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BO BHEIIHIOWO cucremy. s sroro, npu kondurypuposanuu kiaacrepa Global Tpebyercs:

e B Bu3ape yCTaHOBKHM XapaKTPHUCTHK (./resgroup.sh init_ spec) 3amarh 3Hadenue true ms moseii «O1-
CIIE’KUBATh METPUKHU» U «/[OMOTHUTENHHO OTCHIIATh METPUKH BO BHEITHIOIO CHCTEMY».

e B Busapue ycranosku 3uauenuii (./resgroup.sh init_values) 3anarb napamerpbl s noJieli «Beegure
azpec Jocrymna K BHemHeMmy prometheus», «Bsemmre azpec mocryma kK BuemmneMmy loki» u «Bsemgure
azpec JOCTYIa K BHEITHEMY tempo» M KayKI0W KHUTH PECYPCOB.

7.1 Hactpoiika Prometheus

Prometheus ycramasmuBaercs mo odwurmanbuoil qoxymventaruu. s mosydenus merpuk cepsepa Global
JIOLOJIHATE/IbHBIE HACTPOUKU He TPeDyroTCs.

IIpumep config.yaml

global:
scrape_interval: bs
evaluation_interval: b5s

7.2 Hactpoiika Loki

Loki ycramaBauBaercst o OpUIHATLHON TOKYMEHTAIIIH.

IIpocreitimuit kondur npusenén muxke. Ilpu ero mcrnonb3oBanum TPedOyeTCs 331aTh KOPPEKTHBLIE 3HAMEHUS
mapamerpoB path_prefir, chunks _directory w rules_ directory.

IIpumep config.yaml

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096

common :
instance_addr: 127.0.0.1
path_prefix: {path} #/mnt/data/loks
storage:
filesystem:

chunks_directory: {path} #/mnt/data/loki/chunks
rules_directory: {path} #/mnt/data/loki/rules
replication_factor: 1
ring:
kvstore:
store: inmemory

query_range:
results_cache:
cache:
embedded_cache:
enabled: true
max_size_mb: 100

(continues on next page)
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http://helpcenter.gs.local/G3SysAdminDoc/html/040_global-k8s/020_install.html#id6
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://grafana.com/docs/loki/latest/setup/install/
https://grafana.com/docs/loki/latest/configure/

(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

schema_config:
configs:
- from: 2020-10-24
store: tsdb
object_store: filesystem
schema: v13

index:
prefix: index_
period: 24h

ruler:
alertmanager_url: http://localhost:9093

analytics:
reporting_enabled: false

7.3 Hacrtpoiika Tempo

Tempo ycranasmuBaercs 1o odunmansuoit pokymentanuu. [Ipocreiimmuit koudur npuseaén nuxke. Ilpu ero
HCIIOJIb30BaHUU TPeOyeTcs: 33aTh KOPPEKTHBIE 3HAYEHUS TAPAMETPOB path

IIpumep config.yaml

stream_over_http_enabled: true
server:
http_listen_address: 0.0.0.0
http_listen_port: 3200

distributor:
receivers:
otlp:
protocols:
http:
endpoint: 0.0.0.0:3201

storage:
trace:
backend: local
wal:
path: {path} #/mnt/data/tempo/wal
local:
path: {path} #/mnt/data/tempo/blocks

100



https://grafana.com/docs/loki/latest/setup/install/
https://grafana.com/docs/tempo/latest/configuration/

7.4 Hacrpoiika Grafana

Grafana ycramapjmBaeTcs ¥ HACTPAUBAETCS 1O OPUIINATHHOMN TOKYMEHTAIUH.

8 [ononHutenbHo

8.1 VYcTaHoBKa M HaAcTpoiika cepBuca KOHBepTauuu n3op. B 4OKYMEHTbI

YcraHoBkKa

CkauaiiTe penm3 cepsuca gs-img2doc ¢ mpegoCcTaBIeHHOr0 PECYPCa.
(IIpenocrapisiercs depe3 KoHTakTHOE 1m0, daiin gs-img2doc-X.X.X.zip).
AxryasbHas MHCTPYKIIUS 110 YCTaHOBKe Haxoiurcd B apxuse /doc/install.md
Tpebosanus Kk 2kese3y 3 cpu 3Gb ram (74 0xHOBPEMEHHbBIX 110JIb30BATEs ).

Unrerpaumus c Global

Vkazars URL cepBuca u mpocTaBuTh rajodky BKJIOUYEHO B mpusoxkeruu «HacTpoiiku cucrembrs
(«Hacrpoiiku u cepsucbl» -> «Jononuurensuo» -> «CepBucor» )

- &

Kog img2Doc

HanMmeHoBEaHNe CepBuC NO KOHBEPTELMM M300DEMEHWA B TEKCTOBEIE hOpMaTEI
OnucaHwe

Pecypc http: /localhost: 3000

Brnwuen o

8.2 Hacrpoiika GlobalScheduler
lFenepauusa kno4el wndposaHns

lenepauus kntoqeii 8 cucreme Global

Tenepanuto Kio4eil MOXKHO BBIIOJIHATE € OMOIIbI0 cucreMbl Global.

Hust sroro B upusoxkenun «Hacrpoiiku cucrembly neobxouumo orkpbirb Mento Hacrpoiiku u cepsucht |
Menemxep 3amannit
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Cepewc  WalpadHHoe CywHocTH | HacTpolkW U cepBuMcel | OTueThl  AyouT  MHTerpaumA  Momolls

BriSopka e =T w | MepeoTkpeiTh

SNeKTPOHHEIE NOANKCK 3

CrnywBil pacceinky coobuieHmid
HanomMuHaHua 1 CTApPTOELIE OKHE
NHueHzA

Cepences Jexl

v v v v v

[awSopabl M BUIXETE

PervcTp nonksoBaTenbCkie HACTpoex wKTepdeiica
HacTpolika yesaoMnaHii M pacceinok 3
VMNpaBneHne KoHMrypaumen 3

HaCTpoiKa CNpasoqHeN CTaTed

HacTpoiki Mogynei cucTemes I
HacTpoiiku C4eToR y4eTa 3
Mpouenypel

HacTpoiika MecceHaxepa 3
HaCTpoikn LHHEMHYECKDrD MEHID 13
LononHHTENEHE 3

B orkpbiBIIeMcst OKHE BBITOIHUTD oneparuio « CreHepupoBaTh OTKPBITHIA U 3aKPBIThIA KIIOY»

Cepeuc  MzOpaddoe CywHocT  HacTpolkW W cepevcel  OTueTel  AyouT  MuTerpauws  Momolls

BriSopra McTopKHA 3anpocos v [NepeoTkphETh
— »
D T & R- 0
HaumetoBaHne CMHXPOHWZMPOBATE BCE
HaumeHoBaHne Tun wen CreHepupoEaTh OTKDBITEIA M 33KDBITEIA KIKYM

maf mank M e e P E——— o ] e

B pesyabrare BBIMOJHEHWS ONEpAAM HAa KOMIBIOTEP IOJb30BaTeNs OymoyT CKadadbl gBa  aiina:
quartz.publickey.txt (oTKpbIThIil Ki1104) U quartz.privatekey.txt (3aKpbITbIii KJI04).

leHepauus ki4elri CTOPOHHUMU YyTUNAUTAMU

JomyckaeTca reHepalus Kifodeit JOMyCKaeTcss CTOPOHHAMH Yy TUIUTAMHA.

Banmanme: OTKpPBITHI KIIOY, KAK W 3aKPBITHINA, TOJKEH COIEPXKATh B cebe TOJIHLKO MACCHUB OaiiT,
co3maHHbIi Mo anroputMmy RSA, ¢ pasmepom 2048 6ut, u 3aK0IUPOBAHHBIN B Base64.

Tlpumep co3manus Kio4edt ¢ MOMOIIBIO Kpunrorpadpudeckoit 6ubmmorekn OpenSSL:

# lenepayus NpueamHo20 KAOUG 6 CMaKOapmMHoM @dopmame

openssl genpkey -algorithm RSA -out private.pem -pkeyopt rsa_keygen_bits:2048; \
# TI'enepayusa nybauvwrozo0 Kawua 6 cmardapmHoM @opmame

openssl rsa -in private.pem -outform PEM -pubout -out public.pem; \

# Qopmamupoeanue kawuel 0as pabomet ¢ Global

sed '/----- R /d" ./private.pem | tr -d '\n' > quartz.private.pem; \

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

sed '/----- R /d" ./public.pem | tr -d '\n' > quartz.public.pem; \

# Koneepmayus kawua 6 basebi 0as ucnoabsoeanus e cexkpeme kubernetes (ne mpebyemcs npuy
—ucnoab3oeanuu Global e aemoromMHroM pexume)

base64 -w 0 ./quartz.private.pem > ./b64.private.pem

YoeanThesi, 9TO CreHepUPOBAHHBIN BaMH KJIIOY ObLIT co3maH B moaxonsmiem mias Globalscheduler dopmare
MOXKHO TIPW TOMOIIH CIIeAYOIIel KOMaHIbI:

base64 -d ./quartz.private.pem | openssl asniparse -inform DER | grep -q rsaEncryption &&
— echo "Kmwou BepHoro ¢opmaTa" || echo "Kmwu Hemomxomsmero dopmara'

Kondurypauus GlobalScheduler n ycraHoska npusatHoro knto4a

ABTOHOMHBIV pexxum
Hacrpoiika koHcurypaymnoHHbix ¢aiinos

Pacnonoxxenwne ocunoBHoro aiina koudurypamuu: /opt/global/globalserver/application/config/
tools/scheduler/quartz.properties

Cozpaiite daiin KOHGUTYypAIINY TITIAHUPOBIITUKA,

sudo mkdir -p /opt/global/globalserver/application/config/tools/scheduler
sudo touch /opt/global/globalserver/application/config/tools/scheduler/quartz.properties

BcrapbTe comeprkumoe

org.quartz.scheduler.instanceName = PostgresScheduler
org.quartz.scheduler.instanceld = AUTO

org.quartz.threadPool.class = org.quartz.simpl.SimpleThreadPool
org.quartz.threadPool.threadCount = 500

org.quartz. jobStore.class = org.quartz.impl.jdbcjobstore.JobStoreTX

org.quartz. jobStore.driverDelegateClass = org.quartz.impl.jdbcjobstore.PostgreSQLDelegate
org.quartz.jobStore.dataSource = quartzDS
org.quartz.jobStore.dontSetAutoCommitFalse=false

org.quartz.dataSource.quartzDS.driver = org.postgresql.Driver
org.quartz.dataSource.quartzDS.URL = jdbc:postgresql://<DBHOST>:5432/<DBNAME>?
—ApplicationName=Global-Scheduler

org.quartz.dataSource.quartzDS.user = <DBUSER>
org.quartz.dataSource.quartzDS.password = <DBPASS>

org.quartz. jobStore.tablePrefix=btk_qrtz_
org.terracotta.quartz.skipUpdateCheck=true

L'ne
<DBHOST> - azgpec cepeepa postgres
<DBNAME>> - uma B/]
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<DBUSER> - nosib3oBaresb BJ1
<DBPASS > - maposs nosn3oBarens b1

Cozpaiire daitn KoHduUrypamnuu 1ora mIaHuPOBITHKA

sudo touch /opt/global/globalserver/application/config/tools/scheduler/logback.xml

Bcerasbre comepkumoe

<configuration>
<appender name="STDOUT_DEFAULT" class='"ch.qos.logback.core.ConsoleAppender">
<!-- encoders are assigned the type
ch.qos.logback.classic.encoder.PatternLayoutEncoder by default -->
<encoder>
<pattern>[’-5level] %d{dd-MM-yyyy HH:mm:ss.SSS} [thread]
~%logger - Ymsgln</pattern>
</encoder>
</appender>

<appender name="QUT_SSH" class="ru.bitec.engine.core.logging.SshConsoleAppender">
<encoder>
<!--<pattern>[7//-5level] Jd{HH:mm:ss.SSS} [/thread]:}X{USER} -
—/msg - Jloggerin</pattern>-->
<pattern>[’%-5level] %d{dd-MM-yyyy HH:mm:ss.SSS} - Ymsg</pattern>
</encoder>
</appender>

<appender name="FILEQUT" class="ch.qos.logback.core.rolling.RollingFileAppender">
<rollingPolicy class='"ch.qos.logback.core.rolling.TimeBasedRollingPolicy

>
<fileNamePattern>${G3_HOME}\logs\global3.%d{yyyy-MM-dd_HH}.log</
—fileNamePattern>
</rollingPolicy>
<encoder>
<pattern>}%d{HH:mm:ss.SSS} [Vthread] %logger - ’msglkn</pattern>
</encoder>
</appender>
<!--
BoswmoxHbele 3nauerus napamempa "level' e nopadke npuopumema €akHOCMU
OFF
ERROR
WARN
INFO
DEBUG
TRACE
ALL
-->

<root level="INF0">
<appender-ref ref="STDOUT_DEFAULT"/>
<appender-ref ref="0UT_SSH"/>

(continues on next page)
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<appender-ref ref="FILEOUT"/>
</root>

<!-- Jlas nozuposaHnua SQUL evizoeoe nepekawuume e pexum INFO uau Huxe-->

<!-- Tekywue 3HAUEHUA HE MEHAMb, MK: —-->

<!-- Vcmanoeka YposHA N0O2UPOEAHUA HA cepeepe 3adaemca uepe3 Puabmp 8 Hauase
< datnra. -->

<!-- YcmaHo8KG YPOBHA AO2UPOBAHUA KA KAueHme 3adaemcs uepe3d obuul @ala
S KOHPU2YPAYUY U\UAU BbICMABAZEMCS KAUEHMOM. —->

<logger name="jdbc" level="off" additivity="false"/>

<!-- Butgodum SQL-mercm, snavenus IN\OUT napamempoe -->
<!--<logger name="jdbc.audit" level="info"/>-->

<!-- Butgodum mekcm SHL - ebl306a.
Ilepesedeno e pexum OFF, umo 6ul ne Odybauposame evieod SHL-mercma-->
<logger name="jdbc.sqlonly" level="OFF"/>

<!-- Buieodum mexcm SQL - ebi306a C epeMeHeM GbINOAHEHUS.
Ilepesedeno e pexum OFF, umo 6bt ne dybauposams evieod SHL-mekcma -=>
<logger name="jdbc.sqltiming" level="QFF"/>

<logger name="net.sf.log4jdbc" level="warn'">
<appender-ref ref="STDOUT_DEFAULT"/>
</logger>

<I-- Sbt -->

<!-- info - obyue coobuyerus o delicmeuixr MeHedrepa-->
<!-- debug - "+" secov 6bi600 SBT, obrosasemsle @alabl-->
<!-- trace - "+" ece cobumusa DirWatcher'a-->

<logger name="ru.bitec.engine.sbt" level="info"/>

<!--<logger name="ru.bitec.engine.session" level="trace"/>-->
<!--<logger name="ru.bitec.common.rpc" level="trace"/>-->

</configuration>

Hacrtpoiika cepsuca globalscheduler

Jas  wacTpoikm cepBHCa HYXKHO cKonmupoBaTh aitn  /opt/global/globalserver/admin/linux/
scheduler/globalscheduler.service.origin B Karajgor /lib/systemd/system u mIepenMeHOBATH
globalscheduler.service

sudo cp /opt/global/globalserver/admin/linux/scheduler/globalscheduler.service.origin /
—1lib/systemd/system/globalscheduler.service

WJIM CO3JATh HOBBIM (haiiy

sudo touch /usr/lib/systemd/system/globalscheduler.service

Conep:xumoe
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[Unit]
Description=Menemxep 3amanuit Global SE Postgres
After=multi-user.target

[Service]

Type=idle

WorkingDirectory=/opt/global/globalserver
ExecStart=/opt/global/globalserver/globalscheduler.sh

TimeoutStopSec=110

[Installl
WantedBy=multi-user.target

Pazpemure aBTO3arpy3Ky cepBucCa

sudo systemctl daemon-reload
sudo systemctl enable globalscheduler

YcraHoBKa npuBaTHOro Ksro4ya

B ocuoBHOM (aiiie KoOH(MUTYpaIuu MIaHNPOBINNKA quartz.properties Tpebyercsa yka3arh myTh 10 dhaiiia
C 3aKpBITHIM KJI04YoM mudpoBanus (quartz.privatekey.txt/quartz.private.pem) B mapamerpe

ru.bitec. jobscheduler.privatekey.path = /some/path/to/file

IIpumep xoudurypamnuu:

ru.bitec. jobscheduler.privatekey.path = /opt/global/globalserver/application/config/
—tools/scheduler/quartz.private.pem

IIpumeuanue: Ecam B myrun g0 daitna ncnosb3yorcs cuMBoi \ (0OpaTHBINA cilenr), TO ero TpebyeTcs
SKPaHUPOBAThH BTOPbIM cienteM. IIpumep myTu:

ru.bitec. jobscheduler.privatekey.path=C:\\some\\path\\to\\file

DTOT K104 6yﬂeT HUCIIOJIB30BAaTbCA A4 IIOAINNCAHUA TOKEHAa aBTOPH3AllUHU IJId IIOJIb30BaTesid, KOTOprfI AB-
JIdeTCd UCIIOJTHUTEeJIEM 3a/Ja49U IIJIaHUPOBIIHUKA.

s npuMmenenust Koudurypanuu nepesanycrute cepsuc globalscheduler:

sudo systemctl restart globalscheduler.service
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Kubernetes

B ciyuae, ecsin Bbl crenepupoBasiv Kiodu npu nomoru cucrembl Global, HEoOXOAMMO JOMOJTHATETHEHO 3a-
@ poBaTh 3aKPLITHINA K104 B base64. Jljig 3T70ro MozKHO BOCIOJIB30BATHC CJIe 1y I0NIeil KOMaH/0#, HAXOACh
B IMPEKTOPHUU C KJIIOUOM:

base64 -w 0 ./quartz.private.key > ./b64.private.pem

CosaiiTe CeKpeT ¢ TOKEHOM TIIAHMPOBIINKA, 3aMEHNB 3HAUEHNE namespace Ha Ha3BaHMe TPOCTPAHCTBA NMEH
Global, n 3nauenne mabdnaona <b64 key> ma comepkumoe aiina b64.private.pem

apiVersion: vl
kind: Secret
metadata:
name: scheduler-token-secret
namespace: gs-cluster-k8s
data:
private.key: <b64_key>

cat <<EOF | tee "/mscli/workspace/scheduler-token-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: scheduler-token-secret
namespace: gs-cluster-k8s
data:
private.key: <b64_key>
EOF

kubectl apply -f “/mnscli/workspace/scheduler-token-secret.yaml

YcraHoBka nybav4Horo knw4a n Hactpoek Quartz

s yKa3aHusi OTKPBITOrO KJII0Y, /JI TTPOBEPKH TOKEHA ABTOPW3AINH TLJIAHWPOBIIAKA 33JaHUH HEOOXOIIMO
OTKpPBITh npuiioykenne «Hacrpoiika cucrembrs.

Orkpoith Menio: Hacrpoitku u cepsucht > Hacrpoiiku momysneit cucrembr > O61iue HACTPOWKU MOyJIei
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epeuc  Mz0paHHoe

1Gopka

CywHocT | HacTpoi W cepencel . OT4eTel  AyOuT  MHTerpaums  MoMolls

B croucke Buibpars Mmomyab btk u OTKpBITH Ha pegakKTHPOBAHIE

[ & W - i

PegakTvposate (F4)

OTodpakaTh HEMCNONb3YEMBIE

Mogyne
bts
bdg
pm
det
st
ddp
cur
bs
gds
wf
dr
o
act
asf

acteam

Mogyne He nononesyeTcr
Bitec Technology Services - Cepemcel Ropa
BroaueTsl

YNpaENEHHE JEHEXHbIMK CPENCTEaMH
MogroToexa NPoMsEcacTea. MawnHOCTRoeHNE
Crnanckoi yyer

Mpaduk (NNaH) NOCTEEKM A0KYMEHTALMH
BamoThl M Kypoel

BasoBkiE CNMP3BOYHHKN
ToBEapHO-MATEPHANEHEIE LEHHOCTH
OokyMesTooSopoT

KaneHnapy, padodme rpadvem

{ OCHOBHOH CHCTEMHEN MOOYIb

Byxrantepckuil yuer
OCHOEHBIE CPENCTE M HEMATEPHANEHBIE BKTHEE]

OTtpaseHne EAM-zarpaT & BY

MeHemkep =anaHui | MepeaTkpeTh |
S3eKTPOHHEIE NOANKMCH 3

Criywhis paccemnky coobuermi I

HanoMWHaHWA W CTAapTOBbIE OKHA 3

TiueHzHn 3

Cepewcer Jex] W

OawSopabl W BHAMETEI 3

PerucTp nonesoEaTenbokMx HACTPoeK MHTEpdelica

HacTpoiika yeenoMneHwid U pacceinok 3

VNpaEneHue KoHgHrypaumen 3

HacTpoika crpasoyHex cTaTed

HacTpoiikn Mogynei cucremsl 3 Obwme HacTpoiiki Monyneit
HacTpoiikn cietos yuera b PYHELMOHANEHEIE HACTPOMKK Mogyned
Mpouenypk Oocryn ne neprogaM

HacTpolika MecceHawepa 3

HacTpoikk QMHaMUYECKOrD MEHKD 3

LononHuTeneHo 3

[aTa OKOoHYaHHA MCNonbS0EaHHA

B orkpeiBmiemcst okHe BeiOparh «Hacrpoiiku gius Quartzs m HaskKaTh HA KHOMKY C TPEMS TOYKAMU
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Mogyne btk
He ncnonesyeTcA

[laTa oKOHYaHWA MCMNOoNEI0OEAHKA
HacTpoliku
Kooy

|'_| [MyTe 40 NOMOE MAaHKD OBLMKS

1

Makc, AHSI ANA XpaHeHuA SanKcef TeneMeTPrK
LA P-ciHX poHHZaLKE

Mpokou

Paspeweto aaMUHWCTPHPOBSHKE MPHIOXEHHE
WaGnoH ckpwnTa ans Pghgent-a

Anpec XMPP-cepeepa

MopT XMPP-cepeepa

Mpedwmrc Url cobinkm
IHan‘poﬁm anA Quartz

Test_test

HacTpoiikun anA dopMupoeadre URL, no ..

BrinonHexke jexl-ckpunmoe 4epes SesonacHui.

Cluster

3Haqexune

fusr/local/globalserver/logs/scheduler/

14

{"sDomain”:null,"sLogin” :null, “sUd":null,"sPass":r

{"sLogin™:"proxey_user”,"isEnabled":false,"sHost™:
v

#1/bin/bash...

192.168.2.66

5222

paDev

I"database":"pgdeyv”,"pass":"admin","publict | ---

v

{"sTransferProtocolForGenGidUrl":"http”,"sHosthz

O

B orkpoiBIIeMcs OKHE 331aTh CJIEAYIONINe 3HATCHNUSI:

Baza pamHmX: alias 6a3m maHHEX u3 ¢aiina global3.config.xml
HTTPS BKIHOYEH: B 3aBUCHMOCTH OT TOTO, HCIOIb3yeTcda Nu https B Global, BKINYNTE OAaHHYD

- OIIITUII0

Jlorur: sorme npobsoBarens scheduler B Global (scheduler mo yMomdanwo)
[laponb: mapons monb3oBaTensd scheduler B Global
Ny6mudaHbll Kimod: OTKpPHTHE kimod (comepxuMoe ¢alima quartz.publickey.txt/quartz.public.pem)

Soap xocT:
Soap mopt:

momer/IP ampec, Ha KoTopoM mocTymeH Global
mopT, Ha KoTopoM gmocTymeH Global (8080 mo yMosaHmo)

IIpumep xoudwurypamnn:

Ilo 3aBepiennio KoHMUTYpAIHE HAXKATH 3€JIEHYIO CTPEJIKY, a 3aTeM orepanuio « COXpaHWTh» B OKHE C Ha-

cTpoiikamu Momy st btk.
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Yacrtbie npobnembl
algid parse error, not a sequence

IIpu 3amycke globalscheduler B siorax Moxker BOZHUKHYTH ONIAOKA CIIEAYIOIMIErO BHUIA:

Job Default.22 threw a JobExecutionException: org.quartz.JobExecutionException: java.
—security.spec.InvalidKeySpecException: java.security.InvalidKeyException: IOException
—: algid parse error, not a sequence

Yamre Bcero mamHas mpobJieMa CBsS3aHa C HEKOPPEKTHBIM (OpMATOM MPHUBATHOrO Kioda. [Ias paboTsr
Globalscheduler Tpebyercsa 2048-6urnbiii kiod RSA dopmara PKCS#8. Karoun dopmara PKCS#1 ue
nogxomaT ajist paborsr ¢ Globalscheduler.

Yr00bI yOEIUTHCS, 9TO BaIll KJII0Y BEPHOTO (hopmara, MpOBEPHTE, 9TO CTeHEPUPOBAHHBIN BaMu HEOT(HOPMATH-
poBaHHbI HpuBaTHLIA K04 (quartz.privatekey.txt/quartz.private.pem) HauuHaeTcs o CJenyOIeil CTPOKU:

Taxxke mpoBeputh (GHOPMAT KIFOYA MOXKHO TPU TOMOIINM Openssl, 9To Moxker ObITH MOJIE3HO, €C/IM KJII0Y
JIOCTyIeH ToJabKO B ordpopmaruposantom g Globalscheduler suze (quartz.private.txt/quarz.private.pem),
U HE COJEPIKUT 3ar0JIOBKOB

s 9TOTO MCMONR3YHTE CEAYIONIYI0 KOMAaHIy, 3aMeHnB 3Hadenne <key path> ma myTh A0 MpuUBaATHOTO
KJTIOYa!

base64 -d <key_path> | openssl asnlparse -inform DER | grep -q rsaEncryption && echo
—"Kmou BepHOoTo dopmMaTa" || echo "Kmou Hemomxogmsmero ¢popmara'

YT00BI CreHepupoBaTh KU MOAXOIAIIEr0 (popMaTa, BOCIOIbB3yATECh TeHepalueil mapbl KJI04eil B cucreme
Global, unau cienyiomeit KOMaHIOM:

openssl genpkey -algorithm RSA -out private.pem -pkeyopt rsa_keygen_bits:2048

lllegal base64 character

B cayuae Bo3uuknOBenus ommubdku «Illegal base64 characters ybemmrech, 9TO KIIIOUM BEPHO OTGHOPMATHPO-
Banbl. Kiouu, ucnonb3yembie Globalscheduler, we momxkubr comepxkars 3arososkos (—BEGIN PUBLIC
KEY—, —END PUBLIC KEY—— u 1p.) u 3HaKOB [IEPEHOCA CTPOKHU.

Ecau BbI mcnonb3dyere kubernetes, ybequrech, ITO B CEKPETe UCIOIb3YETCS KJIIOU, JOMOTHATETHHO 3aKO/IH-
posanublii B base64 (b64.private.pem).

Hns aroro nposepbTe, uro dbaitn ~/globalserver /workspace/mnt /secret/scheduler /private.key BHyTpm KOH-
teitnepa Globalscheduler comepxkut npuBaTHbIi K09 B YnTaeMoM (opmare.
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Error 401 JWT signature does not match locally computed signature. JWT validity cannot be asserted
and should not be trusted.

JaxHas ommOKa CBA3aHA C TE€M, 9TO YCTAHOBJIEHHBIH IyOJUIHBIN K/IOY HE IOAXOAAT K yCTAHOBJICHHOMY
TMpUBATHOMY Kjrody. Y0eantech, uro ycranonienubie B Globalscheduler kioun u3 ognoit mapsi, aubo creme-
pupyiire HOByIO mapy kiodeil (I'enepayus warowel wugdposarus)

9 lMepBbIAi BXOQ B cuctemy

9.1 lNony4yeHue n ycTaHOBKA AMLEH3UU

Jluren3supoBanre CHUCTEMBbl MPUBA3AHO K 0a3e MaHHBIX. YHHUKAJIBHBIA KOI 0a3bl (GopMupyercs ¢ yde-
TOM anmnaparHo-iporpammuoro okpyzxkenns CYBJl u npuss3ano k konkperHoit BJI. Jltobbie u3meHenwust
uporpamMHo-annaparHoro okpyxxenus (Tun npoueccopa, MarepuHckas miara, MakK-aJpec CeTeBoil KapThl,
Bepcust CYBJI, ums 6a3bl JaHHBIX U T.J1.) HPUBEAYT K [IOTEPE JIMIEH3UH.

JIven3usi yCcTaHABIMBAETCS TIPU TIEPBOM aBTOPU3AIuU B cucteme. [103:Ke JTUIeH3nsT MOXKET ObITh W3MEHEH],
i gonostHena. s peructparmu mHeobxomumo 3aiitu B cucremy Global ¢ momompio Gpay3epa

http://Ampec_xocra_cucreMs_Global/

@ Cwcrema [noban b4 + [~]
<« O A Hesaupweno | TS 144 w B2 @

Monssosatens | admin
Mapone | ssass

Basza gaHHoK | TESTREE ~

HacTpoiiin nogkniouenns |+

oK

s BXOMa WCIIOIB3YIOTCSA yUETHBIE TaHHBIE:
Jlorun: admin
ITaponn: admin

HpI/IMe‘-IaHI/Ie! Ecanu UCIIOJIL3yeTCA MOCTABOYHBIH JaMII, KOHTAKTHOE JIMIIO IepeJaeT JIOTUH W ITapOJIb IJId
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BXOJla B CUCTEMY.

Tlocse Bxoma OyzeT mpemIoKeHO 3aperuCTpUpoOBaTh 03y JAHHBIX:

B Cwcrema Mnoban x + Q

€ > C A Hesaunueno | M ST e *t B2

B! NET3ETECk NOAKNKIUMTCR K HESADErMCTDHPOBaHHOM Baze faHHLX

Cdpoprmposare i ckauate dafin sanpoca niuerzin
v i o
Qrrera

Cucrema npemrokur chopMupoBaTh (aiiy 3ampoca JUIEH3UN.
Tlonyuennsrii daiisn 3ampoca Hy»kKHO oripaBuTh KoHTakTHOMY Juiy B OO0 «Busnec-Texwomornus u mosry-
9UTh OT Hero (aitn ¢ numeH3neit.

10 JlornpoBaHue cepBepa NPUIOXKEHUNIA.

10.1 O6wmin 0630p

JlorupoBaHtue B MPOEKTE OCYIECTBIsIETCs ¢ ucnosb3oBanuem Logback. Kondwurypamus joruposanus 3a1a-
ercsi B XML-daitnax, pacmosioxkennbix B karasiore {{workspacel}}/application/config/.

10.2 CrpykTtypa KoHdUrypauymoHHsix caiinos

{{workspace}}/
L — application/
L— config/
logback-LoggerContext.xml # OcHOBHO# Qaill KOHPUIypaluM CHCTEMHHX JIOTOB
logback-LoggerContext-ext.xml # IIpoeKTHHE HACTDOHKM CHCTEMHHX JIOTOB
logback-LoggerContext-session.xml # OcHoBHO# ¢aifin KOHOUT'ypalUu JOTOB CECCHUH
logback-LoggerContext-session-ext.xml # II[poeKTHHE HACTPOHKM JIOTOB CECCHHU
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https://logback.qos.ch/documentation.html

! Bunmanue!

JlormpoBanne B MpOEKTe HACTPOEHO C YIETOM CHCTEMHBIX W CECCHOHHBIX JIOTOB.

N3menenne ocHOBHbIX aiisioB kKoHdUrypanmuy 3alpemieHo, HO I0JIb30BaTelh
MOXKET BHOCUTb CBOM u3MeHeHus depe3 aiinbl  logback-LoggerContext-ext.xml u
logback-LoggerContext-session-ext.xml.

OcHoBHble koHdurypaumoxHsie caiinbi

1. logback-LoggerContext.xml
e OcHoBHOIT (aitn KoHGUTYpAIMY JTOTHPOBAHUS.
o OrBeuaer 33 3aIUCh CHCTEMHBIX JIOTOB.
o ®ukcupyer coobmenust HadnHas ¢ ypousa INFO wu Bbire.
e I3menenne aToro ¢aiina He JOMycKaeTcd.
2. logback-LoggerContext-session.xml
o Konudmuryparnns JornpoBanuns TeKyIeil ceccnn.
e Dukcupyer coobienust HauuHas ¢ yposus WARN u Bbiie.

e N3menenne sToro ¢aiia He JOMycKaeTcd.

Pacwupsiemblie daiinbl kondurypauun
Ecau Tpebyercst n3MeHNTh HaCTPONKH JIOTHPOBAHUS, IT0JIb30BATEb MOYKET HCIOJIb30BAThH CIelfaIbHble (aii-
JIbl PACIIAPEHUit:
1. logback-LoggerContext-ext.xml
o Iloaxmodaerca x logback-LoggerContext.xml.
o Ilo3Bosisier 100ABUTH MJIM M3MEHUTh HACTPOWKH JIOTMPOBAHUS CUCTEMHBIX COOBITH.
2. logback-LoggerContext-session-ext.xml
o ITonkirouaercs k logback-LoggerContext-session.xml.

e I[lo3Bossier 700ABUTH WU M3MEHUTH HACTPOUKHU JIOTUPOBAHUS TEKYIIEH CECCUH.

10.3 lMpumep pobaBneHUs KACTOMHOro sorrepa

Yro6b1 100aBUTH KACTOMHBIH Jorrep B (hair logback-LoggerContext-ext.xml, MOKHO UCIOJIb30BATD CJIe-

JYTOITHAil T1abI0H:

<included>
<appender name="FILEOUT-EXT" class="ch.qos.logback.core.rolling.RollingFileAppender
">
<rollingPolicy class='"ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>/opt/global/globalserver/logs/global3. %d{yyyy-MM-dd_HH}.log
—</fileNamePattern>
</rollingPolicy>
<encoder>
<pattern>}d{HH:mm:ss.SSS} [/thread] %logger - Ymsgln</pattern>
</encoder>

(continues on next page)
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(npomoszKeHUe ¢ mpeaBLAyIell CTPAHMUIIE )

</appender>

<root level="INF0">
<appender-ref ref="FILEOUT-EXT'"/>
</root>

</included>
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